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Abstract: The Internet of Things works by helping different network devices connect via wireless and wired media. There has been a lot
of research in loT over the last few decades and millions of devices have been connected. In the development of 10T technology,
security-related challenges have started to arise as well as in the expanded volume of data, a large amount of additional data is generated
by 10T so the combination of different things and classes in data has changed. This has paved the way for the handling of large amounts
of information and the creation of different applications to provide strong security of data. However, most research has focused on
designing and building the stable topology of networks, as well as the dynamic structure of wireless sensor nodes. Given the limited
difficulties of sensor nodes, it is necessary to redesign with minimal network overhead, providing strong protection against malicious
actions. Therefore, in this study, we focused on proposing a framework for intrusion prevention and intrusion identification integrated
into the WSN for IoT devices to provide strong security with high network distribution ratios . The proposed scheme is classified into
two sections in the first section; autonomously organized clusters provide better stability to clusters based on the principle of uncertainty.
And in the second section, developed an end-to-end secure and multi-hop path based using the blockchain technique. The parameters of

different network metrics have shown good improvement in the results of our simulations in terms of existing solutions.
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1. Introduction

Over the past few decades, WSN has been playing a key
role in a variety of areas. A large number of sensor nodes
are made to store a large amount of real-time data and
forward it to the base station [1]-[2]. When data arrives
near a base station, that data is processed and transferred to
users. The sensors nodes are battery operated and operate
randomly in the monitoring area [3]-[4].Because of
problems in sensor nodes and communication overhead,
many researchers have focused on network stability and
efficient routing [5]-[6] .Data stored in static WSN may
not be accurate, which may reduce network reliability. Nor
is it able to change static WSN status to obtain
information.In 10T  systems, entire devices are
interconnected to collect and transfer information using
hardware, software, and mobile sensors.The nodes are
movable in the network field and use a variety of carriers
to capture information. And can be connected to different
systems, and complete information can be sent via
BS.Nowadays, various researchers aim to integrate the
field of WSN with 10T for strong network coverage and
growth of network development [.[13]-[12

Applications based on 10T require reliable data exchange
to provide strong data security between sensor nodes.In
existing systems, a lot of work has been done in cluster-
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based network infrastructure on  strengthening
routineaccomplishedbased onthe network life cycle and
network throughput improvement .[18]-[16] Stabilizing
clusters with reliable data routing in sensor nodes is a big
problem .[20]-[19] Sensor nodes are neglected without any
fixed infrastructure after the erection of wireless sensor
networks, so optimizing the energy routing process by
optimizing the energy between the nodes and BS/RSU is
themainissue. [.[23]-[21]-[11 This research proposes an
intrusion prevention framework, the function of which is
based on WSN and is to extend the network life cycle with
safe data routing between various devices in loT.Based on
some of the previous solutions our proposed system
divides loT objects into different clusters and selects the
cluster head on the concept of uncertainty.Also, the
network measurement and analysis parameters were used
to determine the position of the cluster head.Furthermore,
in previous solutions, it is difficult to guarantee that data
transmission will be secure until the end due to constraints
in the 10T nodes.Our proposed system operates from a
robust and reliable end-to-end secure approach based on
blockchain technology.Accordingly, our suggested system
works to increase the routing performance of 10T nodes in
terms of data security and energy optimization.

The organization of paperare as follows:Section 2
discussed the background details of the problem in the
existing system. Section 3, presents the details of the
suggested intrusion detection and preventive model for
preventing routing in an loT environment. Section 4
presents the numerical analysis of the framework. In
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thelast Section 5, presented theconclusion and discussion
of research.

2. Background Details

Typically, wireless sensor networks have limitations on
some parameters like energy, memory, processing, etc. All
nodes in the WSN are interconnected from a dynamic and
ad-hoc approach using wireless transmission. The main
function of wireless sensor nodes is simply to collect
information and transfer it to the end-point through
intermediate devices. For Routing performance; if want to
extend the network lifetime and provide strong security to
data then the limited constraints of the sensor nodes cannot
be ignored.The network is more prone to malicious threats.
0T devices collect large amounts of data in real-time. If
such data goes to malicious nodes, the privacy of the data
will be lost. Therefore, end-to-end routing channels need to
be installed if you want to strengthen routing functionality
with data security in mind, and only authenticated IoT
devices in the network will exchange information.

In [27], proposed LEACH algorithm for designing various
clusters. Each cluster has one cluster head that choosethe
preset of several nodes. All other common nodes remain
stationery and network data has been sent to the CH BS
using a one-hop transmission.

In [28], proposed a mobile LEACH protocol for improving
the energy utilization with static nodes and Base stations.
Cluster heads are selected based on the probability model.
The proposed approach is used for routing complexity and
minimizes the network overhead.

In [29], suggested a system for extending the network
lifespan based on cluster network and cluster mobility.
Initially, all the sensors and sink nodes are static and CH is
dynamic. The purpose of the proposed system is to
minimize network delay.

In [30], proposed the system for improvement in energy
utilization based on distance-aware routing protocol using
various sink nodes. If the nodes are in the same network
area, then the proposed system used one-to-one
transmission (direct) using the sink node. During the data
transmission, If the node is away from the sink, then the
transmission is done by the multi-hop routing technique.

3. Proposed System

Use The main purpose of the proposed system is to create a
network with various clusters and provide security for
routing.In the first step, primarily network routing
structures are carried out, each node has its routing table
that can store the information of neighboring nodes.The
purpose of these steps isto develop energy optimization
clustering techniques based on cluster heads. The second
step is a strong security framework to prevent potential

intrusion attacks and enhance network reliability using
blockchain architecture. In blockchaining, complete data is
divided into a data chunk, and each data blockis connected
using a cryptographic technique.

Each block is protected using an asymmetric hash function
and a hashtag is placed behind each block. The use of this
technique helps to track compassionate data blocks and
secure the network.In addition, the proposed technique has
taken forward the performance and effectiveness of the
network in terms of different measurement parameters.
Cluster head and base station as shown in Figure 1.

3.1 Network settingand Clusters Management

Initially,the base station used beacon messages to locate
the node, then the source nodes expand the packet counter
and transfer the data by storing all the data received from
one-hop neighbors to the base station in routing tables.A
node will receive a base station message from several
neighboring nodes .And base station will store the entire
information in a routing table by choosing the route with
the least number of hops.In this way, the nodes in all
networks create and update their routing tables based on
short distances. After creating a routing table, direct
transmission can only be done through nodes whose values
base station is set to 1.

Subsequently, the network field was subdivided into
different cells using the Voronoi architecture in the
proposed system. Each node in the network corresponds to
a specific cell with some of its values. Also,everyVoronoi
cell is selected as a cluster in the network model.
Furthermore, to recognize the node, the threshold values at
some distance is set and it is slightly increase without
finding any node within the boundary of the Voronoi cell.

It takes any node in the network and assigns it as a cluster
head. Setting threshold value with preset distance may
have more than one node selected. The principle of
uncertainty [43] is used in the proposed technique to
decide the position of nodes with the minimum changes
shown in Equation 1.

ApAq ~ 2 )
Where,

Ap - node position,
Ag-node speed

h- constant.

Using the equation 1, node goes nearer to cluster head that
determine the actual position of node. After selecting the
cluster head, information is provided to the cluster head as
well as updating the routing table based on the information
of general nodes, and the specific ID of the node is defined
as the CH.In our suggested technique, supdate their routing
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table when select the cluster head. The main aim of the
network node is used as cluster heads for delivering the
data on time and improve network connectivity.In addition,
the network has gained stability by reducing the amount of
energy used in sensor nodes.

Fig 1: WSN with Cluster and Cluster Head, and BS

When the network node selects as a CH the initial process
getsstarts with constructing the point-to-point routing
sequence to the base station. The CH transmits the route
discovery packet (RDP) to the next CH based on their
radius.After receiving the route discovery packet, the CH
checks the total residual energy of the node, if the total is
not less than the threshold value then CH is the part of the
routing sequence. If the total energy is less than the
threshold value then CH neglects the RDP.

3.2 Data Security

The last few years have seen remarkable revolutions in all
areas and researchers are making extensive use of
blockchain techniques in their research. Blockchain
systems can be used to provide reliability and secure
access to data in network nodes [26]-[44].

The architecture is structured in a decentralized manner,
providing strong security to the data in the network, and
blockchain techniques have been used in some parts of the
network where peer-to-peer communication is taking place
between nodes.

In the proposed technique, a robust and secure model has
been developed to prevent attacks in the network as well as
provide more security to the routing data between nodes,
CH, and BS in the network using blockchain techniques. It
includesa hash function for encrypting data in the
network.Each cluster head in the network has a private key
that is used to communicate between the sensor and BS
and to create a secure data path between them.A hash
function is assigned to each message in the network in
which the output value is obtained according to Equation 2
after the input process.

f(m) =p 2
Where n-data packet

p -hash value.

In the proposed technique, the use of the Bitwise XOR
operator in the hash function because Bitwise XOR has
less time and higher efficiency.In the proposed technique,
the main activity of the base station is to process and
respond to the data generated by the sensors. The database
of the base station records each data packet containing all
the information i.e., location ID, cluster head ID, sensor
ID, etc.Each CH checks the reliability of packets
depending on the authorized private key.The proposed
technique uses blockchain architecture to encrypt
information from the cluster and BS to avoid malicious
threatsshown in figure 2.BS is an important part of WSN
which monitors the functioning of CH and sensor nodes.
The proposed technique gives BS full control over the
operation of the entire network and can remove some
cluster heads from the network if they become abnormal or
dead.

| I
Hash Hash a5
sensor |1l 77 ) sensor |1 ()| Sensor |{

CH CH CH

Fig 2: Hash algorithm computational using the blockchain
technology

4. Simulation and Parameters

This partrepresents the simulation parameter of the
wireless sensor networks based on the 10T environment as
shown in table 1. The proposed technique contains various
sensor nodes and transmission rates to evaluate simulation
results. The total number of nodes used for simulation is
120 to 600 and set the data transmission rate 1-to-
5seconds.Set the wvelocity of CH is 1-to-12 m/s.
Furthermore, set the transmission ranges from 20 m to 25
m. To analyze performance evaluation, NS2 has been
used.For the performance analysis, using the three
parameters of network lifetime, Energy Utilization, packet
drop ratio, Routing Overhead and compare the final result
of the proposed technique with existing approach.

Table 1: Simulation parameter

Parameter Value
.. 210m X

Monitoring area 210m
Deployment Random
Packet size, k 52-bits
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. 512-

Payload Size Bytes

IEEE
MAC layer | 805 154
Control Messages 20-bits
Node’s 20meters

TransmissionRange 0
25meters
Simulation time 2200sec
Network interface .
Wireless
type

4.1 Mathematical Approach

In this part, we examine the proposed techniquewith
various methods such as effective distance-aware routing
protocol, LEACH Distance-M, and MECA.

4.1.1 Network Lifetime

Figure 3 presents a comparison of the suggested
framework with the existing methods formaximum
network life cycle with 24%, 27%, and 32% respectively.
In particular, the instability of the network in earlier
systems reduces the lifetime of the network. But in the
existing system, the routing decision is non-optimal and
strong, and in any case, the lifetime of the network is
extended.In this proposed technique we have focused on
making the energy of the network more efficient by using
Voronoi cells as well as the load balancing between the
sensor nodes in the network.Also, the proposed technique
works by tracking the position closest to the cluster head
and minimizing communication overhead. So, the result is
that the lifetime of different network nodes has improved
over the previously proposed technique.
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Fig 3: Representation of Network Life cycle and Network
Nodes

Figure 4 shows the network lifetime in terms of the rate of
sending different data between 1 to 3 seconds. The results
of the research show that the lifetime of the network in the
suggested technique has increased by 27%, 32%, and 36%,
respectively, compared to the existing techniques.This
suggested technique builds a lightweight and robust data
security system using the XOR function. In addition, in
existing systems the paths are updated frequently rather
than resolved, but, in our proposed technique, the paths are
re-adjusted based on the position of nodes with minimum
difference.
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Fig 4: Data transfer Rate
4.1.2 Energy Utilization

Figure 5 compares the behaviour of the suggested method
to the existing solution of the system when considering
various nodes in the network. The results demonstrates
that the suggested method has increased the performance
of the network over the existing technique, as it has seen a
27%, 30%, and 34% increase in energy utilization.After
analyzing the network, it was found that the routes are
updated from the demand of the node. In addition, the
proposed technique allows for efficient use of energy
required for multi-hop data transmission and sensor nodes,
as the cluster head rotates in the VVoronoi cells based on the
information.Also, the Cluster head rearranges the shortest
route to BS that preventing unnecessary energy
consumption in the network area. Thus, at least cluster
heads are selected to send complete data to BS.
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Fig 5: Energy Utilization of Network Node
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4.1.3 Packet Drop Ratio

Figure 6 shows the behavior of our suggested techniques as
compared with existing solutions for several network
nodes. It was found that our suggested technique reduces
the packet drop ratio by 27%, 30%, and 35% as compared
to existing approach. Due to the instability and congestion
in the network, existing solutions cannot transmit the data
more efficiently. Our proposed technique uses a multi-hop
approach to transmit data in energy-efficient ways, thus
reducing packet drop.Also, the proposed technique does
not select the next hop that is out of reach, thus reducing
the time required for route adjustment. Thus, the use of
distance parameters reduces data latency and increasethe
data transmission effectiveness.The suggested technique
provides strong security for data based on the blockchain
technique, thatencrypt the data using the XOR hash
function. The proposed security technique helps to reduce
the possibility of packet drop by identifying abnormal
activity occurring in the nodes.

0.45

0.4 Vod
a 0.35 - == Efficient
o Distance
a 0.3 1 o Aware
% 0.25 - — Routing
< 02 A _m—MECA

0.15 /

0.1

100150200250300

Number of Nodes

Fig 6: Packet Drop Ratio
4.1.4 Routing Overheads

A comparative analysis of the existing solution and the
proposed technique is shown in Figure 7.The proposed
technique reduces the network overhead by 27%, 31%, and
37% as compared to the existing system. Properly
implementing blockchain encryption has reduced the time
required for data transmission, reduced routing overhead,
and improved network performance.ln addition, cluster
heads are placed close to the nodes to reduce routing
overhead to retrieve data from the network.
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Fig 7: Routing Overhead
5. Conclusion

In this paper, introducing techniques to protect routing in
the environment of the Internet of Things using wireless
sensor networks. The main purpose of this proposed
technique is to extend network life, provide strong security
to data, and prevent the network from malicious threats.
The proposed technique involves different cluster heads
and Voronoi cells. In addition, the proposed technique
works on minimal energy consumption and minimal
routing overhead. The speed of the cluster heads in the
network is selected based on the principle of uncertainty
with minimal variation. Using such a scheme reduces
routing overhead and communication costs of the network.
Furthermore, with the help of the blockchain technique,
robust security is achieved using the hash function. In the
future, the results will be analyzed by implementing the
proposed technique on the hardware platform.
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