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Abstract: Wireless Sensor Networks (WSNs) are liable to Denial of Service (DoS) attacks, which can be easily executed in this context.
This study presents a comparative analysis of five prominent deep learning architectures, namely AlexNet, VGGNet, ResNet, DenseNet,
and Lightweight DenseNet, for their efficacy in classifying Denial of Service (DoS) attacks in Wireless Sensor Networks (WSNs). The
evaluation is conducted using labeled instances of different types of DoS attacks from the WSN-DS and IOTID20 datasets. Various
evaluation metrics including F1-score, recall, precision and accuracy computational efficiency are employed to discern the suitability of
these architectures for real-time WSN applications. Experimental results from training and testing on the WSN-DS and I0TID20 datasets
provide insights into the performance of each architecture, aiding in the selection of optimal models for DoS attack classification in WSNs.
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1. Introduction

Wireless Sensor Networks (WSNs) face significant
vulnerabilities to Denial of Service (DoS) attacks[1-3],
which exploit the network's characteristics to disrupt normal
operations. DoS attacks commonly take two forms: flooding
the network with excessive traffic, causing congestion, or
exploiting protocol vulnerabilities to disrupt legitimate
traffic flow. Both types can severely impair WSN
functionality, hindering data transmission and processing.
Machine learning methods offer a proactive approach to
detect and prevent such attacks, classifying traffic into
normal flow, DoS flooding attacks, and other flows. These
techniques, particularly classification engines, are dynamic,
capable of identifying new attack types, and known for their
adaptability, scalability, and reliability.

Deep learning systems possess the ability to derive rich
insights from data, extending beyond their explicit training
domains. This versatility makes them well-suited for diverse
tasks such as image recognition, natural language
comprehension, and speech analysis [4-5].

Comprising interconnected layers of nodes, these models
collaborate to refine predictions and classifications.
Through complex, nonlinear transformations across these
layers, deep learning models generate statistical outputs
from input data. Iteratively refined until reaching
satisfactory accuracy levels, this process, characteristic of
deep learning, operates through multiple layers or depths,
hence the term "deep."
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One notable advantage of deep learning lies in its automatic
feature extraction capability, a departure from old-style
machine learning methods that often count on manual
feature engineering. In deep learning, neural networks
unconventionally discern relevant features right from raw
data, obviating the need for human-designed features. This
automation renders deep learning models highly adaptable
to diverse tasks and data types, as they adeptly discover and
leverage pertinent features during training.

In the context of WSNs and DoS attack classification,
autoencoders [6-7] can be employed to condense the
dimensionality of the input data, effectively capturing the
essential characteristics of network traffic patterns. Using
existing networks such as Dense Convolutional Network
(DenseNet) [8-9] and Residual Network (ResNet) [10]
allows for feature extraction from convolutional layers. If
DenseNet is selected as the feature extractor and recurrent
layers are excluded for efficiency purposes.

By leveraging autoencoders for dimensionality reduction
and lightweight DenseNet architectures [11-14] for
classification, this approach aims to enhance the accuracy
and efficiency of DoS attack detection in WSNs. The
program is less trustworthy if the face location is partially
veiled, facing in any other direction, or if the light is
insufficient.

This paper investigates the effectiveness of this combined
approach and evaluates its performance in terms of
classification accuracy, computational efficiency, and real-
time applicability. The results of this research have
significant implications for the security and reliability of
WSNSs in various practical scenarios. The reported metrics
for the Autoencoder-Lightweight DenseNet architecture
utilized in this work are as follows: Training Loss of 8.7%
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and Training Accuracy of 99.7%, alongside Validation Loss
of 12.11% and Validation Accuracy of 94.84%.

2. Related Work

Muhammad et al [15] proposed scheme which uses a hybrid
feature selection approach and a deep neural network-
(DNN-) based classifier that secures network data from
various cyberattacks, combining feature selection and
classification techniques to achieve higher F1-score, recall,
precision and accuracy compared to existing methods.
Notably, their model mitigates overfitting by removing
redundant features, reducing time and computational
complexity. Their future work will involve testing the model
on other datasets and exploring additional feature selection
techniques for further improvement.

Zhang et al. [16] introduced a novel convolutional block
called Lightweight Dense Block (LDB) and proposed a
lightweight  character recognition network named
CDensenet-U. The CDensenet-U framework incorporates
weight compression strategies, including LDB utilization,
depth separable convolution, and a 1*1 kernel convolution
with a scale factor to reduce input channels. Although
CDenseNet-U demonstrated promising results, there are still
areas to explore, such as devising more efficient techniques
to reduce computational costs and minimize the weight sizes
of dense blocks while retaining crucial feature information.

Wu et al. [17] analyzed network traffic data considering
both spatial and temporal characteristics. They introduced
LuNet, a novel hierarchical neural network merging
Convolutional Neural Networks (CNNs) and Recurrent
Neural Networks (RNNs). LuNet processes input traffic
data, capturing intricate details in spatial and temporal
features simultaneously. Experimentation on NSL-KDD
and UNSW-NB15 datasets showcased LuNet's remarkable
detection capabilities with a reduced false-positive alarm
rate. However, LuNet faced challenges in effectively
classifying attacks with limited samples in the training
dataset, like Backdoors and Worms.

Hussain et al. [18] developed a method to convert network
traffic data into images and trained a sophisticated CNN
model, ResNet, with impressive results. They achieved
99.99% accuracy in detecting DoS and DDoS attacks and
87% precision in identifying eleven attack types,
outperforming existing techniques by 9%.

However, ResNet faced scalability challenges as the
network complexity grew with dataset size. Ongoing
research focuses on addressing these scalability issues while
sustaining high performance in network intrusion detection.

In their research, Zhang et al. [19] presented RANet, a
model built upon group gating convolutional networks.
Utilizing an overlapping approach in the final max-pooling
layer, they carried out evaluations across five publicly

available datasets. Their model demonstrated impressive
accuracy rates across these datasets: 83.23% on NSL-KDD
Test (+), 69.04% on NSL-KDD (21), 99.78% on
KDDCUP99, 97.55% on Kyoto, and 96.73% on
CICIDS2017 datasets

Khan et al. [20] developed a two-stage deep learning
(TSDL) model for efficient detection of intrusion over
networks. Combining stacked autoencoder architecture with
a soft-max classifier, the model automatically extracts key
features from unlabeled data, facilitating effective
classification. Experimental results on KDD99 and UNSW-
NB15 datasets demonstrated superior performance
compared to existing methods, achieving recognition rates
of up t0 99.996% and 89.134%, respectively.

Huang et al. [21] developed a new lightweight hybrid neural
network for classifying medical images, especially useful
with limited training data. It combines a modified PCANet
with a simplified DenseNet, overcoming limitations of the
original PCANet and achieving accurate classification with
fewer adjustable weights than traditional DenseNet. Tests
on various datasets show our hybrid network outperforms
popular models like ResNet , VGG, AlexNet and DenseNet
in accuracy ,sensitivity, and specificity. Future work will
focus on refining the PCANet and exploring new ways to
combine features during training.

Corin et al. [22] proposed a lightweight approach of
Convolutional Neural Network for quick attack detection.
Unlike other methods, it doesn't require threshold
configuration or extensive feature engineering, making
deployment easy. Their unique traffic preprocessing aids
efficient DDoS attack detection. Evaluation shows LUCID
performs as well as top methods, with consistent results
across datasets.

3. Methodology

Over the past decade, advancements in technology, such as
10T and 5G networks, have transformed computer networks,
facilitating extensive data exchange but also introducing
vulnerabilities to attacks. In Wireless Sensor Networks
(WSNs), feature extraction plays a crucial role in sensing
and vindicating these threats. The proposed model combines
DenseNet with an autoencoder for feature extraction in
WSNs[23-24], offering several benefits which is depicted in
Figl:

» DenseNet's dense connectivity efficiently extracts
features from sensor data, capturing intricate patterns
indicative of different attacks.

* When combined with an autoencoder, DenseNet
enhances representation learning by compressing data into
a lower-dimensional space and extracting higher-level
features.

« Joint learning of hierarchical features enables the system
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to learn compact representations and complex features,
aiding in anomaly detection.

+ By leveraging DenseNet and autoencoder capabilities, the
system can effectively identify anomalies or attacks within
WSN data, even adapting to new attack patterns.

+ Autoencoders utilize unlabeled data for representation
learning, beneficial when labeled attack data is limited,
enabling the system to capture various attack scenarios.

Feature Extraction and
Clasification using Lightweight
Demsenet

—

Light Weght Demsenet 121

]
F
g
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2
=
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Fig.1. Proposed Architecture
3.1. Dimensionality Reduction using Deep Auto Encoder

Dimensionality reduction[27-30] is a crucial process aimed
at decreasing the number of dimensions in a dataset, either
by excluding less informative features (Feature Selection)
or transforming the data into a lower-dimensional space
(Feature Extraction). This reduction helps mitigate
overfitting, where a model becomes overly tuned to training
data and performs poorly on unseen real-world data.
Autoencoders (AEs) are neural networks consisting of an
encoder, a hidden unit, and a decoder, aiming to generate
output resembling the input data through backpropagation.
AEs primarily focus on feature extraction within the
encoder architecture, enabling data transformation into a
dimensionally reduced representation. Their ability to train
on unlabeled data makes AEs [25-26]effective at identifying
unknown attacks. The proposed approach leverages higher
reconstruction loss for anomalous traffic flows, surpassing
benchmark unsupervised algorithms in perceiving Denial-
of-Service (DoS) attacks according to numerical
experiments.

A deep autoencoder consists of two mirrored deep-belief
networks, each with four to five shallow layers. One
network encodes the data, while the other decodes it. These
networks have more layers than a basic autoencoder,
enabling them to capture complex features. Each layer is
built using restricted Boltzmann machines, which are

fundamental units in deep-belief networks.

Encoder Decoder

Fig.2. Deep AutoEncoder

The mathematical construction of a deep autoencoder with
a hidden layer is encapsulated by specifying the encoder
function as «, and the decoder functionas X .

The encoding function a can be represented as ,
a=f(Wx+b) (3.1)
and the decoding function X can be represented as ,

X =f'(W'a +b') (3.2)

Where f and f ¢ are the nonlinear activation function , W €

R'™™ and W'e R™*!  are the weight matrices, b €
R'and b’ € R™ are the bias vectors and « € R ! is the
hidden layer output .

The reconstruction error can be computed by providing a set

of inputs {x;} as,

n
i=1
Tl & —xl? 3.3)

From the Fig 2 represents the Deep Auto encoder
architecture. The X1,x2 and xs represent the input and X7 ,
X, , X3 represents the output with two central nodes z; and
z, which is arranged in a way symmetric in three hidden
layers. The deep autoencoder's purpose is to curtail the
difference between output £ and input x.

The reconstruction error function Y.l % — x;11? is
minimized by using a deep autoencoder by learning the
weight matrices W1 W+ and bias vector by, b to accomplish
the self learning objective. Consequently, the goal of a deep
autoencoder can be restated as the following optimization
challenge.

WLb™ W b Bl % — xil* (3.4)

3.2. Feature Extraction and Classification using Light
Weight Densenet

The decision to use the DenseNet framework instead of
ResNet is mainly based on considerations of computational
efficiency and addressing the vanishing gradient problem.
While ResNet can address the vanishing gradient issue to
some extent, its architecture becomes computationally
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intensive as the network depth increases, resulting in
exponential parameter growth.A Lightweight DenseNet
architecture retains the benefits of DenseNet while reducing
computational complexity and model size, making it ideal
for resource-constrained environments like Wireless Sensor
Networks (WSNs). The combination of learned
representations from the autoencoder and hierarchical
features from DenseNet aids in detecting deviations from
normal patterns, indicating potential attacks or abnormal
behavior.

A dense cluster in DenseNets is made up of n cells with
identical characteristics. Each cell receives an inhibitory
spike train at a rate of x, determined by stochastic
connections between the soma and cytosol. The activation
likelihood of a cell, denoted as g, depends on the cluster size,
specifically the number of cells it contains. To numerically
determine q, prior studies' methodologies are employed to
derive a solution in the following manner:

=c(x)=-
4=<() 2p(4 +x)(n-1)
with
¢ =rp+iip-r-in- npr-ipn, (3.6)
d=ni*
where

p - The probability of repeated firing occurring when a cell
attempts to fire.

r - rate of cell firing

The rate at which a cell fires is denoted by the symbol r,
whereas excitatory and inhibitory spikes are denoted
externally by the symbols + and -respectively. The main
reason for using {(-) for vectors and matrices is to make the
way they are written easier to understand.

The basic structure of DenseNet is depicted in Fig 3, which
includes dense blocks, transition layers, convolutional
layers, and fully connected layers.

The dense block shown in Fig.4 is made up of tightly
connected dense units that have convolutional operations,
Batch Normalization (BN), Rectified Linear Unit (ReLU),
and other nonlinear mapping functions..
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‘ : : i B
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Fig.3. Basic Structure of DenseNet
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Fig.4. Dense Block and Transition Layer

The Transition layer, placed amid adjacent dense blocks. It
consists of a 1x1 convolution followed by a 2x2 average
pooling operation. The main function of this layer is to
compress the input from the dense block, retaining all mined
feature information. This compression reduces the size and
dimensionality of the feature maps, controlling the number
of parameters within the dense block and preventing
overfitting in the network.

The Fig. 5 illustrates the concept of a simplified dense block,
where the original dense block is replaced by several
simplified dense blocks arranged sequentially. This
substitution aims to decrease the number of dense units
within each block. By employing multiple simplified dense
©locks in succession, the original dense blocks are replaced,
eading to a reduction in the output feature map dimensions.
Despite this reduction, the process maintains feature reuse
within the model architecture.

9

BN | Conv | [Rely BN Conv | [Re ; ;
Grifin H 5 Simplfy =
Saplfng | | & I I INE
daebink | | He P H 2

— Simply dense block

Fig.5. Simplified Dense block for Light weight Densenet

The Fig.6 illustrates the "one-time aggregation™ strategy,
where the outputs from all dense units in the dense block are
aggregated towards the end, instead of the interconnected
nature of pairs of dense units. To cut down on inference time
and energy use, this lightweight network design technique
focuses on two main factors: model size and Floating Point
Operations (FLOPs). It also considers GPU computational
efficiency and Memory Access Cost (MAC) as important
factors.

ﬁ ' »

Fig.6. Simplified Dense block for Light weight Densenet

Densely connected aggregations of intermediate features
can indeed generate robust features with fewer parameters
and activations. However, this approach can also result in
significant memory access overheads. To address these
challenges in the DenseNet detector architecture, Lee et al.
[31] introduced a fast and efficient architecture called
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VoVNet. VoVNet incorporates the concept of “one-time
aggregation™ (OSA) to mitigate these issues.

The Fig.7 illustrates the DenseNet utilizing the dense
aggregation method, where all preceding features are
aggregated at each subsequent layer. This results in an
increase in the input channel size as the network progresses
through its layers, despite only a few new outputs being
generated.

Fig.7. Dense Aggregation Densenet

In contrast, Fig .8 represents the One-Shot Aggregation used
in VoVNet. This method aggregates or concatenates all
features just once, in the last feature map. Unlike DenseNet's
method, which leads to a linear increase in input channel
size, the One-Shot Aggregation method ensures a constant
input size throughout the network. By concatenating the
features only in the final feature map, this approach enables
the enlargement of the new output channel.

C

Fig.8. One time aggregation of VoVNet

3.3. Datasets and Feature Extraction

The WSN-DS dataset[32] underwent preprocessing to
generate 23 features representing individual sensor states
and simulating five types of Denial of Service (DoS)
attacks: Flooding, Blackhole, Normal, TDMA, and
Grayhole. Tailored for intrusion detection, this Wireless
Sensor Network (WSN) dataset enables the application of
machine learning and deep learning techniques for DoS
attack identification and categorization. It comprises
365,788 records with 19 unique attributes.

The 10TID20 dataset initially consists of 86 columns and
625,783 rows, with each row associated with a specific
network activity. Preprocessing focused on enhancing the
accuracy of label, category, and sub-category features to
improve classification precision. However, the primary
focus of the work lies in binary classification of label
features, distinguishing between normal and anomaly, while
category features encompass five classifications: MITM

attack , DoS attack , Scan attack, Mirai attack and normal.
4. Results and Discussion
4.1. Hyperparameter Settings

This study acknowledges several critical model
hyperparameters that have a significant impact on the
training process and the overall effectiveness of the
developed model.

Table 1 Hyperparameter Settings

Hyper parameter Value
Epoch 10, 25
Activation Function ReLU

Loss Function Sparse Categorical

Cross Entropy

Optimization Adam
algorithm

Learning rate 0.001
Verbose 1

The parameters aetaiiea in 1apie 1 cover crucial aspects
such as activation function, epochs (number of training
iterations), learning rate (controls weight updates),
verbosity (level of output information during training),
patience (stopping criterion for training), choice of
optimization technique (algorithm for updating parameters),
and selection of a loss function (measures disparity between
predicted and actual values). Each of these hyperparameters
plays a vital role in shaping the model's learning process and
its ability to achieve optimal performance.

4.2. Evaluation Metrics and Results

In this proposed method, we assess and compare
performance metrics such as F1-score, accuracy, recall and
precision,to evaluate its effectiveness.

Accuracy (ACC) gauges the proportion of correctly
classified data samples. A higher accuracy suggests
effective learning on a balanced test dataset. However, in
situations with imbalanced test datasets, solely depending
on accuracy can mislead about the model's performance.
Figure 9 illustrates that the proposed Lightweight DenseNet
121 exhibits superior accuracy compared to other deep
learning models.

Accuracy = (TP + TN)/(TP + TN + FP + FN)
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Fig.9. Comparison of the overall prediction accuracy of the
proposed Lightweight Densenet
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The ratio of properly predicted samples of a class to the total
number of occurrences of the same class is estimated by
recall, commonly referred to as the true positive rate.A
machine learning model that performs well is indicated by a
higher recall value between 0 and 1. According to Figure 10,
the proposed Lightweight DenseNet 121 demonstrates
superior recall compared to other deep learning models.

Recall = TP/(TP + FN)

100 —_— WSN-DS
— IOTID2O0

80

&0

Recall

20

Hexhet
VGGNet
Resnet34
Pesnet 50

Densenet 121

Lightweight Densenet 121

Fig.10. Comparison of the of Recall value of the Proposed
model with WSN-DS and I0TID20 Dataset

By computing the ratio of successfully predicted samples to
all predicted samples for a given class, precision evaluates
the accuracy of correct predictions. To assess model
performance, it is frequently assessed in conjunction with
recall. However, a complete measure such as the F1-score is
desirable, especially for imbalanced test datasets, when
accuracy and recall clash. As illustrated in Figure 11, the
suggested Lightweight DenseNet 121 outperforms other
deep learning models in terms of precision.

Precision = TP/(TP + FP)

100 = \WSN-DS
= 1OTID2O

80 1

60 -

Precision

40 1

20 1

MexNet
VGGNet

Resnet34
Resnet 50
Densenet 121

LightWeight Densenet 121

Fig.11. Comparison of the of Precision value of the
Proposed model with WSN-DS and IOTID20 Dataset

The precision versus recall trade-off is calculated using the
F1-score. It is the harmonic mean of memory and precision
.The Fig.12 shows that the proposed Lighweight Densenet
121 has higher F1 Measure when compared to other deep
learning models

F1 Measure = 2 x (Precision x Recall)/(Precision +

Recall)
100 | =—m WSN-DS
—— IOTIDZ2O
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_ 60
™
£
.
20 4
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=
= 2 z g H
T
(=]

Lightweight Densenet 121

Fig.12. Comparison of the of F1-measure value of the
Proposed model with WSN-DS and I0TID20 Dataset

The Autoencoder-Lightweight DenseNet model showed
promising results in detecting attacks on the WSN dataset.
It achieved a training accuracy of 99.4% after 10 epochs and
99.7% after 25 epochs, using a learning rate of 0.001 and
Relu activation function for binary classification. The
model's computational efficiency was demonstrated with
execution times of 805 seconds for 10 epochs and 1103
seconds for 25 epochs.During the training phase,
performance metrics were recorded after 10 epochs. About
96.07% training accuracy and 99.44% validation accuracy
were attained by the model. The training loss, indicating the
difference between predicted and actual values during
training, was 25.7%, while the validation loss, measuring
performance on unseen data, was recorded at 7.01%..
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Fig.14. Model Loss with 10 Epochs

Overall, these metrics suggest a well-performing model,
with relatively high accuracy and low losses on both training
and validation sets after 10 epochs of training which is
depicted in Fig. 13 and Fig. 14 .

During the training of an intrusion detection model using the
Autoencoder-Lightweight DenseNet architecture, certain
performance metrics were achieved after 25 epochs. The
reported metrics are as follows: Training Loss: 8.7%,
Training Accuracy: 99.7%, Validation Loss: 12.11%,
Validation Accuracy: 94.84%. These metrics were
monitored and recorded across the 25 training epochs, as
depicted in Fig .15 and Fig.16.

model accuracy

096 ot —

accuracy

089

epoch

Fig.15. Model Accuracy with 25 Epochs

model loss

Fig.16. Model Loss with 25 Epochs
5. Conclusion and Future Work

In conclusion, this study conducted a comparative analysis
of five prominent deep learning architectures for classifying
Denial of Service (DoS) attacks in Wireless Sensor
Networks (WSNs). Through evaluation using labeled
instances from the WSN-DS and 10TID20 datasets, various
metrics such as accuracy, precision, recall, F1-score, and
computational efficiency were employed to assess the
efficacy of these architectures for real-time WSN
applications.The experimental results provided insights into
the performance of each architecture in classifying DoS
attacks, thereby aiding in the selection of optimal models for
WSN security. The findings indicate that the Lightweight
DenseNet architecture  showed promising results,
demonstrating high accuracy and efficiency in detecting
DosS attacks in WSNs.

For future work, further exploration and refinement of the
Lightweight DenseNet architecture could be conducted to
enhance its performance in detecting various types of DoS
attacks. Additionally, extending the evaluation to include
more diverse and challenging datasets, as well as real-world

deployment  scenarios, would provide a more
comprehensive  understanding of the architectures'
capabilities and limitations. Moreover, investigating

techniques for improving the computational efficiency of
deep learning models in resource-constrained WSN
environments would be beneficial for practical deployment.
Overall, continued research in this area holds the potential
to advance the development of robust and efficient solutions
for securing Wireless Sensor Networks against DoS attacks.
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