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Abstract Cloud computing, a highly debated research frontier, offers the dual advantage of cost reduction and enhanced scalability and
flexibility in computing services. Its widespread adoption spans diverse sectors such as the military, healthcare, industry, and education,
facilitating the storage of vast datasets. Users can access shared resources, including software and information, at their convenience from
any location. However, the security of cloud-stored data, categorized as private, public, or sensitive, poses challenges, especially when
entrusting third-party providers with confidential information. Acknowledging that security is a joint responsibility of both enterprises and
customers, even industry giants stress the need for a collaborative approach. Encrypting information stored in the cloud becomes imperative
from the client's standpoint to prevent unauthorized access. Numerous challenges arise in cloud data storage, necessitating innovative
solutions, and various algorithms have been developed to address these issues. This study employs cryptographic techniques to address
security concerns, with a focus on the Asymmetric Key Cryptography with Related Key Set (AKC-RKS) technique. The paper introduces
novel safety mechanisms using the AKC-RKS technique, comparing the proposed model with traditional encryption methods. The results
demonstrate a high level of data security in the proposed model, showcasing the efficacy of cryptographic techniques in fortifying data

security within cloud environments.
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1. Introduction

The current focus of research centers around the security
aspects of cloud computing. As traditional data storage
gives way to cloud-based alternatives, users gain the
ability to access their data from any location at any time
[1]. However, data security remains a significant hurdle
hindering the widespread adoption of cloud computing in
enterprises. This research proposes a multi-level
cryptography-based approach to enhance security in cloud
computing [2].The proposed algorithm leverages
asymmetric key cryptography for data encryption and
decryption within cloud environments [3]. A key feature
of this security model is its emphasis on fostering
awareness between cloud users and service providers,
aiming to mitigate security risks [4]. The model's design
prioritizes maximizing data security to its fullest extent.
Cloud computing represents a recent trend in the
computing landscape, reshaping traditional paradigms.
Technological advancements have led to increased
internet usage and augmented costs associated with
hardware and software [5]. The pay-per-utilization model
in cloud computing allows clients to pay for the resources
and services they consume, contributing to its popularity

'Research Scholar, Department of Computer Science, Chaitanya Deemed

to Be University, Warangal Urban. Email ID: mp4unix@gmail.com

2Prof. M. Jagadeeshwar, Department of Computer Science, Chaitanya

Deemed to Be University, Warangal Urban

due to its convenience and cost-effectiveness [6]. The
Cloud offers users a range of resources, including
networks, servers, and storage, presenting services such as
webmail, online business applications, social media
platforms, and internet file storage [7]. With a simple
internet connection, users can access these resources and
support functions. One of the primary advantages of
Cloud Computing lies in its abstraction, eliminating the
need for customers to possess expertise in managing the
infrastructure. Technologies like Virtualization, Utility
Computing, Service-Oriented Computing, Multi-tenant
environments, and Load Balancing contribute to the
success of Cloud Computing [8]. Despite its numerous
advantages, Cloud Computing faces obstacles to
widespread adoption. The transfer of users' and
businesses' data to a publicly accessible website raises
concerns as it involves relinquishing control to a third
party, potentially making it vulnerable to unauthorized
access. In cloud services, information is dispersed across
various resources, leaving clients with minimal control. A
critical concern in cloud computing revolves around
safeguarding customer data and securely delegating tasks
to external cloud service providers [9]. Security issues
arise from the fact that cloud service providers transmit
information over the Internet, creating opportunities for
adversaries to compromise it. To address these concerns,
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appropriate security measures must be implemented
within the cloud environment. Key sharing, specific
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cryptographic  techniques, blind processing, and
delegation to third parties have proven effective in
preventing security vulnerabilities [11].
Encryption/decryption and other security measures are
actively being explored to secure information during
accumulation, transmission, and utilization [12]. Cloud
computing offers three fundamental service types:
Infrastructure as a Service (laaS), Platform as a Service
(PaaS), and Software as a Service (SaaS), each with its
own set of advantages and disadvantages. laaS facilitates
scalable and automated computing services, allowing
access and monitoring of various resources, including
computers, networks, and storage [13]. Enterprises can
procure services online and on demand, avoiding the need
to invest in hardware entirely. Certain program
components can be provided through laaS [14]. PaaS
provides programmers with a foundation to build and
customize their applications. Users can outsource servers,
storage, and networking while retaining control over their
applications [15]. Cryptography in the cloud involves
studying secure communication networks to protect
private data, information, and messages from
unauthorized access [16]. Current cryptography focuses
on data confidentiality, authenticity, and identification, all
integrated into the technique [17]. With sensitive data
stored in the cloud and accessible globally over the
internet, security is a major concern. Cryptography plays
a crucial role in ensuring safe data transmission, securing
digital media, and protecting web storage and transport
[18]. Various techniques, including Encryption
Algorithms like DES and AES, Identity-Based
Cryptography, and the RSA Algorithm, safeguard the
encryption and decryption of data in cloud computing
[19]. The following Figure 1 illustrates the basic
cryptography process.

Decrypt

il “Ciphertext:

(85121215)
Plaintext: { ‘

Private
(Hello) Public Key (Hello)
Key

Plaintext:

Fig 1: Basic Cryptography Process

Data is now encrypted using a variety of different
cryptographic algorithms. Data integrity, authentication,
& availability have never been more protected with
cryptography than they are now. As shown in Figure, the
most basic kind of cryptography encrypts plaintext with
an encryption key and decrypts the cypher text with a
decryption key [20].Generally there are three basic uses of

cryptography:
As Block Ciphers

A block cipher is a technique for encrypting the data
where another decryption key & algorithm are deployed
to a data block rather than one bit at a time. As a result of
this method, it is ensured that identical blocks of text will
not be encrypted identically. Encrypted blocks are
typically decrypted using the same cipher text that was
used in the previous block. The cipher text is created by
encrypting these data blocks with an encryption key [21].
The block cipher mechanism is shown in Figure 2.

‘ ‘

Fig 2: Block Cipher Mechanism

As Stream Ciphers

Since it relies on the current state of cipher, this encryption
method is known as state cipher. Instead than encrypting
blocks of data, this method encrypts each and every bit.
Every item of data is encrypted using a unique encryption
key and technique [22]. Because of their minimal
hardware complexity, stream ciphers typically present
more quickly than block ciphers. However, if this
approach is not used appropriately, it might lead to serious
security issues as shown in Figure 3.

Fig 3: Stream Cipher Mechanism

Fig 3: stream cipher encryption process
As Hash Functions

The input text is transformed into an alphabetic string
using a mathematical process known as a hash function.
In most cases, the generated alphanumeric string has a
fixed length. Using this method, it is ensured that no two
sentences will produce the same alphanumeric string.
Still, even if the input words are somewhat different from
one other, the output strings produced from them could be
vastly different [23]. The Figure 4 represents the
cryptography hash function.

F(y) =y mod 10 (1)

Fig 4: Cryptographic Hash Function Mechanism
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Securing data in the cloud involves the utilization of a
diverse array of methods and techniques, including those
outlined above and numerous others. The selection and
application of these approaches depend on the specific
circumstances. It is strongly recommended to employ any
method that enhances data security within cloud services
[24]. This paper adopts the Asymmetric Key
Cryptography with Related Key Set (AKC-RKS)
technique, introducing novel safety mechanisms. The
proposed model generates a key set designed to facilitate
both the encryption and decryption of data intended for
storage in a cloud environment.

2. Literature Survey

Recent research in cloud security has concentrated on
mitigating potential hazards. Fursan Thabit et al. proposed
the use of a trusted third-party auditor to ensure the
integrity of data stored on a remote cloud server [1].
Trusted third parties are advocated as expert agents in the
context of data auditing. A primary function of these third-
party agents is to retrieve and verify signatures on file tags
before concluding their tasks. In a similar vein,
Hadisukmana et al. presented a technique for encoding
data using the AES and Blowfish methods, specifically in
the context of the third-party auditor (TPA) [2]. This
method involves the cloud provider recording a document
on a computer and actively reporting it to the agent for
correctness verification. The agent then requests a fresh
hash for the file from the cloud provider and receives it
back for validation. Chittibabu et al. [4] proposed a new
way to ensure the integrity and confidentiality of data.
Using a different method, this approach also makes
advantage of user-based encryption software and third-
party cloud (TPC) services. First, the owner must enable
some actions over his data, such as encrypting the file,
computing a hash value with each block, appending it, and
lastly uploading this to the cloud. The TPC role in
government data audit appears later. Using the provider's
encrypted blocks and each signature appended and formed
in the cloud, the TPC verifies the data's authenticity by
calculating the hash value. Finally, the third party
compares the two signatures to see if the cipher text has
been altered. This approach has been hampered by TPC
issues and also increases customer workload. Cloud
computing security has received a lot of attention in the
past few years. A number of authors have come up with a
variety of ways to ensure that users' safety is their first
priority. Tamimi et al. [6] developed a paradigm in which
counter propagate neural networks are used for both
encryption and decryption. It's a step above from the
standard security setup. Improved information security is
the focus of three-level authentication systems discussed
in this article. The proposed approach also includes real-
time monitoring of system and the functioning of the
investigative virtual machine. Kumar et al. introduced an

advanced multi-level encryption and decryption technique
aimed at enhancing cloud security [7]. Unlike decrypting
data solely at the lowest level, this method mandates
decoding at various levels, increasing the complexity and
rendering it more resilient against potential attacks.
Cryptographic algorithms such as Data Encryption
Standard (DES), Rivest-Shamir Adleman (RSA), and
Advanced Encryption Standard (AES) are employed at
each encryption level with the primary objective of
thwarting unauthorized access to the data. Addressing the
concerns of cloud computing privacy and security,
Hamadah et al. proposed the use of Ubuntu Corporate
Cloud (UCC) as a solution [9]. UCC implements
encryption and decryption of data, ensuring that
administrators, serving as service providers, do not have
unrestricted access to the client's data while fulfilling their
responsibilities. Cyber attacks on cloud data
confidentially can be reduced using a model proposed by
Tao et al. [11]. They suggest client-end authentication and
authorization management as a means to this end. There's
a new way of doing cryptography that combines chaos
theory and neural cryptography. Rather than relying on the
randomness of the input noise to increase the strength of
encryption keys, this method depends on chaotic random
noise. Data security in the Cloud is addressed via an
algorithm developed by Anjana et al. [12]. Keys are
generated using an alphanumeric encryption table.
Primary authentication is performed using these keys.
This algorithm protects data against unauthorized access.
Data availability, integrity, and security are addressed by
Moulika Bollinadi et al. [13]. Their first plan is public
auditing. In this design, the Third Party Authenticator
(TPA) is Homomorphic Linear Authenticator (HLA).
Their second approach involves threshold cryptography.
While the initial strategy ensures that the Trusted Third
Party (TPA) remains unaware of crucial data during the
auditing process, the second method provides assurance
that stored data is impervious to exploitation by any
unauthorized user. Yang et al. proposed a hybrid approach
that integrates Blowfish, RSA, and SHA-2 for this
purpose [17]. In this case, both symmetric and non-
symmetric algorithms are combined into one. Blowfish is
used for data confidentiality, RSA for authentication, and
SHAZ for data integrity. This model's data transfer via the
internet is protected by a high level of security. Rohit
Bhadauria et al. introduced a Hybrid Cipher Scheme [20],
utilizing a biometric approach to authenticate and verify
the authenticity of each user. SHA, RSA, and three DES
techniques are among the many employed in this paper.
SHA and Symmetric encryption are utilized to upload
information securely, whereas 3DES cryptography is
employed for secure data transport. This design will
ensure a secure communications environment and avoid
illegal access. Elliptic Curve Cryptography is proposed by
Mosola et al. [21]. The model can only be decoded after it
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has been downloaded in this case. In addition, the user
authenticates himself at the moment of login by providing
certain input parameters. These techniques are used in
conjunction with the Elliptic Curve algorithm for
additional security. Visual cryptography has been
proposed by AL-Museelem Waleed et al. [23] as a
solution to the problem of data storage security because of
its smaller key size and higher security. Stored in
encrypted form on data servers, user authentication is a
prerequisite for the service provider to release access keys
for the shared image. Subsequently, users are required to
transpose the shared image with this encrypted key to
access the secret key, which serves as the key to the
information. Singh et al. proposed a method that
amalgamates the RSA Partial homomorphic hashing
algorithm with MD5 [25]. In this approach, data is initially
encrypted using the RSA Partial method before being
uploaded to a cloud server, and this method is
subsequently employed for decrypting the encrypted data.
Afterwards, the MD5 Hashing algorithm creates the hash
value using the algorithm. It is in charge of ensuring the
safety of your data.

3. Proposed Methodology

In our suggested framework for enhancing data security
and privacy, we apply an automated random cryptography
technique. This encryption method is unique in that it
encrypts individual data blocks. To be more specific, a
randomly generated t is created for every block of data.

Algorithm AKC-RKS: It is done in the cloud
environment to identify the normal users and malicious
users. The cloud user registration involves in allocation of
unique number to the user.

Algorithm AKC-RKS:

Step-1: The cloud user registration:
CUreg[U] = ¥M_, G(i) + Time + A(i)
Unum(CUreg(i)) =

M_addr(CUreg(i)) + Th +
rand (1, count(CUreg))

Here
G is the user information for communication,
Time is the instant time during registration,
A is the sensitive information of the user,
Th is the threshold value by the service provider.

Step-2: The trust factor calculation:

count(CUreg)

Trfactor(CU(L')) = .

M T —8(CU@W) +B@) + \/addr(CU(i)) +£

Here
T is the maximum users in server groups,

d is the registered users in the cloud server
group,

B is the behaviour levels of the node as normal
and attacker user.

(The trust factor for all the registered nodes is done in the
cloud environment. The trust factor is used to identify the
user behaviour during the data transmission process.)

Step-3: Key pair generation:
M=getValue()
N=getValue()
K=(M @ N)<<2

Kset =Th +
maX(Trfactor(CU(i)), Trfactor(CU(i + 1)) +K

Key, = M * K — Th @ Kset + min(Trfactor(CUreg(i))
Key, =N+ K — (£) + pow (K, 4) @ Key, +
max(Trfactor(CUreg(i))
RKP = {Key, : Keyy}

(In the cloud, the generation of related key pairs is carried
out to secure the data for encryption and decryption
processes.)

Step-4: The user authentication:

CUauthl[K] =
Y1 Unum(CU(i))eCUreg {

if Unum e CUreg then 0}
else 1

(The user authentication: is done for allowing the access
to data to store or to access in the cloud setup.
Cryptography models are employed to execute the
encryption and decryption processes among authenticated
users. )

Step-5: The authenticated user’s encryption:

CP=1+TI

pT=2_-kK
2

RS = PT mod K
CipherT = RS+ K+ M+ N

(The authenticated user’s encryption: are allowed to
perform the encryption process using a key in a key pair
that encrypts the user data and then stored in cloud. The
encryption is performed as)

Step-6: The decryption process:
DP =1+4+TI
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DT = DP mode K
MesgT =DT —K+M—N

(The users request a key for decryption to access the
original content. The authenticated users can access the
content by the use of a key in the related key pair set.)

4. Results

People, gadgets, and sensors all contribute to the creation
of data. When dealing with data, users have to deal with a
crucial idea that impacts all scientific fields. The
fundamental role of cloud computing is to guarantee the
security and reliability of data. When numerous users
share the same resources, there is a potential for data
misuse. As a result, protection for data access and
processing are a must. The most frequent method of
protecting data in the cloud is to utilise cryptography
techniques. An issue with cloud computing cryptography
is securing the data using related keys. This solution
protects encrypted information and ensures that only
authorised individuals may acquire the keys.

The primary goal of cloud computing is to provide users
with swift and user-friendly access to computational and
storage resources. Representing a newer form of on-
demand computing, cloud computing encompasses a
diverse array of resources at a more cost-effective price.
Furthermore, cloud computing is dedicated to delivering
efficient and accessible computing and data storage
services within a cloud environment. While challenges
and risks persist within the cloud computing system, the
popularity of cloud computing services in the computer
world is driven by the pursuit of solutions to enhance
security, such as encryption. Only the intended recipient
of the cipher text can decipher the concealed message,
which is accomplished by encrypting the data or message
before it is sent. Cryptology is a mathematical method for
the management of security information, including
encryption, data quality, and authentication. There are a
number of more secure approaches that can be used in
conjunction with cryptography. Implemented using
Python and executed in Google Colab, the proposed
model is based on Asymmetric Key Cryptography with
Related Key Set (AKC-RKS). A comparative analysis is
conducted between the proposed model and the traditional
Genetics  Techniques and  Logical-Mathematical
Functions (GT-LMF) Model.

In order to create a cloud account, a user must fill out a
registration form, or profile page.
As a component of the user registration procedure,
individuals are generally asked to furnish a username and
password, in addition to responding to supplementary
security questions for an enhanced security framework.
Figure 5 illustrates the user registration accuracy levels of
both the proposed and conventional models.
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Fig 5: User Registration Accuracy Levels

An expansion of Prime Matchmaking, which allowed
users to connect their account details so that they could
only play with other confirmed accounts, is Trust Factor.
In the realm of cloud computing, trust plays a pivotal role
in determining the choice of a cloud service provider and
identifying trusted nodes for data communication. The
time taken for trust factor calculation is explicitly depicted
in Figure 6.
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25 ///
- 20 —
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Levels
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User Registration Accuracy Levels

Fig 6: Trust Factor Calculation Time Levels

Assurance and accountability are the two most common
strategies for building trust in cloud computing. By giving
consumers with cues of cloud service provider, trust, and
friendliness as well as some degree of consistency,
standards, training, and communication tactics strive to
ensure them. Maximum data protection can be achieved
by using cloud storage. Because they're stored in the
cloud, user files are encrypted and under constant
surveillance for potential threats to their confidentiality
and integrity. To ensure data preservation in case of
emergencies, user data is duplicated, securing a backup
copy. Figure 7 depicts the accuracy levels of trust factor
calculations.
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Fig 7: Trust Factor Calculation Accuracy Levels

In cryptography, key generation involves the creation of
new keys. A key generator, commonly referred to as
software that produces keys, is employed for this purpose.
Cryptography utilizes a variable value known as an
encryption key, which is applied to a specific piece of text
for encoding or decoding. The complexity of deciphering
the message depends on the length of the encryption key.
The proposed model generates a related key pair for the
encryption and decryption process, with the time levels for
related key pair calculation represented in Figure 8.

25 /.
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Fig 8: Related Key Pair Calculation Time Levels

Encoding data is the goal of the cryptographic procedure
known as encryption. With this method, information that
was originally represented as plaintext is transformed into
ciphertext. In an ideal world, a ciphertext can only be
deciphered back to plaintext by authorised parties,
preventing unauthorised individuals from seeing the
original data.
Figure 9 clearly illustrates the accuracy levels of
encryption for both the proposed and traditional models.
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Fig 9: Encryption Accuracy Levels

Decryption involves transforming encrypted data back to
its original state, typically through a reversal of the
encryption procedure. The decryption of encrypted data
requires a secret key or password, ensuring that only
authorized users can perform the decryption process. The
related key pair is used to perform both the encryption and
decryption. The decryption accuracy levels are shown in
Figure 10.
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Fig 10: Decryption Accuracy Levels

Data security entails safeguarding against unauthorized
access and data corruption throughout the entire lifecycle
of content. Utilizing a diverse set of data security
measures such as encryption, hashing, tokenization, and
key management is crucial to guarantee the protection of
sensitive data across various applications and platforms.
Figure 11 depicts the data security levels of the proposed
model.
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Fig 11: Data Security Levels
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5. Conclusion

Data security emerges as a critical concern in the realm of
cloud computing, prompting numerous companies to shift
their data storage to cloud platforms. This research delves
into a spectrum of security considerations in various cloud
computing scenarios. After uploading data to the public
cloud, this study encrypts it at the client side, decrypting
it at the receiver side to establish an additional layer of
data protection. The incorporation of Asymmetric Key
Cryptography with Related Key Set enhances cloud
storage security. Compared to existing cryptography-
based methods, it elevates data security levels in the cloud.
While the test focused on encrypting and decrypting a text
file, the versatility of the proposed strategy allows for
potential exploration of other file types. The outcomes
indicate secure communication of encrypted and
decrypted results to authorized recipients. The model's
adaptability and efficiency render it suitable for diverse
organizations with varying goals, objectives, and
requirements in domains such as finance and health The
discussed measures contribute to preserving the
confidentiality, privacy, and integrity of cloud data. The
achievement of the research's purpose, enhancing cloud
data security and privacy through cryptography, is
evident. Nevertheless, further research is warranted to
refine the combination and provide enhanced protection
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