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Abstract: The integration of DNA cryptography into loT-based healthcare image systems represents a groundbreaking approach to
tackle the pressing issue of data security and patient privacy in the digital healthcare landscape. With the increasing reliance on the
Internet of Things in healthcare, the need for robust security measures is paramount to protect sensitive medical information. This
research explores the feasibility and efficacy of employing DNA cryptography to encode medical data, adding an additional layer of
security to data transmitted over 10T networks while ensuring compatibility with existing healthcare infrastructure. By enhancing data
integrity, particularly in the realm of E-healthcare, this innovative cryptosystem has the potential to facilitate secure patient data transfer
between healthcare institutions, ultimately advancing patient care and preserving privacy. The promising integration of DNA
cryptography underscores its potential as a secure and rapid technique, offering a hopeful solution to the security challenges faced by

healthcare image systems within 10T environments.
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1. Introduction

The convergence of 10T and DNA cryptography offers a
compelling solution to the escalating security challenges
in our increasingly interconnected world. The 10T's vast
presence in our daily lives and industries necessitates a
robust security imperative, considering the wealth of
sensitive data at stake. DNA cryptography's innovative
approach brings forth several noteworthy advantages,
including heightened data protection, tamper resistance,
scalability, and long-term viability. The 10T has become
an integral part of our daily lives, as well as various
industries and economies. It offers numerous benefits,
such as automation, data exchange, and resource
optimization. However, the sheer scale and diversity of
interconnected devices in the 10T create a complex
security landscape. Each device, from smart appliances
to industrial sensors, can be a potential entry point for
cyberattacks. However, it is essential to acknowledge
the potential challenges, such as complexity and cost,
associated with its implementation. Moreover, ethical
and privacy concerns pertaining to the use of genetic
material need to be carefully addressed. As technology
evolves, the synergy of loT and DNA cryptography
stands as a promising frontier in fortifying loT security,
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promising to safeguard both individuals and
organizations while ensuring data privacy and integrity.

DNA, the remarkable molecule of life, boasts an
extraordinary set of characteristics that have captivated
scientists for years. Its unparalleled data storage
capacity, utilizing a four-letter alphabet, provides a
density surpassing traditional digital methods, sparking
interest in DNA's potential for storing immense volumes
of information in minimal space [1-5]. Furthermore, its
durability, capable of withstanding environmental
extremes and radiation, allows us to extract and explore
DNA from ancient organisms, unraveling the mysteries
of the past. DNA's resilience, with built-in self-repair
mechanisms, ensures the integrity of genetic
information, contributing to its long-term stability.
Shaped by billions of years of evolution, DNA has
become the ultimate vessel for genetic data, finely tuned
by natural selection. The concept of DNA as a
cryptographic tool opens doors to secure data storage [8-
11], harnessing its unique attributes, and heralding a new
era in data security, though challenges, such as cost and
efficiency, remain [21-23]. This research field promises
groundbreaking innovations in data storage and security,
potentially revolutionizing various domains where data
preservation and security are paramount.

Using DNA cryptography in conjunction with 10T does
indeed represent an innovative approach to enhancing
security in the digital world. While the concept is
intriguing, it's important to consider both the potential
benefits and challenges associated with this paradigm
shift:
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Benefits:

v Inherent Complexity: DNA is incredibly complex,
and its use as a cryptographic medium can make it
extremely challenging for attackers to decipher encoded
data. The vast sequence possibilities offer a level of
security that is difficult to achieve through traditional
cryptographic methods.

v Natural Privacy: DNA-encoded data is inherently
private, requiring a deep understanding of biology and
specialized sequencing technologies to access and
decrypt. This adds a significant layer of privacy
protection to loT data, making it less susceptible to
unauthorized access.

v' Authentication and Authorization: DNA-based
authentication mechanisms can enhance the security of
loT ecosystems by ensuring that only trusted devices can
access the network. This extra layer of security can help
protect against unauthorized intrusion.

Challenges:

v Technical Complexity: Working with DNA-based
cryptography is technically complex. It requires

DNA
Cryptography

specialized equipment and expertise in both genetics and
cryptography. Implementing and maintaining such
systems may be cost-prohibitive for many organizations.

v Biological Realities: DNA-based data storage and
cryptography may be susceptible to biological
degradation or changes, potentially leading to data loss
or corruption over time. The stability and longevity of
DNA as a data storage medium need to be carefully
considered.

v Scalability:  Scaling DNA cryptography for
widespread 10T use may be challenging. Encoding,
storing, and decoding data in DNA is not as
straightforward as conventional digital methods, and it
may not be as easily scalable.

v" Regulatory and Ethical Concerns: The use of DNA
for data encryption and storage could raise regulatory
and ethical issues. There may be concerns about how
personal genetic information is used and protected.

v" Access and Recovery: Accessing and recovering
data from DNA-encoded storage can be time-consuming
and may not be practical for all types of data or in
emergency situations.

Confidentiality Integrity

Authentication MNon-

Access Control

Fepudiation

Figure 1: DNA Cryptography Objective

v Primary Obijectives of DNA Cryptography:

e Confidentiality: DNA cryptography aims to ensure
the confidentiality of information by encrypting data
to make it unreadable without the appropriate
decryption key.

e Integrity: It maintains the integrity of data by
providing mechanisms to detect tampering or
alterations during transmission or storage, using
techniques like digital signatures and message
authentication codes (MACsS).

e Authentication: Cryptography helps establish the
authenticity of message senders or data sources
through digital signatures and authentication
protocols.

e Non-repudiation: It provides non-repudiation,
meaning senders cannot deny the authenticity of a
message or transaction, thanks to digital signatures.

e Access Control: Cryptography controls access to
data or resources, ensuring only authorized users can
decrypt and access specific information using
encryption and access control mechanisms.

v' Application in Healthcare 10T:

e The article focuses on using DNA-based
cryptographic frameworks to enhance data security
in 10T environments, particularly in the context of
securing sensitive healthcare information.

e It mentions the potential for remarkable success in
image reconstruction while maintaining high-quality
results.

v Challenges and Considerations:

e Practical implementation of DNA cryptography
requires solutions for DNA sequencing, scalability,
and integration into existing 10T infrastructure.
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e Ethical considerations surrounding the use of DNA
for cryptographic purposes are emphasized and
require careful examination.

v Structure of the Article:

e The article is structured into several sections,
including  Literature  Review,  Methodology,
Evaluation and Metrics, Results and Analysis,
Discussion, and Conclusion, each providing in-depth
insights into the topic.

v" Overall Vision:

e |t conveys an optimistic outlook on the potential of
DNA cryptography, describing it as a journey into
uncharted territory where security has no bounds.

e It envisions a future where the fusion of biology and
technology can lead to unbreakable security in the
age of loT.

2. Literature Review

The integration of DNA cryptography into the Internet
of Things (lIoT) represents a promising avenue to tackle
the pressing security and privacy challenges within this
rapidly expanding ecosystem. 10T, encompassing a vast
array of interconnected devices, often grapples with
issues such as diverse security features, data privacy
concerns, and the complexities of scaling security
measures across numerous distributed devices. By
incorporating DNA cryptography, loT systems can
bolster their security by adding an extra layer of
protection against cyber threats. The inherent privacy of
DNA-encoded data necessitates specialized knowledge
and sequencing techniques for decryption, ensuring that
sensitive information remains confidential. Additionally,
DNA-based authentication mechanisms can restrict
access to authorized devices, enhancing overall security.
However, it's crucial to acknowledge the practical
challenges, cost considerations, and ethical and
regulatory issues related to the use of biological
materials. While this integration holds great promise, it
is a burgeoning field, and further research and
development are needed to fully unlock its potential.

The approach described combines the power of Elliptic
Galois Cryptography Protocol, private data encryption,
steganographic encoding, and the matrix XOR encoding
method to safeguard the secure transmission of sensitive
medical information over the Internet of Things (1oT).
By leveraging elliptic curve cryptography and Galois
field theory, the protocol ensures robust security while
encrypting the private data received from various
medical sources, guaranteeing its confidentiality.
Steganography techniques, particularly the matrix XOR
encoding method, are used to discreetly embed this
encrypted data into a low-complexity image, making it

inconspicuous to  potential eavesdroppers. The
approach's success hinges on the strength of the
encryption and steganography methods, robust key
management, and compliance with applicable privacy
and security regulations, such as HIPAA, to protect
sensitive medical data effectively.

Securing a healthcare 10T system is of paramount
importance, considering the sensitive nature of patient
data and the real-time monitoring involved. The system's
security considerations are multifaceted, encompassing
encryption, authentication, data integrity, access control,
network security, data storage, and regulatory
compliance. These measures collectively ensure that
patient data is kept confidential, remains unaltered
during transmission, and is only accessible to authorized
personnel [2-4]. Regular security audits and updates are
crucial to adapt to the ever-evolving landscape of loT-
related threats and vulnerabilities, providing patients and
healthcare providers with confidence in the system's
reliability and data protection. Adhering to healthcare
data privacy regulations, such as HIPAA or GDPR, is
essential to ensure legal compliance and maintain patient
trust in the system's integrity.

Since the advent of RFID technology in 10T back in
1999, it has played a crucial role in identifying and
tracking objects and assets across various applications.
However, securing 10T devices with limited resources,
such as RFID tags, has posed significant challenges due
to their inherent constraints. To address these issues,
innovative solutions have emerged. One notable
advancement is the introduction of the Secure
Lightweight Mutual RFID Authentication Protocol
(SecLAP), designed for medical 10T scenarios where
RFID is employed to transmit patient data to the cloud.
Its primary objective is to mitigate vulnerabilities found
in the Lightweight RFID Mutual Authentication (LRMI)
protocol. Furthermore, enhancements to existing RFID
authentication mechanisms have been proposed to
bolster security [4-6]. In addition, strategies have been
developed to minimize the reliance on RSA public key
cryptography, incorporating machine learning and
parallel processing for more efficient sensor operation.
Finally, the Lightweight Anonymous Authentication
Protocol (LAAP) offers an alternative solution, tailored
for edge devices with resource constraints. It utilizes
exclusive-OR operations and one-way functions,
ensuring lightweight and anonymous authentication,
making it suitable for both 5G and loT applications with
minimal overhead. These protocols and strategies
collectively tackle the security and efficiency challenges
inherent in using RFID technology within the context of
transmitting sensitive medical data to the cloud,
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prioritizing authentication and confidentiality while
accommodating the limitations of 10T devices.

Group authentication plays a crucial role in various
contexts, and the summaries of different research papers
shed light on their distinct characteristics and challenges.
In the realm of 0T, a many-to-many authentication
approach is outlined, catering to group-oriented
applications, but it may not be suitable for resource-
constrained  devices.  Vehicular  communication
emphasizes decentralized and scalable authentication,
though lacking a detailed security analysis. Mobile
WIMAX networks propose a group-based handover
authentication strategy, introducing some computational
overhead [9-10]. Secure mutual authentication for RFID
employs hash-based encryption, increasing
computational load. Profile-based authentication and
authorization are mentioned but without specific

implementation details. Peer-to-peer group negotiation
systems are discussed, albeit with limited coverage of
security aspects and applicability to other ad-hoc
networks. In ad-hoc networks, a lightweight, distributed
group authentication technique is introduced, yet lacks
performance analysis [11-15]. Each of these contexts
presents unique challenges and solutions within the
realm of group authentication, catering to their specific
requirements and constraints.

3. Methodology

The integration of Decimal Bond DNA cryptography
[16] with IOT (Internet of Things) a cutting-edge
solution to bolster security within the Internet of Things
(1oT) landscape by combining Decimal Bond DNA
cryptography [16] with loT technology. The provided
approach outlines a novel DNA cryptography
methodology, which is detailed in

Table 1 and visually represented in Figure 2.

Table 1:DNA Cryptography Encryption

Step

Description

1. Data Encoding

Convert binary data (0s and 1s) into DNA sequences, often using
a mapping of binary digits to DNA bases (e.g.. A,
Divide data into segments for encoding.

C, G, T).

2. Error Correction

Add error cormrection codes to DNA sequences to detect and
correct errors during encoding, storage, or transmission.

3. DNA Synthesis Use automated DNA

strands following the encoded sequences.

synthesizers to create physical DNA

Storage/Transmission

4. Store or transmit synthesized DNA as required. which may
involve secure storage or transmission channels.

5. DNA Sequencing
techniques like
Sequencing (NGS).

Sequence the DNA to retrieve the encoded mformation using
Sanger

sequencing or Next-Generation

6. Error _
Detection/Correction

If error correction codes were added. use them to detect and
correct errors during decoding.

7. Data Reconstruction

Extract and reverse the mapping from DNA bases to binary
digits to reconstruct the original data.

8. Additional Security
Measures

Im lement security measures such as access controls, encryption
efore encoding. and data integrity verification.

Algorithm: DNA Cryptography Encryption

Input:

- Original image data file stored or transmitted
Output:

- Retrieved Encoded image data

Steps:
1. Data Encoding:
a. Convert raw data into Binary Data to DNA Sequences
b. Divide the Data into Segments for Encoding
2. Error Correction:
a. Add Error Correction Codes to DNA Sequences
b. These codes enable error detection and correction
3. DNA Synthesis:
a. Use Automated DNA Synthesizers to Create DNA Strands
b. Follow the Encoded Sequences
4. Storage/Transmission:
a. Store or Transmit Synthesized DNA as Required
b. Employ Secure Storage or Transmission Channels
5. DNA Sequencing:
a. Sequence the Synthesized DNA

6. Error Detection/Correction:
a. If Error Correction Codes were Added:
i. Use them to Detect Errors
ii. Correct Errors During Decoding
7. Data Reconstruction:

b. Reconstruct the Original Binary Data
8. Additional Security Measures:
a. Implement Security Measures:
i. Access Controls
ii. Encryption Before Encoding
iii. Data Integrity Verification

b. Utilize Techniques like Sanger Sequencing or Next-Generation Sequencing (NGS)

a. Extract and Reverse the Mapping from DNA Bases to Binary Digits
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Original
Image

In DNA cryptography, decryption entails the process of
unraveling the encoded information stored in

Brain
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DNA = CTGA GTAT-
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Encryption image
~ao¥ -

Decimal Bond
Mapping

Figure 2: DNA Encryption Process

synthetic DNA sequences, ultimately recovering the
original binary data, as outlined in Table 2.

Table 2: DNA Cryptography Decryption

Step Description
1. DNA Sequence the synthesized DNA to obtain the DNA base sequence
Sequencing :
2. Data, Extract the encoded binary data from the DNA base sequence
Extraction Y q :
3. Error Check for errors in the extracted data and identify their locations
Detection :
4. Error If error correction codes were used, apply them to correct errors
Correction - apply ’
5. Data Reverse the mapping from DNA bases to binary digits to reconstruct the
Reconstruction | original data.
6. Additional Depending on the specific cryptographic method, additional processing may
Processin be required, such as decryption if the binary data was encrypted before
g encoding.
7. Data Verify the integrity and authenticity of the decrypted data, often using
Verification authentication mechanisms like digital signatures.

Algorithm: DNA Cryptography Decryption

[nput:

- Sequenced DNA (obtained from the encoded data)
- Encryption keys

Output:
- Decrypted Original Data in terms of Image

Steps:
1. DNA Sequencing:

2. Data Extraction:
a. Extract the Encoded Binary Data from the DNA Base Sequence.
b. Reverse the Mapping from DNA Bases to Binary Digits.
3. Error Detection:
a. Check for Errors in the Extracted Binary Data.
b. Identify Error Locations (if errors are detected).
4. Error Correction:
a. If Error Correction Codes Were Used:
i. Apply Error Correction Codes to Correct Detected Errors.
ii. Ensure Data Integrity and Accuracy.
5. Data Reconstruction:
a. Reverse the Mapping from DNA Bases to Binary Digits Again.
b. Reconstruct the Original Binary Data.
6. Additional Processing:
a. Depending on the Cryptographic Method:
i. If Encryption Was Applied Before Encoding:
- Decrypt the Binary Data Using Appropriate Keys.
ii. Perform Any Other Required Processing.
7. Data Verification:
a. Verify the Integrity and Authenticity of the Decrypted Data.
b. Use Authentication Mechanisms (e.g., Digital Signatures).

a. Sequence the Synthesized DNA to Obtain the DNA Base Sequence.

The process of creating a prototype for our proposed
technique, and we have chosen Python as the
programming language for development. This prototype
is being designed to run on an Intel(R) Core(TM) .

13-9100F hardware platform.

System Configuration Details:

Processor: Intel(R) Core(TM) i3-9100F CPU @
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3.60GHz
e Installed RAM: 8.00 GB

o Device ID: DDBEBAT7F-55AF-4410-A60A-

FC338149E86A
e Product ID: XXXXX-71397-24932-AAOEM

e System type: 64-bit operating system, x64-based
processor

e Operating System: Windows 10

Key Generation: Both the private and public keys are
generated using Python programming. The private key,
as depicted in Figure 4, is a fixed size of 25 bytes,
following the method described in reference [22].

1AGCTOOGCTAQLICTAGLIOTAGC11
Fig. 4. Private Key

For our loT image processing project, we have
incorporated brain images obtained from Kaggle, Lena,
Pepper, and Baboon images to perform comprehensive
result analyses. In particular, Figure 5 in our research
showcases snapshots of human brain images,
differentiating between those with tumors and those
without. These brain images play a pivotal role in our
encryption techniques, which utilize DNA cryptography
for enhanced data  security and  privacy.

Fig. 6. a) Lena b) Pepper ¢) Baboon

4. Evaluation and Metrics

These criteria play a crucial role in the realm of image
encryption and cryptography, enabling the evaluation of
encryption algorithms to ensure the resilience and
effectiveness of data protection. Correlation, histogram
analysis, and signal-to-noise ratio measurements are
pivotal in determining the dissimilarity between the
original and encrypted data, as well as the overall quality
of encryption. Peak Signal-to-Noise Ratio and Mean
Square Error provide quantifiable metrics for assessing

CL{LN — €2 §
UACI=Z| (ir)) (”)‘*100%

- FxT
i)

the level of distortion introduced during encryption, with
lower values indicating superior encryption quality.
Additionally, decryption and encryption times are vital,
particularly in real-time applications, where speed is
essential. Unified Average Changing Intensity aids in
understanding how encryption impacts the average
intensity of the data [17]. The choice of these criteria
depends on the specific objectives and demands of the
cryptographic application, ensuring a comprehensive
evaluation of cryptosystem performance.

()
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The correlation between two adjacent pixels can be
calculated using the following formula, which computes

Cov (X, Y)

C = ]
=Y U D YY)

Correlation Coefficient = Z(xi * yi) / (n * ox * oy)

the coefficients for the association between

the two images based on their neighboring pixel values:

Cowv (2, Y he correlation between the X and Y pixels. The details are as follows:

1 ™
cov (¥, Y) = (ﬁ) DX, — E)) (Y, — E(Y))
i=1

where

E(X) = (1/N)X¥N X,

(2)
(3)
D(X) = (%)i(xi — E(T)2
(4)

5. Results and Analysis

Analyzing DNA cryptography within 10T architecture
using histogram analysis offers a powerful approach to
assess the quality of encryption methods applied to
image data. This method involves comparing the
histograms of the original image and the encrypted
image, which can reveal critical insights into the
encryption process. A uniform histogram in the ciphered
picture suggests that the encryption has successfully
concealed the original image's characteristics, enhancing

1000 {

8O0

200

0 w0 100 130 200 30

(@)

its resistance to statistical attacks. This visual and
intuitive analysis method is particularly valuable in
applications like secure image transmission and medical
10T, where data privacy and integrity are paramount.
Nevertheless, it's important to acknowledge the
challenges of achieving true histogram uniformity and
addressing potential vulnerabilities beyond pixel
intensity distribution to ensure a robust and secure loT
ecosystem.
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Fig.7. Input Image of Histogram (a) Lena (b) Pepper (c¢) Baboon (d) Brain with tumor (e) Brain without tumor

Fig.8. Encrypted Histogram Image of (a) Lena (b) Pepper (c) Baboon (d) Brain with tumor (¢) Brain without tumor

(ii) Correlation Coefficient Analysis:

The focus lies in scrutinizing the impact of encryption
on the relationships between neighboring pixels within
images. To achieve this, a crucial statistical tool, the
correlation coefficient, is employed to quantify the
strength and direction of linear relationships between
adjacent pixel values. This comparison is made between
two types of images: encrypted and unencrypted.

Encrypted images have undergone some form of
transformation to safeguard their content, and their
correlation coefficients are measured across sets of three
consecutive pixels in various orientations—vertical,
horizontal, and diagonal. The striking observation is the
pronounced reduction in the significance of neighboring
pixel components in the encrypted images, indicating a
disruptive effect of the encryption process on the spatial
patterns and relationships between adjacent pixels. This
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comprehensive analysis serves as a valuable part of a
broader investigation into how encryption techniques

= 100 = 200 250

)
G potyvareyore sy ooy e

250

o B =s 0=

SO L o0 150 So00 so

Fig.é: Correlation between two Ileigllborillg vertical pixels in Lena's i)llotos, both encryp

unencrypted

(iii) Different Attacks and Chosen Plaintext Attack:
NPCR (Number of Pixel Changes Rate) and UACI
(Unified Average Change Intensity) are essential metrics
used to assess the effectiveness of DNA-based
cryptographic techniques against attacks. These metrics
help evaluate how resistant the encryption process is to
small changes in the original data, which is crucial for
ensuring the security and reliability of the encryption

characteristics and structural

influence the visual
integrity of images.

» S
200 1 300

ted éild

when a one-bit difference is introduced, with a higher
NPCR indicating a more significant change. On the
other hand, UACI assesses the average intensity of these
differences and aims for lower values, signifying that the
discrepancies are less perceptible. The specific equations
and parameters for these metrics may vary depending on
the cryptographic system and image format, so it's
important to consult the relevant documentation or

scheme. NPCR measures the percentage of pixel cryptographic literature for precise details specific to
changes between the original and encrypted images your DNA-based cryptographic technique.
Y. DG
NPCR = £~ 2°  100%, )
W+ H
Y. .C1(i, j) —C2(i, j)
UACI = =/ / .« 100%
255

The performance and characteristics of a novel DNA-
based cryptography technique in comparison to other
encryption methods. This method demonstrates
remarkable results, with  NPCR and UACI values
reaching 99.72% and 34.45%, respectively, indicating its
exceptional ability to retain the original image's
characteristics while sensitively responding to even
minor alterations. Moreover, the technique exhibits
robustness against various attacks, ensuring that any
tampering attempts are readily detectable through
changes in these metrics. Its efficient processing times,

as shown in Table 4, make it practical for real-world
applications, which demand swift encryption and
decryption processes. Notably, the method generates
distinct keys for each session, enhancing security by
preventing the reuse of compromised keys from
previous sessions. Furthermore, the technique is
memory-efficient, as demonstrated in Table 5, which is
crucial, particularly in scenarios with limited storage
capacity. In summary, the DNA-based cryptography
method strikes a harmonious balance between security,
efficiency, and resilience against attacks, making it a
promising approach in the field of encryption.
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Table 3. Comparison of Unified Average Change Intensity (UACI) and Number of Pixel Changes (NPCR)

" Techniques Pepper Lena Baboon
Algorithms Used Image Image Image
Proposed UACI 34 .45 34.42 33.45
DNA-Based
Cryptography | NPCR 99.72 99.69 99.69
New DNA- UACI 3332 33.46 33.55
coded fuzzy-
based NPCR 99.58 99.67 99.6
(DNAFZ)[18]
[mage UACI 33.46 33.44 33.46
encryption
scheme based
on a hybrid NPCR 99.61 99.62 99.6
model [19]
[mage UACI 33.52 335 33.47
encryption
scheme based
on DNA NPCR 99.6 99.61 99.61
sequence [20]
A robust UACI 33.46 33.44 33.49
lightweight
algorithm in NPCR 99.6 99.62 99.62
10T [21]

Table 4. Time Comparison Depends Upon Number of Word

No of Words

Encryption time (sec)

Decryption time (sec)

1 word

0.0215

0.0327

More than 1 word

0.035

0.0466

Table 5. Memory Requirements Comparison of Encrypted and Decrypted Files

Encrypted Input Decrypted
File size (byte) File size (byte) File size (byte)
5.08 5 5
37.32 37 37

The promising potential of a DNA-based cryptographic
framework for safeguarding healthcare images in loT
environments. This framework has been

shown to be effective and robust, demonstrating its
capability to protect sensitive medical data from
unauthorized access and cyber threats. Its resistance to
attacks underscores its reliability in maintaining data
integrity.  Moreover, the framework's efficient
processing times and consistent memory requirements
make it well-suited for loT devices, where resource
constraints are common. As such, this conclusion
underscores the importance of DNA cryptography in
addressing the critical security needs of healthcare
applications within the 10T landscape, offering a strong
foundation for securing medical information and images.

6. Discussions

In the era of digital communication and international
collaboration among medical institutions, safeguarding

the integrity of medical photographs is of paramount
importance. These images often contain sensitive patient
information, necessitating a robust security solution.
Traditional real-time encryption techniques, as alluded
to in the passage, may not provide the level of security
required for such critical data sharing. To address this
challenge, a novel picture encryption technique has been
introduced, boasting both effectiveness and high security
while minimizing processing demands. Notably, the
incorporation of DNA cryptography within this
proposed approach is a significant innovation,
capitalizing on DNA's inherent efficiency to further
fortify the system's security. The passage also
underscores the critical role of cryptographic keys,
where even slight alterations can have profound
implications for decryption, rendering the system
exceptionally secure. This integrated approach not only
ensures data security but also makes any unauthorized
attempts at decryption significantly challenging due to
potential alterations in the retrieved data, thereby
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advancing the safety of medical image sharing in the
digital age.

7. Conclusions

In conclusion, DNA cryptography presents a promising
avenue for achieving robust security in 10T applications.
However, its widespread adoption in real-world 10T
deployments hinges on a comprehensive approach that
takes into account various critical factors. These include
the practicality and scalability of the encryption method,
cost-effectiveness in relation to security benefits,
optimization to meet resource constraints of 10T devices,
continuous security and efficiency assessments, and
tailoring to specific use cases. Ethical considerations and
integration challenges must not be overlooked, and
interdisciplinary collaboration is pivotal in ensuring the
technology's suitability. With a commitment to
continuous innovation and a thorough examination of
these elements, DNA cryptography could indeed play a
pivotal role in safeguarding 10T data in the future.
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