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Abstract: With the rapid advancement of internet technology, network-based attacks have become increasingly prevalent, posing 

significant challenges to ensuring the security of network infrastructures. In response, feature selection and feature reduction have 

emerged as essential techniques for dealing with the large volumes of data inherent in network security applications. However, traditional 

feature selection methods may not always suffice when all attributes are crucial for anomaly detection. To address this, we propose a 

feature engineering-based approach that combines feature selection and feature extraction to effectively reduce dimensionality while 

preserving relevant attributes. Specifically, we introduce a Stochastic-based Feature Engineering (S_FE) algorithm tailored for both 

manual packet capture and real-time payload datasets. In manual packet capture datasets, our algorithm extracts Trust Value, Byte 

Frequency Analysis (BFA), Byte Entropy (BE), Payload Length (PL), and Stream Index features, while for real-time payload datasets, it 

focuses on Trust Value, direction, and Hash Value features. We compare the performance of our S_FE algorithm against widely used 

Feature Engineering (FE) algorithms using key metrics such as accuracy, precision, recall, and F1-score. Experimental results 

demonstrate the superior performance of our proposed algorithm, highlighting its efficacy in network anomaly detection. This research 

contributes to the development of efficient techniques for enhancing network security in the face of evolving cyber threats. 
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1. Introduction 

In today's interconnected digital landscape, ensuring the 

security of network infrastructures has become paramount, 

given the incessant rise in sophisticated cyber threats and 

network-based attacks. As the internet continues to evolve 

and expand, so too do the methods employed by malicious 

actors to exploit vulnerabilities and compromise sensitive 

data. In this context, effective anomaly detection 

mechanisms play a critical role in safeguarding networks 

against potential breaches and intrusions. 

Anomaly detection involves the identification of deviations 

from normal behavior within network traffic or system 

activity, signaling potential security threats or malicious 

activities. However, the sheer volume and complexity of 

data generated by modern networks present significant 

challenges for traditional anomaly detection approaches. 

Conventional methods often struggle to efficiently process 

and analyze large datasets, leading to performance 

bottlenecks and reduced detection accuracy. 

To address these challenges, researchers and practitioners 

have turned to feature engineering as a promising avenue 

for enhancing anomaly detection in network security. 

Feature engineering encompasses a range of techniques 

aimed at extracting and selecting relevant features from 

raw data, thereby improving the performance and 

efficiency of anomaly detection algorithms. By 

transforming complex data into meaningful features, 

feature engineering enables more effective detection of 

anomalous patterns and behaviors within network traffic. 

One particularly promising approach within the realm of 

feature engineering is the development of efficient 

algorithms tailored specifically for anomaly detection in 

network security applications. These algorithms leverage 

advanced techniques such as dimensionality reduction, 

feature selection, and custom feature extraction to optimize 

the detection process while minimizing computational 

overhead. By intelligently selecting and engineering 

features that capture the underlying characteristics of 

network traffic, these algorithms can significantly enhance 

the accuracy and reliability of anomaly detection systems. 

In this context, the present study focuses on the 

development and evaluation of an efficient feature 

engineering-based anomaly detection framework for 

network security. The proposed framework leverages state-

of-the-art techniques in feature selection and extraction to 

identify and prioritize relevant features within network 

traffic data. By integrating these features into a robust 

anomaly detection pipeline, the framework aims to 

improve the detection capabilities of existing security 

systems while mitigating the impact of false positives and 

false negatives. 

Central to the proposed framework is the utilization of 

stochastic-based feature engineering algorithms, which 
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offer a principled approach to feature selection and 

extraction in the context of network security. These 

algorithms employ probabilistic models and optimization 

techniques to identify the most informative features while 

accounting for the inherent uncertainty and variability 

present in network data. By adaptively adjusting feature 

selection criteria based on the observed data distribution, 

stochastic-based algorithms can effectively adapt to 

evolving network environments and emerging security 

threats. 

To validate the efficacy of the proposed framework, 

extensive experiments and performance evaluations are 

conducted using real-world network datasets and 

benchmarking against existing anomaly detection methods. 

Key performance metrics such as accuracy, precision, 

recall, and F1-score are utilized to assess the effectiveness 

of the framework in detecting various types of network 

anomalies. The results of these evaluations provide 

valuable insights into the strengths and limitations of the 

proposed approach, paving the way for future 

advancements in feature engineering-based anomaly 

detection for network security. 

1.1. Feature Engineering 

Feature engineering is a fundamental aspect of machine 

learning and data analysis that involves creating or 

selecting relevant features from raw data to improve the 

performance of predictive models or analytical algorithms. 

In essence, it is the process of transforming raw data into a 

format that is more suitable for modeling, thereby 

enhancing the accuracy, interpretability, and efficiency of 

machine learning algorithms. 

The importance of feature engineering lies in its ability to 

extract meaningful information from data, enabling 

algorithms to effectively capture patterns and relationships 

that contribute to the desired outcome. By carefully 

selecting or creating features that capture the underlying 

structure of the data, feature engineering can significantly 

enhance the predictive power of machine learning models 

and facilitate better decision-making in various domains, 

including finance, healthcare, cybersecurity, and more. 

Key techniques in feature engineering include: 

1. Feature Selection: Identifying and selecting the most 

relevant features from the original dataset, often based on 

statistical measures, domain knowledge, or algorithmic 

criteria. Feature selection helps reduce dimensionality, 

improve model performance, and mitigate the risk of 

overfitting. 

2. Feature Extraction: Generating new features from 

existing ones through techniques such as dimensionality 

reduction, transformation, or aggregation. Feature 

extraction aims to uncover hidden patterns or relationships 

in the data, making it easier for algorithms to learn and 

generalize from the information provided. 

3. Feature Construction: Creating new features by 

combining or transforming existing ones based on domain 

knowledge or heuristic rules. Feature construction allows 

for the incorporation of domain-specific insights or 

assumptions into the modeling process, enhancing the 

relevance and interpretability of the features. 

Overall, feature engineering plays a crucial role in the 

success of machine learning projects, as the quality and 

relevance of features directly impact the performance and 

effectiveness of predictive models. By leveraging domain 

expertise, algorithmic techniques, and creative problem-

solving, practitioners can harness the power of feature 

engineering to unlock valuable insights and drive 

innovation in data-driven decision-making. 

2. Existing Algorithms 

Existing algorithms such as Principal Component Analysis 

(PCA), Lasso Regression, and Linear Discriminant 

Analysis (LDA) have been widely employed in the domain 

of anomaly detection in network security, each offering 

distinct advantages and methodologies for feature 

engineering and dimensionality reduction. 

Principal Component Analysis (PCA) is a dimensionality 

reduction technique commonly used in anomaly detection 

to transform high-dimensional data into a lower-

dimensional subspace while preserving as much variance 

as possible. PCA achieves this by identifying the principal 

components of the data, which are orthogonal vectors that 

capture the directions of maximum variance. By projecting 

the data onto these principal components, PCA effectively 

reduces the dimensionality of the feature space, making it 

easier to detect anomalies and patterns within the data. 

However, PCA assumes linear relationships between 

variables and may not perform optimally when dealing 

with non-linear data distributions or sparse datasets. 

Lasso Regression, also known as L1 regularization, is a 

regression technique that introduces a penalty term based 

on the absolute magnitude of the coefficients, encouraging 

sparsity in the resulting model. In the context of anomaly 

detection, Lasso Regression can be used to select a subset 

of the most informative features while shrinking the 

coefficients of irrelevant or redundant features to zero. By 

enforcing sparsity in the feature space, Lasso Regression 

effectively reduces the dimensionality of the data and 

enhances the interpretability of the model. However, Lasso 

Regression may struggle with multicollinearity and may 

not always select the most relevant features for anomaly 

detection. 

Linear Discriminant Analysis (LDA) is a supervised 

dimensionality reduction technique commonly used for 



 

International Journal of Intelligent Systems and Applications in Engineering IJISAE, 2024, 12(21s), 2299-2307|  2301 

classification tasks but can also be adapted for anomaly 

detection. LDA seeks to find a linear combination of 

features that maximizes the separation between different 

classes while minimizing the within-class variance. By 

projecting the data onto this discriminant subspace, LDA 

can effectively reduce dimensionality while preserving 

class-specific information, making it well-suited for 

anomaly detection tasks where class imbalance or class-

specific anomalies are present. However, LDA assumes 

that the data distributions are Gaussian and may not 

perform well with non-linear or non-Gaussian data 

distributions. 

In summary, PCA, Lasso Regression, and LDA are three 

existing algorithms that can be utilized for feature 

engineering and dimensionality reduction in anomaly 

detection for network security. Each algorithm offers 

distinct advantages and trade-offs, and the choice of 

algorithm depends on the specific characteristics of the 

data and the desired performance criteria. By leveraging 

these algorithms in combination with advanced feature 

engineering techniques, researchers and practitioners can 

develop more robust and effective anomaly detection 

systems for safeguarding network infrastructures against 

emerging cyber threats.  

3. Proposed Algorithm 

The proposed Stochastic-based Feature Engineering 

(S_FE) algorithm aims to enhance anomaly detection in 

network security by extracting relevant features from both 

manual packet capturing, and real-time payload extraction 

datasets as described in Figure 3.1. 

 

Fig. 1.  Proposed System Architecture 

The algorithm offers several key contributions: 

1. Trust Value (Customized value): The S_FE algorithm 

incorporates a customizable Trust Value feature, which 

enables the quantification of the trustworthiness or 

reliability of network traffic. This feature allows for the 

prioritization of trustworthy data while identifying 

potentially malicious or anomalous behavior. 

2. Byte Frequency Analysis (BFA): By performing Byte 

Frequency Analysis, the algorithm extracts information 

regarding the frequency distribution of byte values within 

network packets. This feature provides insights into the 

composition and structure of network traffic, facilitating 

the detection of abnormal patterns or anomalies. 

3. Byte Entropy (BE): The S_FE algorithm calculates Byte 

Entropy, which measures the randomness or uncertainty of 

byte sequences within network payloads. High entropy 

values indicate a greater degree of randomness, while low 

entropy values suggest more predictable or structured data. 

By incorporating Byte Entropy as a feature, the algorithm 

can identify anomalous data patterns that deviate from 

expected entropy levels. 

4. Payload Length (PL): Extracting Payload Length 

information allows the algorithm to analyze the size and 

distribution of payloads within network packets. Variations 

in payload length may indicate abnormal network activity, 

such as data exfiltration or denial-of-service attacks. By 

including Payload Length as a feature, the algorithm 

enhances its ability to detect such anomalies. 

5. Stream Index: The algorithm incorporates Stream Index 

as a feature, which provides information about the 

sequence or order of network packet transmissions. 

Analyzing stream indices enables the detection of 

suspicious or out-of-sequence packet flows, which may 

indicate attempts to evade detection or exploit 

vulnerabilities in network protocols. 

6. Direction: For real-time (automatic) payload extraction, 

the S_FE algorithm extracts the Direction feature, which 

denotes the directionality of network traffic (e.g., 

incoming, or outgoing). This feature facilitates the 

identification of asymmetrical or irregular traffic patterns 

that may indicate potential security threats or anomalies. 

7. Hash Value: Additionally, the algorithm extracts Hash 

Value features from real-time payload extraction datasets. 

Hash values enable the efficient comparison and 

identification of identical or similar payloads, aiding in the 

detection of known attack signatures or patterns. 

Furthermore, the proposed research work implements the 

S_FE algorithm in the context of various shell attacks, 

including Web Shell, Reverse Shell, and Bind Shell. By 

evaluating the algorithm's performance across different 

attack scenarios, the study provides insights into its 

effectiveness in detecting and mitigating a range of 
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network-based security threats. Overall, the S_FE 

algorithm represents a comprehensive approach to feature 

engineering in network security, offering enhanced 

capabilities for anomaly detection and threat mitigation in 

both manual and real-time network environments. 

3.1. Pseudocode 

The proposed algorithm outlines a systematic approach to 

enhancing anomaly detection in network payload data 

through stochastic-based feature engineering. Beginning 

with the initialization of the stochastic-based feature 

engineering function, the algorithm proceeds to randomly 

select and extract a specified number of feature indices 

without replacement from the payload data. This stochastic 

selection ensures diversity in feature extraction, allowing 

for a comprehensive representation of the data. 

Subsequently, the main function is executed to perform 

stochastic-based feature engineering, initializing an empty 

dictionary to store one-hot encoded features. Iterating 

through each payload in the dataset, categorical features 

are extracted and encoded using a one-hot encoding 

scheme. Additionally, the algorithm groups payloads by 

length, facilitating the analysis of payload characteristics 

and their relationship to network anomalies. Key features 

such as Trust Value (TV), Byte Frequency Analysis 

(BFA), Byte Entropy (BE), Payload Length (PL), Stream 

Index (SI), Hash Value (HV), and direction are then 

selected to capture various aspects of payload data. By 

incorporating these features, the algorithm aims to provide 

comprehensive insights into network traffic patterns and 

abnormalities. Finally, the performance of the model is 

evaluated to assess its effectiveness in detecting anomalies 

within network payload data. This algorithm offers a 

comprehensive framework for improving anomaly 

detection in network security applications by 

systematically extracting and encoding relevant features 

from payload data, thereby enhancing the accuracy and 

reliability of anomaly detection systems. 

Input : Payload Dataset 

Output : Select appropriate features from payload dataset 

Procedure 

Start 

Step 1.  To perform stochastic-based feature engineering function on the payload 

data.  

Step 2.    Randomly selects a specified number of feature indices without 

replacement and extracts the corresponding features from the data. 

Step 3.   Execute the main function to perform S_FE  

Step 4.   Initialize an empty dictionary to store the one-hot encoded features 

Step 5.    Iterate through each payload in the dataset 

Step 6.   Initialize an empty dictionary to store the one-hot encoded features for the 

current payload 

Step 7.    Mask with one-hot encoded labels 

Step 8.      function ENCODE_LABELS  

Step 9.    Determine size of one-hot vectors with maximum value of integer label 

Step 10.  for mask in ENCODE_LABELS do 

Step 11.   encode integer label to one-hot vector 

Step 12.     end for 

Step 13.    return  

Step 14. one-hot encoded masks 

Step 15. end function  

Step 16. Extract categorical features from the payload 

Step 17. Iterate through each categorical feature 

Step 18. Check if the feature is already present in the dictionary 

Step 19. If not present, initialize an empty list for the feature 

Step 20. Check if the feature value is already encoded 

Step 21. If not encoded, append it to the list and encode it 

Step 22. Initialize a dictionary to store payloads grouped by length 

Step 23. Calculate the length of the payload 

Step 24. Check if the length is already present in the dictionary 

Step 25. If not present, initialize an empty list for the length 

Step 26. Append the payload to the list corresponding to its length 

Step 27. Select the TV, BFA, BE, PL, SI, HV and direction features. 

Step 28. Evaluate the performance of the model 

End 

  

4. Experimental Results 

All the experiments are done in Python and a Tensor Flow 

on a system equipped with Intel Core i5, 2.53 GHz, 8 GB 

of RAM, 64-bit, and running on Windows 10.  
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4.1. Dataset Details 

The result outcome of the pre-processed payload data is the 

input of this phase. The features used in the work are 

demonstrated in Table 4.1.  

Table 1. Selected Engineered Features 

1 BE Byte Entropy 

2 BFA Byte Frequency Analysis 

3 Class_Type Class Type
 

4 Direction Direction 

5 Hash_Value Hash Value 

6 Stream_Index Stream Index 

7 Trust_Value Trust Value 

 

4.2. Training and Testing Data 

Training Data is the subset of data for training purposes 

and Test data is the subset of data for testing the trained 

data and for this experiment 80:20 is the ratio chosen for 

training and test data. 

4.3. Evaluation 

The performance of the Feature Engineering (FE) 

algorithms is evaluated using various performance metrics 

such as accuracy, precision, recall, and F1-score. These 

metrics provide insights into the FE ability to select the 

significant features from payloads.  

 True Positive – Total number of payloads are 

accurately estimated. 

 False Positive – Total number of missing 

payloads that are wrongly predicted.  

 True Negative – Total number of relevant 

payloads that are accurately estimated.  

 False Negative – Total number of payloads 

that are wrongly predicted. 

Precision  

It is the ratio of the number of retrieved payloads and the 

total number of irrelevant and relevant payloads retrieved 

as follows,  

            
  

     
    

      

Recall 

It is the ratio of the number of relevant payloads retrieved 

from different shells. 

         
  

     
     

     

F-Score 

It is measured by computing the weighted harmonic mean 

of the precision, and recall values.  

             
                  

                
  

      

Accuracy 

It calculates the global prediction rate by calculating the 

ratio of correct results to the total number of characters as 

follows, 

          
     

           
   

   

Table 2. Performance Analysis of Feature Selection - 

Manual Packet Capturing Data 

Shells Algorithms Pre. Rec. F-Sc. Acc. 

Web 

Shell 

LDA 86.85 85.05 87.93 87.45 

LR 91.99 90.61 92.27 92.59 

PCA 92.76 91.24 93.98 93.36 

S_FE 94.01 93.11 95.04 94.61 

 

Reverse 

Shell 

LDA 81.85 80.05 82.93 82.45 

LR 85.99 84.61 86.27 86.59 

PCA 92.76 91.24 93.98 93.36 

S_FE 95.01 94.11 96.04 95.61 

Bind 

Shell 

LDA 82.12 84.44 84.23 82.72 

LR 88.44 87.74 89.57 89.04 

PCA 93.75 92.58 94.92 94.35 

S_FE 96.25 95.08 97.24 96.85 

 

Table 2. demonstrates the performance analysis of Feature 

Selection for Manual Packet Capturing Data. From the 

experimental results, it is noticed that the proposed S_FE 

algorithm is performs  better than other Feature 

Engineering algorithms. 

Table 3. Performance Analysis of Feature Selection – 

Real-Time Payload Data 

Shells Algorithms Pre. Rec. F-Sc. Acc. 

Web 

Shell 

LDA 87.15 85.35 88.23 87.75 

LR 92.29 90.91 92.57 92.89 

PCA 93.06 91.54 94.28 93.66 

S_FE 94.31 93.41 95.34 94.91 
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Reverse 

Shell 

LDA 82.15 80.35 83.23 82.75 

LR 86.29 84.91 86.57 86.89 

PCA 93.06 91.54 94.28 93.66 

S_FE 95.31 94.41 96.34 95.91 

 

Bind 

Shell 

LDA 82.42 84.74 84.53 83.02 

LR 88.74 88.04 89.87 89.34 

PCA 94.05 92.88 95.22 94.65 

S_FE 96.55 95.38 97.54 97.15 

Table 3. represents the performance analysis of Feature 

Selection for Real-Time payload data. From the 

experimental results, it is noticed that the proposed S_FE 

algorithm performs better than other Feature Engineering 

algorithms. 

Fig. 2.  Comparative Analyses of Feature Engineering 

Algorithms using Precision 

Fig. 2. shows the Comparative Analysis of Feature 

Engineering Algorithms using Precision. From the result 

observation, it is found that the proposed S_FE algorithm 

produced a higher precision rate than other Feature 

Engineering Algorithms with respect to Manual Packet 

Capturing Data and Real-Time payload data. 

 

Fig. 3.  Performance Comparison of ML Classifiers using 

Recall 

Fig. 3. illustrates the Performance Analysis of Feature 

Engineering Algorithms using F-Score. From the 

experimental results, it is found that the proposed S_FE 

algorithm produced a higher F-Score rate than other 

Feature Engineering Algorithms for Manual Packet 

Capturing Data and Real-Time payload data. 

Fig. 4.  Performance Analysis of Feature Engineering 

Algorithms –        F-Score  

Fig. 4. illustrates the Performance Analysis of Feature 

Engineering Algorithms using F-Score. From the 

experimental results, it is found that the proposed S_FE 

algorithm produced a higher F-Score rate than other 

Feature Engineering Algorithms with respect to Manual 

Packet Capturing Data and Real-Time payload data. 

 

Fig. 4. Comparative Analysis for Feature Engineering 

Algorithms – Accuracy 

Fig. 4. illustrates the Performance Analysis of Feature 

Engineering Algorithms using Accuracy. From the result 

outcome, it is proved that the proposed S_FE algorithm 

produced a higher Accuracy rate than other Feature 

Engineering Algorithms with respect to Manual Packet 

Capturing Data and Real-Time payload data. 

5. Summary 

In this phase of the study, a novel Stochastic-based Feature 

Engineering (S_FE) algorithm is introduced to enhance 

anomaly detection in both manual packet capturing and 

real-time payload datasets, pivotal for bolstering network 

security measures. Notably, the manual packet capture 

dataset is characterized by five significant features: Trust 

Value (Customized value), Byte Frequency Analysis 

(BFA), Byte Entropy (BE), Payload Length (PL), and 

Stream Index features. Leveraging the S_FE algorithm, 

these features are meticulously extracted, providing a 

comprehensive understanding of the underlying 

characteristics of network traffic.  

For real-time payload extraction, the proposed algorithm 
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identifies three essential features: Trust Value, direction, 

and Hash Value. These features are crucial for promptly 

detecting anomalies and potential security threats in 

dynamic network environments. Through the innovative 

application of the S_FE algorithm, real-time data streams 

are efficiently processed, enabling rapid identification and 

mitigation of security breaches. 

To validate the efficacy of the proposed S_FE algorithm, 

extensive comparisons are conducted against widely used 

Feature Engineering (FE) algorithms. Performance 

evaluations encompass key metrics including accuracy, 

precision, recall, and F1-score, providing a comprehensive 

assessment of algorithmic effectiveness. The experimental 

results reveal that the proposed S_FE algorithm 

consistently outperforms traditional FE algorithms across 

various performance metrics, underscoring its superiority 

in anomaly detection and network security applications. 

Overall, the findings of this study underscore the 

significance of feature engineering, particularly the 

innovative application of stochastic-based techniques, in 

enhancing anomaly detection capabilities within network 

security frameworks. By leveraging advanced algorithms 

and comprehensive feature extraction methodologies, the 

proposed S_FE algorithm offers a robust and efficient 

solution for safeguarding network infrastructures against 

emerging cyber threats. 

6. Conclusion  

In conclusion, this research has demonstrated the efficacy 

of the proposed Stochastic-based Feature Engineering 

(S_FE) algorithm in enhancing anomaly detection for 

network security applications. Through meticulous feature 

extraction and selection, the S_FE algorithm effectively 

captures the nuanced characteristics of network traffic, 

enabling accurate identification and mitigation of security 

threats in both manual packet capturing and real-time 

payload datasets. The comprehensive evaluation of the 

S_FE algorithm against traditional Feature Engineering 

(FE) methods has consistently highlighted its superior 

performance across key metrics, including accuracy, 

precision, recall, and F1-score. These findings underscore 

the significance of innovative feature engineering 

techniques, particularly stochastic-based approaches, in 

bolstering network security measures and mitigating the 

ever-evolving threat landscape. 

6.1. Future Enhancements 

While the proposed S_FE algorithm represents a 

significant advancement in anomaly detection for network 

security, several avenues for future enhancement and 

research warrant consideration. Firstly, the scalability and 

adaptability of the algorithm could be further investigated 

to accommodate increasingly complex network 

environments and larger datasets. Additionally, the 

incorporation of machine learning techniques, such as deep 

learning and reinforcement learning, could enhance the 

algorithm's ability to detect subtle and emerging security 

threats. Moreover, the integration of advanced anomaly 

detection mechanisms, such as anomaly ensembles and 

hybrid models, may offer synergistic benefits in terms of 

detection accuracy and robustness. Furthermore, exploring 

the potential for real-time adaptation and self-learning 

capabilities within the S_FE algorithm could enable 

proactive threat detection and response in dynamic 

network environments. Lastly, collaboration with industry 

partners and stakeholders to validate the algorithm in real-

world settings and address practical implementation 

challenges would be instrumental in enhancing its 

effectiveness and adoption. By pursuing these avenues for 

future enhancement, the proposed S_FE algorithm holds 

promise for advancing anomaly detection capabilities and 

fortifying network security frameworks against evolving 

cyber threats. 
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