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Abstract: Protecting patients' private health information and storage is of the utmost importance in the ever-changing world of
healthcare. Data security and efficiency have always been pressing issues, and an immediate need for improved cybersecurity in the
healthcare industry's transition to digital records requirement by integrating compression, encryption, and storage methods. Solutions are
emerging from the convergence of cutting-edge technology such as blockchain, and compression algorithms, with cloud storage. Data
gathering, and pre-processing using KNN, an advanced encrypted System algorithm to encrypt the data which is in text, document, and
image into hexadecimal numbers and compresses the large medical data size into small that is compressing Gb to kb then using the
Blockchain technology of Hash SHA-256 algorithm data will be stored securely in the cloud. Platforms in the cloud, such as MONGO
DB on AWS, securely store encrypted numerical data, guaranteeing its security and integrity only doctors or authorized workers will
access and recover original information, this strategy has a responsibility to ensure accuracy, protect data confidentiality, and efficiency

of the management of healthcare data
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1. Introduction

Cybersecurity risks include breaches of data, and
ransomware attacks, including unauthorized access to
patient information due to this increasing connection.
Not only may these breaches compromise patients'
privacy, but they can also damage their faith in the
medical system and put their safety at risk. Cybersecurity
pertains to the technological measures that you must take
to safeguard your networks and systems. Technological
developments in the digital era are driving a sea change
in the healthcare business, with the potential to increase
operational efficiency, improve medical results, and
redefine patient care. Digital health technology such as
wearable devices, medical imaging systems, and
electronic health records, or EHRs, are generating
massive quantities of data and are therefore pivotal to
this change. The digitalization of healthcare brings new
possibilities and new problems, the most pressing of
which are issues with the privacy and security of patient's
health records.
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Cybersecurity is primarily concerned with safeguarding a
system than data protection, which focuses on
information kept within a system. One potential method
for improving healthcare communication and storage
efficiency is data compression and keeping it secure.
Medical data may be compressed using techniques that
reduce its size without sacrificing its integrity. This
allows for quicker transmission of data across storage
systems and computer networks. However, there are
security issues with sending private health information
over unsecured networks, thus encryption methods must
be used to protect patient privacy. Cloud computing's
meteoric rise has also altered how hospitals and other
medical facilities keep and make available patient
records. Scalable and affordable options for storing and
analysing massive volumes of healthcare data are
provided by large-scale computing centres like
MongoDB on AWS. However, there are further security
concerns with moving sensitive medical data to the cloud
since data kept on distant servers might be susceptible to
data breaches and illegal access. Healthcare companies
are actively seeking new ways to address these
difficulties and ensure the security of medical data while
making the most of digital technologies. The distributed
ledger technology (blockchain) that underpins digital
currencies like Bitcoin has recently attracted attention as
a potential solution for protecting sensitive data in the
healthcare industry and beyond.

Blockchain provides an immutable, transparent platform
for the safe management of medical information by
decentralized data storage and using cryptographic
methods to guarantee data integrity. The use of machine
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learning systems has also shown promising results when
used in medical data analysis for pattern recognition,
outcome prediction, and diagnostic precision. People are
wary of disclosing personal health information to third-
party companies since training these algorithms takes
massive volumes of data. Machine learning models may
be trained on decentralized data sources using secure
multiparty systems computation (SMC) along with
federated learning approaches, which do not compromise
patient privacy, With the integration of enlargement,
encryption, and storage approaches, our suggested
system seeks to tackle the dual difficulties of healthcare
data security and efficiency. Our technology uses
powerful encryption techniques to safeguard private
healthcare information from unwanted access, building
upon current technologies like distributed code reuse
(DSC) and stream encryption. Expedite data transfer
while protecting patient privacy by integrating
compression with encryption. Our solution is much more
secure and scalable now that the blockchain system and
cloud computing are integrated. To make sure that no
one can access or steal sensitive medical information
images, text, and documents are converted to encrypted
numerical forms and stored safely in the cloud in
MONGDB AWS. The diagram provided in Figure 1
below depicts the entire implementation process.

Sharing Platform

)
=k
) |

MONGO DB AWS

ENCRYPTION AND

/_ DECRYPTION
HD\/\—/
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Fig. 1. Overview of the Implementation Process
2. Literature Survey

A representation digital twin and of the physical world
that exists in the digital realm. Cybersecurity
professionals may benefit greatly from DT as it allows
them to model and test cyberattacks that would be
impossible to conduct in actual time in a physical setting,
and it also allows them to foresee dangers without
accessing the physical world. Through the creation of a
virtual representation of those targeted healthcare
systems, DT aids in the identification of security
vulnerabilities, the execution of attack simulations, and
possible security breaches.

A proposed automated conceptual framework in the
healthcare sector leverages the Internet of Things (loT)
to enhance cybersecurity [1]. This framework lays the
foundation for a system capable of identifying
vulnerabilities and threats in healthcare applications

utilizing the 10T, providing an adaptable security
solution. The major causes of healthcare data breaches
were determined by this research [2]. The results of this
study will undoubtedly become a benchmark for future
security professionals to utilize, potentially contributing
to our understanding of data breaches. The veracity of
the dataset investigated is a prerequisite for all the
outcomes.

Healthcare workers' demographic information, and
stress levels, including cybersecurity procedures were
gathered using an online study [3]. The Perceived Stress
Scale, was used to measure the stress levels of the
participants, and the Hospital Staff's Dangerous Cyber
Practices Scale was used to evaluate the cybersecurity
practices of the hospital staff. Vigilant aware, prepared,
and responding quickly are the only strategies to lessen
security risks and threats [4], Doable with a long-term
dedication to the cause and will yield significant rewards
for a robust healthcare system.

The medical field has reaped tremendous benefits from
the expansion of the Internet of Things [5]. This article
looks at the security problems with smart health devices
and suggests some basic fixes. Protecting the IT
infrastructure from threats involves more than just
safeguarding hardware and software [6]. This necessity
arises from the growing use of technologies like
Artificial Intelligence and mobile smart devices in
medical practices.

The increasing utilization of IT solutions within the
healthcare industry is resulting in a gradual rise in the
frequency of cybersecurity incidents [7]. Operational
challenges arise from applying this massive corpus of
information, and operators'resilience to cyberattacks is
still lacking. The majority of healthcare organizations
understand the significance of cybersecurity, as 96% of
participants confirmed cybersecurity asa top priority for
their organizations [8]. This research paper utilizes the
7-S Model strategy as a framework for developing
strategies for healthcare organizations in the post-
COVID-19 era. The use of tablet PCs by healthcare
professionals to read and change patient records is
growing in frequency due to the acceptance of
healthcare data in the industry [9]. This paperanalyses
the process of leveraging the dynamic temporal warping
(DTW) method of string matching in conjunction with
online signature and fingerprint verification to provide
reliable user authentication. Protecting sensitive data is
essential since, inmany nations, the healthcare system
is regarded as an essential infrastructure [10].
Healthcare providers must be ready to defend against
potential assaults and cyber threats. This essay
describesthe main cybersecurity risks with an emphasis
on the healthcareindustry.
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Both industry and academics have recently been more
interested in the metaverse. With its enormous potential
and cutting-edge technology, it could completely
transform every industry of healthcare [11]. Key
elements of the metaverse that will be included in future
healthcare systems are Avatar, Blockchain, and Extended
Reality (XR). Healthcare software and cutting-edge
medical equipment are essential to patient care, yet
hackers frequently target them [12]. Numerous
endpoints, which are the potential weak points in the
system and potential entry points for unauthorized access
to the medical data management network stem from the
locations within the healthcare industry where data is
retrieved.

The Industrial Internet of Healthcare Things (I11oHT)
represents a novel healthcare system that allows various
medical applications to function on hospital servers,
facilitating the delivery of remote medical services [13].
This investigation presents a cyber- physical system
(CPS) equipped with several heuristics, which proves to
be economically efficient in managing the schedulingof
blockchain tasks (CBTS). Distributed storage methods
andtransaction storage mechanisms are still present [14].
According to the experiments, blockchain systems that
use our Cl store process half as many transactions as
Bloom filters and one time as many as Merkle trees.

In multimedia applications, picture encryption
techniques are essential for guaranteeing the
confidentiality and legitimacy of digital images used in
healthcare [15]. This has brought attention to the
problem that medical photographs are frequently created
and distributed online, requiring safeguards against
unauthorized usage. The intention behind incorporating
positive DC prediction error modulo encryption is to
prevent the occurrence of overflow processing, which in
turn results in extended encryption durationsand reduced
versatility [26]. The key role of ending ACG-URSV,
which encompasses zero coefficients succeeding the
final non- zero AC coefficient position (PLZ), is to
adjust PLZ.

The diverse range of methods, technologies, and
regulations in place for protecting medical data in digital
healthcare face numerous challenges. To bolster data
security, privacy, and resilience in the digital era,
healthcare entities can adopt a multi- layered
cybersecurity  approach, incorporate  emerging
technologies like blockchain and artificial intelligence,
and promote collaboration among stakeholders. The
distributed source coding method involves encrypting
images in RDH. This process includes using a stream
cipher to encrypt the original image or media. The data-
hider then compresses specific bits from the encrypted
image to create hidden data. The sender encrypts the
original image directly, while the data-hider inserts extra

bits by altering some of the encrypted data. During the
decryption of the marked encrypted image, data
extraction, and image recovery occur by analyzing the
local standard deviation. Enhancing image security
involves encrypting both the data and the image where
the data is concealed. For data retrieval, the receiver
must possess decryption keys for the data, retrieval keys
for extracting data from the image, and decryption keys
for the image.

3. Proposed System

Using a combination of data compression and
encryption, the suggested methodology systematically
improves healthcare cybersecurity. Protecting the
security, efficacy, and accuracy of the management of
healthcare data is the responsibility of each level of the
approach. the proposed system preprocesses the
collected medical data with the KNN algorithm for
clustering, and integrates the ASE algorithm for
encryption to protect patientprivate data into a numerical
format to hide the original medical data, so data
compression is done meanwhile, data will be stored in
the cloud securely by Hash algorithm in blockchain
technology in Mongo database on AWS for access
controls this can be seenin the diagram figure 2 given
below.

Data collection Data pre-processing
(medical data of | (KNN for data >
patient details) clustering)

Encryption and
decryption(ASE algorithm)

l

Blockchain for secure
le— storage (Hash SHA-256
algorithm)

Cloud storage
Mongo DB on AWS

Fig. 2. Proposed System
3.1.  Data Collection

This phase entails collecting health information from a
variety of sources, including wearable devices,
diagnostic imagingtechnologies, medical equipment, and
electronic health records (EHRS). Patients' data, such as
names, genders, test outcomes, diagnosed illnesses,
prescribed therapies, and medical records, is collected
and compiled into a dataset. Adherence to privacy
regulations, like the Health Insurance Portability and
Accountability Act (HIPAA), is crucial to safeguarding
the confidentiality and security of patient information.
Streaming in real-time, processing data in batches, or
integrating directly with current healthcare systems are
all possible ways to get data normal records have been
pre-processed.

3.2.  Preprocessing

The collected data is cleaned, normalized, and
transformed into a standard format for future analysis
during pre-processing before encryption and storage.
Data cleaning, dimensionality reduction, feature scaling,
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and outlier identification are all examples of pre-
processing methods as shown in the below figure

3. Now is the time to make sure that data is consistent
and of high quality so that your analysis can be more
accurate and reliable in grouping the data under various
categories of diagnosed treatment.

Preprocess

CLASSIFICATION
RESULTS

Fig .3. Data Preprocessing
3.3.  KNN Algorithm

The most frequently used method in the K-neighbours
classification. The ideal number for K depends heavily
on the data, a bigger value reduces the impacts of noise
but lowers the boundaries of the classification. Uniform
weights are used in the basic nearest neighbors
classification, meaning that a query point's value is
determined by the nearest neighbors casting a simple
majority vote. The K-NN technique assigns the new

s debo PR Py e 3 it B

case to the most similar category among the existing
ones in the dataset. This involves classifying data points
using the k-NN algorithm, which utilizes similarity and
retains all available data. Essentially, the K-NN
algorithm efficiently categorizes the dataset obtained
from data pre-processing.

KNN pseudocode:
o Selecting the value of K

e Determining distances between points in thetraining
set,

o Determine the K closest neighbors using the
computed distances.

e Give the new data point the majority classlabel.
e Analyzing the algorithm's accuracy throughtesting.

By utilizing the K-NN algorithm on around 900 patient
datasets containing patient numbers, names, and
treatment categories shown in Table 1, a clustering
process is initiated. This clustering enables the secure
encryption and storage of medical data in the cloud by
grouping patient datasets efficiently. During the training
phase, the KNN algorithm simply stores the dataset and
categorizes new medical data based on its similarity to
existing data

-r

Table 1. Clustered Dataset of Patients

3.4. Advanced Encryption System Algorithm

The preprocessed data is encrypted using advanced
encryption algorithms before storage. Here, most of the
government and commercial sector IT security
applications currently use the Advanced Encryption
System (AES) as their encryption standard. AES 256-bit
encryption is the most robust encryption standard. AES
encryption methods are used to safeguard the pre-
processed data from any potential illegal access while it
is being sent or stored. After obtaining a dataset

containing both text and images, by the AES algorithm,
the encryption procedure to convert the string to
hexadecimal value will be done as shown in the block
diagram given below in Figure 4.
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Fig.4. Converting string to encrypted numerical value

il

The proposed system employs advanced encryption
system techniques, including symmetric-key encryption,
asymmetric encryption, and homomorphic encryption, to
protect medical data at rest, in transit, and use. By
encrypting  sensitive  information  using  robust
cryptographic algorithms and securely managing
encryption keys, the proposed system ensures the
confidentiality and integrity of patient records,
diagnostic images, and other healthcare data. The
module employs cutting-edge encryption methods to
shield data from unauthorized access both during
transmission and storage. The method uses database scan
techniques and the Blockchain to encrypt and compress
medical data before converting it to numerical form.
Encrypted numerical data is safely stored on cloud
platforms like MONGO DB. The original data may be
decrypted and accessed by authorized users whenever
necessary since the decryption keys are safely handled
and preserved. When authorized users require access,
decryption algorithms are applied to retrieve the original
data securely.

35. Blockchain technology

The blockchain achieves its promises of decentralization
and safe, transparent transactions. They Kkeep the
blockchain's general integrity intact, verify transactions,
and enable peer-to-peer interactions. Since cryptography
is used to link these lists, it is the most basic prerequisite
for building a blockchain. Blockchain is a continuously
growing collection of records achieved by adding new
blocks over time. By utilizing a cipher, a hash table
transforms the text into a hash value of a specific length.
Decrypting the ciphertext to retrieve the original text is a
challenging process. Through mathematical
cryptographic methods, data is both encoded and
decoded, making it incomprehensible to unauthorized
individuals lacking the appropriate decryption key. This
heightened security measure significantly reduces the
risk of unauthorized access to and modification of data
stored on the blockchain.

35.1 Hash SHA-256 Algorithm

Blockchain employs a cryptographic hash function to
connect the blocks sequentially and safeguard the

information within each block. Each block within the
chain contains a hash of the previous block along with its
hash. The Secure Hash Algorithm, known as SHA-256,
creates a 256-bit summary of a data message. This
hashing method is widely recognized and utilized by
numerous digital currencies. Through this process, the
encoded hexadecimal data from the previous step is
stored within the hash table as shown in Figure 5.

Steps to process a message using the SHA-256
Algorithm:

1. the message size to be a multiple of 512:
adding the initial message with a few extras. The overall
length is therefore precisely 64 bits shorter than a
multiple of 512. The message M has a length of L. It
indicates that L+P+64 equals n*512, where L is the
message's length and P is its padding in bits.

2. Add length bits (Padding Length): calculate
the 64 bits, L (the original length of the message) mod
232, So, to get the entire message block, L+P+ [L mod
2%2] = n*512.

3. Initialize Chaining Variable: The message is
divided into n 512-bit blocks. For example, M1, M2,
M3...Mn.

4, Proceed with each block: The message is
divided into nblocks, each containing 512 bits. There are
16 sub- blocks of 32 bits apiece within each 512-bit
block.

64 rounds of operations are conducted. Additionally, the
output produced will be used as input for the next set of
tasks.

| ‘Message | | |padding
Block I  Block 2 Block N
(512b)  (512b) (512b)
Initial hash S]vm SIvIA S{[A Message hash
(256) | 256 | | 256 | 256 |~ (2560

Fig.5. SHA-256 hash value
3.6. Cloud Storage and Access Control

With the use of access control techniques, encrypted
healthcare data may be regulated and restricted to users
according to their responsibilities and permissions.
Common methods for enforcing access regulations
include role-based and attribute- based controls as well
as multi-factor authentication. One of the most versatile
features of NoSQL databases is MongoDB. It enables
you to work with and save several data kinds in a single
document. Moreover, MongoDB can hold significantly
more data than relational databases. These core
characteristics of MongoDB are a result of the JSON
document storage format that the database system uses.
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Using AWS Identity and Access Management (IAM),
account roles, and two-step verification, youcan manage
who has access to your AWS account. Account roles and
two-step verification go without saying, but Identity and
Access Management (IAM) is a feature-rich platform
that lets you manage access, check account activity, and
create alerts. Robust encryption and authentication
Through authentication, the identity of a person
requesting access to a system is confirmed. Information
is protected using encryption by being encoded in a way
that renders it unintelligible to those lacking the
decryption key.

4. Implementation and Result

Outcomes of the suggested approach to improving
healthcare cybersecurity utilizing combined information
compression and encryption. The first step in protecting
sensitive medical data is using strong encryption
methods at every stage of its lifetime, from information

JTREn

-—

obtained from the healthcare sector to storage to
transfer. The dataset includes test results, diagnosis of
the illness, conducted treatments, personal information,
and physician recommendations. The gathered data was
categorized using the KNN algorithm for subsequent
conversion into a string that contains both text and
images The pre-processed data during transmission or
storage to prevent any possible unauthorized access. By
the KNN algorithm, the clustering is done by data
gathered from pre-processing information of patient’s
personal information, diagnosed problems, treatment
done, and report of the patient. Transform the dataset
which includes both text and images into a string. Next,
will convert the string to hexadecimal, which is a
numerical format, Figure 6. below illustrates the patient's
data input, which includes text and image access by the
doctor and authenticated workers in the healthcare
center, using the advanced system Encryption (ASE)
algorithm for encryption and decryption.

Fig. 6. Input to Convert Patient Data

Following input, the string is encrypted and transformed
to a hexadecimal value. The resultant numerical value,
which is the original information, will then be encrypted
and stored secretly using blockchain technology using a
hash algorithm. Supply chain networks across all
industries can utilize Amazon Managed Blockchain for
tracking changes on a unified ledger, providing them
with full visibility of data and a reliable source of truth.
To query the blockchain or add new blocks to the chain,
each block that is generated must be kept in one central
location. The ledger of blockchain may be stored in
MongoDB Atlas, the database-as- a-service cloud service
from Mongo DB. To ensure that written files and data
are encrypted while being stored, encryption at rest is a
database-level security layer. AES-256 at-rest encryption
has been introduced by MongoDB Enterprise Advanced
(EA) in Wired, the database storage engine below Figure
7. displays the conversion of hexadecimal value by
encryption and stores in MongoDB AWS.

| Oobene 2 oo AGS.AGS

Fig.7. Output value in Hexadecimal stored in cloud
Mongo DB

Secure transmission methods protect healthcare data
from prying eyes by encrypting data packets and
authenticating connection endpoints. This prevents
eavesdropping, manipulation, and man- in-the-middle
attacks.  Hexadecimal  sequences produced by
mathematical methods are known as hash values. Data
that is added to the blockchain is first hashed that is,
transformed text into a string then encryption algorithm
using cryptographic methods, and then saved on the
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blockchain in Mongo DB. The efficacy and safety of the
suggested methods depend on constant monitoring and
updates. Finally, the research shows that the suggested
approach improves healthcare  cybersecurity by
combining data compression for keeping data securely
by hiding the original medical data using the ASE
algorithm of encryption methods with the integrated
blockchain technology of Hash SHA-256 algorithm for
secure cloud storage in Mongo DB on AWS. The
original information will be accessed and recovered by a
doctor or other authorized employees. This strategy is
responsible for guaranteeing accuracy, safeguarding data
confidentiality, and optimizing the effectiveness of
healthcare data management.

5. Conclusion and Future work

Safeguarding confidential patient health data and its
preservation is crucial in the rapidly evolving healthcare
industry. As the healthcare sector moves towards
requiring digital records, data security and efficiency
have always been critical concerns. Improving
cybersecurity through the integration of compression,
encryption, and storage techniques is urgently needed.
Innovative technologies like compression algorithms and
blockchain are coming together with cloud storage to
provide solutions. The data collection, KNN pre-
processing, encryption /decryption technique, and
prediction are the four main components of our proposed
system. By encryption and compressing methods
converting medical data into numerical form using the
Advance System Encryption algorithm, the solution uses
database scan methods to store data using the blockchain
technology using the Hash SHA-256 algorithm. Cloud-
based platforms, like MONGO DB, ensure the security
of encrypted numerical data by securely storing it.
Finally, by combining data compression with encryption
approaches the suggested methodology offers a thorough
framework to improve security in healthcare
cybersecurity. In addition, our study's findings show that
healthcare data management might benefit from using
data encrypting and compression methods, which could
lead to increased efficiency, better security, and
compliance with regulations. Develop trust, resilience,
and security in the healthcare digital ecosystem by
prioritizing cybercrime and investing in comprehensive
data protection measures. This will ensure the safety and
security of patient data for centuries.

This medical data can use statistical modeling or
machine learning approaches after encryption to identify
trends, patterns, or outliers of predictive analytics, such
as disease diagnosis, treatment optimization, patient
outcome prediction, and community health management,
which are routine prediction issues in healthcare for
future enhancement
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