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Abstract: The 3GPP LTE-A standard for Machine Type Communication (MTC) was created to facilitate communication between entities 

without human involvement, in response to the rapid increase in wireless data communication volume. The conventional Mutual 

Authentication and Key Agreement (AKA) mechanism in LTE networks is struggling due to the rising signaling load caused by the 

expanding device count. Group-based architecture has been proposed as a solution in the literature to solve authentication traffic, but it has 

its own problems.  

In this paper, we propose a hierarchical group based mutual authentication and key agreement (HGMAKA) protocol to address these 

challenges. This protocol ensures privacy, prevents unauthorized access to information, and helps prevent many types of assaults such as 

replay attacks, distributed denial of service, and man-in-the-middle attacks. The proposed protocol enables MTC services to be supported 

by small cells with heterogeneous architecture that aligns with 5G networks. The Aggregate Message Authentication Code based approach 

is more lightweight, resource-efficient, robust against authentication message failures, and scalable to heterogeneous network topologies 

compared to earlier protocols. We experimented our proposed system and the results demonstrated increased efficiency, resolved existing 

difficulties, and will enhance the reliability and security of the M2M system. 

Keywords: Authentication, Key management, Lightweight Cryptography, IoT, WSN, Machine-type communications. 

I. Introduction 

Machine Type Communication (MTC) is a significant 

mobile communication method in the Internet of Things 

(IoT), serving as one of the communication methods in 

future mobile communications.   When multiple MTC 

devices attempt to access the network simultaneously, 

each MTC device must undergo individual identity 

validation, resulting in network congestion.   A dynamic 

group-based identity authentication and key agreement 

system was developed in Long Term Evolution-Advanced 

(LTE-A) networks to address the problem and enhance the 

security of key agreement for MTC devices. The 

introduction of new high speed cellular systems, the 

wireless communication field has been coined M2M 

(machine to-machine) or MTC (machine-to-computer) 

communication [1,2] is termed as communication without 

any human involvement. These devices are Machine Type 

Communication Devices (MTCD’S). In Health care 

services, fleet management, smart grid, and other 

scenarios will all benefit from the MTC. These are 

hardware-based machines deployed in a closed system. 

These use point-to-point one way communication usually 

embedded in hardware [3,4]. The main purpose of these 

devices is to monitor and control. These machines deal 

only with structured data and it always operates via 

triggered responses based on an action. Example of these 

machines is that vending machine whenever a refill is 

required and it will communicate to distributor’s 

machines. Any Networked Devices capable of performing 

actions without any interventions can be termed as 

Machine-to-Machine communication. This has laid the 

foundation for the IoT (Internet of Things). The M2M 

systems captures sensor data and transmit it to the 

network. Public Networks are used by M2M Systems for 

cost effectiveness like cellular or Ethernet. The M2M 

[5,6] system has sensors Wi-Fi or cellular 

communications link etc to perform triggered actions on 

some conditions.  

A. Motivation and Contribution of the paper 

Machine Type Communication are associated with big 

numbers of sensors tracking a few devices nation or 

events or actuation for an environment. These devices are 

mostly easy to manage but must always take highest level 

of safeguarding these devices to protect the surveillance 

and monitoring and controlling of homes or offices or 

buildings or traffic etc. Securing these devices is very 

crucial the efficient and secure protocol was being 

proposed to be used in M2M system. The scope of this 

paper is to layout and put in force a stable and light-weight 

key management protocol that enables the low resource 

nature of IoT devices, i.e. this device use much less 

quantity hardware and power required to system. 
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i. Our Contribution 

• A proposed solution to tackle the aforementioned 

problems involves the implementation of a streamlined 

key management protocol that utilizes a symmetric key 

method.    

• The implementation utilizes a modified version 

of the Diffie-Hellman key exchange algorithm to ensure 

group authentication.    

• Given the presence of a pre-existing, reliable 

pathway connecting the Femtocells to the HSS, the 

solution is deemed secure and can effectively address the 

challenges of the current system.    

• Our system is resistant to attacks due to its 

utilization of lightweight encryption, such as the TEA 

algorithm.    

• Our method aims to address the shortcomings of 

the existing system and enhance the reliability and 

security of the M2M system. 

B. Organization of paper  

The rest of the paper is organized as follows: In section 2, 

we present M2M communication security and section 3 

explains the related work and the drawbacks in existing 

methods. Section 4 discusses the proposed method 

procedure and its overview and experiment results 

presented in section 5.  Security analysis of the proposed 

method is presented in, and the outputs are kept for 

analysis in section 6, section 7 concludes the paper. 

II. M2M Communication Security 

 There are many key features of M2M Communications 

[11,12]. The major advantage is always low power usage 

by the devices so efficiency increased and M2M service 

is done effectively. Packet-switched service monitoring 

abilities are given by network operator which provides 

with capacity of event detection. Time control and 

tolerance is an amazing feature where, delayed transfers 

are accepted by system and also data can be sent or 

received at predetermined intervals[44]. When a device 

enters area triggers are automatically set to alert the 

devices. Since the data sent by the devices is very less it’s 

continually sent.  

 

Fig1: Network architecture of M2M Communications 

A. Requirements for M2M Communication  

There are some standards that are required for this 

Machine-to-Machine communication [6,7,8]. Scalability. 

The efficient functioning of the system should be very 

robust such that more addition of machines is done on the 

go. Anonymity is whenever there is requirement the 

system of M2M must hide the identity of the devices. It’s 

done such as to secure devices while re-connecting to the 

network [23,24]. Logging is a major requirement cause 

important events such as failures, faulty operations and 

service down time can be traced to investigate what went 

wrong in the M2M system. Communication principles in 

M2M systems enable communication in M2M 

applications [18,19,20] in the network so that all objects 

in the system can communicate with each other in a peer-

to-peer manner. The M2M system sometimes minimizes 

the load on the network such that all the objects must 

support uni or multi or any-cast communication methods. 

Message transmission scheduling is done for just to 

maintain delay tolerances in the network[25]. To make a 

Machine-to-Machine system secure the physical device 

must be made tamper-resistant. The network being used 

must also be secure. In the backend server security must 

also be implemented to make Machine-to-Machine 

communication more secure. Since there is no human 

intervention, all these elements must be strongly 

encrypted when the devices are either offline or online. 

B. M2M Authentication  

Authentication plays a major part in Machine-to-Machine 

communications [4,9]. For efficiency and due to increase 

in the number of devices the scheme that is being used 

must be faster and also should give less overhead. There 
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are different authentication schemes for M2M, however 

the main motive here is group authentication in an 

efficient way. 

C. M2M Key management  

Key Management is an important security characteristic 

for M2M communications. For efficient communication 

light weight key distribution is used in M2M 

communications [8,9]. There are different key distribution 

mechanisms used in M2M communications such as group 

key distribution, individual key distribution etc. The main 

motive of key management is to use light weight 

cryptography and increase the efficiency of the system. 

III. Related Work 

Previous research works in [2,3,13,15,16] has addressed 

security in group-based communication that takes sensor 

networks into account, with recommendations that 

increase performance. The result after these phases is to 

share a unique secret session key with network. A group 

key GKi is assigned to a group which has some number of 

MTCD’s by the operator. Through a secure channel the 

group key GKi is shared between all the elements. All 

MTCD devices have a manufacturer given number known 

as IMSI (Unique International Mobile Subscriber Identity 

Number) signaling messages The protocol reduces 

signaling messages because of hierarchical authentication 

which uses aggregate messages. Re-authentication 

increases with larger group size, but in case of failure 

entire group need not be re-authenticated. Communication 

cost for a full round the costs are calculated. This protocol 

when compared to others in multiple smaller group size 

there are other protocols which perform little better such 

as SE-AKA[7], Choi-AKA[27] etc. Computational cost of 

the cryptographic operations like hashing, pairing, ex-

oring and were considered. The cost by this protocol is 

very low, and the same with three protocols: MTC-

AKA[28], Choi-AKA[27], and G-AKA.  

During the authentication stage of the proposal, 

asymmetric cryptography [27] is used, which demands 

more computer power than symmetric cryptography. A 

protocol known as GLARM (group-based lightweight 

authentication scheme for resource-constrained machine-

to-machine communications) was described in [28,29]. It 

offers quick and mutual group authentication as well as 

key agreement and is entirely based on symmetric keys 

and hash functions. Its differentiation is the use of location 

area identification (LAI) of the base station involved in 

the authentication method to prevent assaults originated 

from intruder base stations. It comprises of two phases: 

Initialization and group authentication and key agreement. 

Base stations are uniquely identified by LAI.  

Based on symmetric cryptography, the protocol created by 

[32, 33] controls a collection of devices using a binary tree 

in which each node is given a secret value that is inherited 

from its parents. In addition to allowing each device to be 

authenticated concurrently with the group leader and 

establishing distinct session keys between the MME and 

each device, the tree offers an effective and secure 

framework for managing groups of devices. The secret 

values of the common tree nodes connecting every device 

to the MME and a random number produced by the HSS 

during the authentication process serve as the foundation 

for the session key [34]. 

A. Drawbacks in Existing Method 

In the existing methods [21,22] group key can be known 

by any user who newly joins the group and since each 

parameter is sent in plain text to the next tiers so it will be 

easy to perform a man in the middle attack on the network. 

In replay attack, an attacker captures the messages and 

may use it for the current session in the authentication and 

for further rounds fresh random numbers are generated for 

a new round of authentication. Since there is no 

encryption used in the communication process there’s a 

chance of getting some device IMSI numbers and acting 

as a legitimate device by the intruder. This method puts 

the whole system at risk of being attacked by an intruder. 

Also, there is a performance issue when a new device 

joins the whole group must be dynamically updated with 

a new group key and the authors did not discuss anything 

further about this group authentication scenario which 

makes the existing method not only vulnerable but also 

less efficient in terms of group authentication. 

IV. Proposed Method 

This section presents in detailed steps our proposed 

hierarchical authentication and key agreement for 

machine type communication devices.  

A. Overview of the scheme 

The proposed system reduces the signaling cost and 

increases the efficiency of the group authentication 

procedure using light weight cryptography. There is 

hierarchical authentication between the devices and the 

home subscriber server.  

This proposed scheme, each device has a unique number 

called IMSI (International Mobile Subscriber Identity). 

Each device sends a Message which includes it’s IMSI 

and a random number aimsi−i to the Tier-2. For each group 

the generated random numbers of every MTCD devices 

are added by the Femtocell to set a value known as    

 RG𝑖 = ∑ 𝑎𝑖𝑚𝑠𝑖−𝑖
𝑛
𝑖=1  

This is used as a value to set a key for the whole group by 

the HSS (Home Subscriber Server) and even the HSS will 

set a random number and uses Diffie Hellman to 

authenticate the whole group by coming to the same key 
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K at the both ends. Thus, this modified use of Diffie 

Hellman for the group authentication procedure makes the 

Tier-2 and the HSS derives the same key at both the ends. 

B. Details of the Proposed Method  

The communication link between the Mobility 

Management Entity (MME) and the Home Subscriber 

Server (HSS), as well as between Tier-3 and Tier-2 

components, is pre-established and secured using the 

Diameter protocol. Diameter is a protocol used for 

Authentication, Authorization, and Accounting (AAA) 

purposes in telecommunications networks. It ensures 

secure communication between network elements. 

Additionally, this communication link can provide 

security services for the transmitted data, ensuring 

confidentiality, integrity, and authenticity. 

The Group Key (GK) is a cryptographic key established 

by the Network Operator. It is used for securing group 

communications within the network. The HSS (Home 

Subscriber Server) plays a significant role in network 

authentication and authorization processes. It publishes a 

prime number P and a generator g of prime P to the 

network. These parameters are essential for cryptographic 

operations, particularly in establishing secure 

communication channels and generating cryptographic 

keys. 

Each device within the network is assigned a unique secret 

key, denoted as Kij. This key is shared between the device 

and the HSS (Home Subscriber Server). The unique secret 

key Kij is used for various security purposes, such as 

authentication, encryption, and integrity verification. It 

ensures that communication between the device and the 

network remains secure and private. Having a unique 

secret key for each device enhances security by limiting 

the impact of potential key compromises and 

unauthorized access attempts. 

i.The communication link between MME and HSS and 

Tier-3 to Tier-2 is pre-established and secure (based on 

Diameter protocol [37]), it can also supply security 

service for the transmitted data. The Group Key is GK 

which is setup by the Network Operator. HSS also 

publishes a Prime P and a generator g of Prime P to the 

network. 

ii.A Unique secret key Kij is with each, and every device will 

also be with the HSS.  

he proposed system has two phases: 

a. message aggregation phase  

b. authentication and key agreement phase.  

a. Message Aggregation Phase  

i.Each device has a unique number called as IMSI 

(International Mobile Subscriber Identity)  

ii.Each device sends a Message which include it’s IMSI and 

a random number aimsi−i to the Tier-2 MSG − MTCDi = IMSIi 

+ aimsi−i  

iii.Group formation is done by the Operator based on 

different criteria’s such as location, availability to the 

nearest femtocells etc.  

iv.Based on location the femtocell which is Tier-2 device 

aggregates all the Messages and forms a single Message 

which is Agg.MSG – Gi. 

v.For each group the generated random numbers of every 

MTCD devices are added by the Femtocell to set a value 

known as 

RG𝑖 =∑𝑎𝑖𝑚𝑠𝑖−𝑖

𝑛

𝑖=1

 

b. Authentication and Key Agreement Phase  

i.HSS publishes a prime P and a generator g. For each group 

HSS selects a secret RHSSi and calculates HSSi=g RHSSi 

mod P.  

ii.Femtocell for each and every group it generates a random 

number bi and adds it with RGi,    c = RGi + bi and 

calculates TSi = gc mod P.  

iii.For each and every group the TSi is sent to HSS and HSS 

sends HSSi. 

iv.At both the ends HSS and Femtocell, key agreement is 

done by multiplication under modulus P. i.e., K = (TSi). 

(HSSi) mod P. 

i.e. K = gc mod P. g RHSSi mod P 

          = g (C*RHSSi )mod P 

v.Now both the ends have the same key K, femtocell 

encrypts the aggregated messages of each group using the 

group key and sends it to MME. MME just adds the 

serving network identity SN − ID to the aggregated 

messages.  

vi.HSS receives these aggregated messages Agg.MSG − Gi 

from every group, it decrypts the messages using group 

key GK and it forms a table known as the group table.  

vii.Session keys SKMTCDi for each MTCD is generated by the 

HSS using the IMSI number IMSIi and group-ID and 

random number aimsi−i . 

Identifier IMSI Rand.mtcd Session Key 

GIDGi IMSIgi RIMSI−i SKIMSI−i 

GIDGj IMSIgj RIMSI−j SKIMSI−j 

GIDGk IMSIgk RIMSI−k SKIMSI− k 

Table 1: At HSS 
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viii.Each group table has group-ID and IMSI number and 

random number column and session key column. The 

session key column is filled with the generated session 

keys SKMTCDi. group table is formed for each group.  

ix.This group table is now encrypted with the key K and sent 

to the Femtocell. Femtocell receives this encrypted 

message and decrypts it with key K. 

x.The session keys SKMTCDi of each MTCD device are first 

encrypted with the random number aimsi−i and then sent to 

the respective MTCD devices. 

xi.The MTCD Devices decrypts the session key and uses that 

key for a respective time interval. Thus, secrecy is 

maintained throughout the communication process. 

Overall, the process of decrypting and using session keys 

for communication sessions enables MTCD devices to 

maintain secrecy and confidentiality throughout the 

communication process. By leveraging encryption 

techniques and secure key management practices, the 

integrity and privacy of data exchanged within the 

network environment are preserved, mitigating potential 

security threats and vulnerabilities. 

 

 

Fig.2. Interactive process of our Authentication and Key Agreement Phase. 

The figure 2, describes a process wherein Machine-Type 

Communication Devices (MTCDs) decrypt session keys 

received during communication establishment and utilize 

them for specific time intervals to maintain secrecy 

throughout the communication process. This approach 

ensures confidentiality by securely transmitting and 

decrypting session keys, which are then used exclusively 

for encrypting and decrypting data during active 

communication sessions. Regular key rotation further 

enhances security. Overall, this method safeguards the 

integrity and privacy of data exchanged within the 

network, mitigating potential security risks. 

V. Experiment Results  

The proposed scheme is implemented in and also was 

written in SPDL (Security Policy Definition Language). 

In Java the 5 tiers which are the end devices and Tier-2 

which is Femtocells and MME and HSS and two end 

devices were coded in Java and was tested for the 

performance and also security analysis done. The output 

was taken and was analyzed for the performance. The 
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experiment’s goal was to see performance of the protocol 

when implemented on devices. The number of 

computations performed, and the amount of storage 

required to store data required by the protocol are 

important parameters that protocol designers must 

optimize in devices. As a result, we assessed the 

protocol’s performance in terms of these two parameters. 

This section presents the performance and security 

analysis results that were obtained from implementations 

of Gateway, Node1, and Node2 on a Java socket 

programming for time and space consumption.  

Memory used table-2 and table-3 show the total amount 

of resources (memory, and time) that the protocol 

requires. In terms of memory, HSS uses 143Kb of 

memory, MME uses 100Kb of memory, Femtocell uses 

89Kb of memory, Node1 and Node2 requires 54Kb of 

memory to store the program code. The time taken by 

each component for operation is as follows: HSS has 

taken 4371ms, MME has taken 2371ms, Femtocell has 

taken 1548ms, node1 and node2 have taken 71 and 47ms 

respectively. 

 

Parameter Components Memory Used (Kb) 

Memory Usage HSS 143 

 MME 100 

 Femtocell 89 

 Node1 54 

 Node2 54 

Table-2: Memory Used 

Table-3:  Execution Time 

Parameter 

    

Components Time(ms) 

Execution 

times 

HSS 4371 

MME 2371 

Femtocell 1548 

 Node1  71 

Node2 47 

 

 

          Fig. 6. Output at Node1                                                                       Fig. 7. Output at Node2 

In Node1, Output shows generating IMSI and       In Node2, Output shows generation of IMSI  

Random Number and sent forward to get the       and Random Number and sent forward 

session key.                                                                      to get the session key. 
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Fig. 8. Output at MME 

In MME, Output shows session keys of Node1 and Node2 received and are then sent to Femtocell. 

 

Fig. 9. Output at HSS 

In HSS, Output shows publishing public parameters such 

as a generator g and prime P and shows generation of 

session keys for Node1 and Node2. Overall, the process 

of publishing public parameters and generating session 

keys within the HSS enables the establishment of secure 

communication channels between nodes within the 

network, ensuring the protection of sensitive information 

and the integrity of data exchanges. 

 

Fig. 10. Output of Femtocell 

In Femtocell, output shows agreed key between HSS is 

shown and using the group table session keys are sent to 

individual devices. In a Femtocell network, the output 

typically displays the agreed-upon key between the Home 

Subscriber Server (HSS) and the Femtocell. This key is 

crucial for establishing a secure communication channel 

between the Femtocell and the core network. Once this 

key is established, the Femtocell utilizes a group table to 

distribute session keys to individual devices within its 

coverage area. 
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Fig. 11. Comparison of computational costs, for m = 10.        Fig.12.  Comparison of computational costs, for m = 50. 

  

For specific values of 𝑚 (where 𝑚 represents the number 

of groups), Figures 11 and 12 illustrate the computational 

costs of the five examined protocols in relation to the 

number of devices. Both the formulas and graphs 

demonstrate that the communication cost escalates 

linearly with the number of devices (𝑛). Generally, the 

proposed protocol outperforms existing protocols as the 

number of devices increases, particularly when the 

number of groups is expanded to 50. This observation 

indicates the efficiency and scalability of the suggested 

protocol in managing communication costs across a 

growing network of devices, offering a promising solution 

for large-scale deployments. 

VI. Security And Complexity Analysis 

The proposed scheme does not require many complex 

operations. It just uses aggregation and Diffie Hellman 

key exchange and through a secure channel. The proposed 

scheme is very efficient in terms of speed. It distributes 

the symmetric key. When there is a key agreement going 

on Femtocell end by the HSS the only processing power 

is taken by Femtocell and the HSS only and when the 

session keys are sent to each individual MTCD’s then they 

decrypt using the random number which they generated. 

This scheme uses as much less storage as possible and 

since HSS is a high-end machine which can set up a safe 

prime P and a generator g and publicly broadcast to any 

Tier devices which want communication with the HSS. In 

the outputs we can see that the devices are taking around 

only 40-70 milliseconds which is a good start, similarly 

when there are many devices then the time needed to 

authenticate also becomes very less.  

 

Fig. 3. Session Key Distribution by Tier-2: Femtocell 
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A. Scyther Results 

The experiment’s goal was to see performance of the 

protocol when implemented on devices. The number of 

computations performed, and the amount of storage 

required to store data required by the protocol are 

important parameters that protocol designers must 

optimize in devices. As a result, we assessed the 

protocol’s performance in terms of these two parameters. 

This section presents the performance and security 

analysis results that were obtained from implementations 

of Gateway, Node1, and Node2 on a Java socket 

programming for time and space consumption. In Figure 

4 presents security analysis of our scheme using Scyther 

and it shows no attacks found within bounds. 

 

Fig. 4. Scyther Results on Proposed System 

In Figure 4 protocol Claim Aliveness(Alive), weak-agreement(weakagree), Non-injective 

Agreement (Niagree), Non-injective synchronization (Nisynch) 

 

Fig. 5. Verification of Proposed System 
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Our proposed method is resistant to standard attacks and 

performance of the method is an efficient compared other 

existing methods. 

VII. Conclusion 

The primary goal of this paper is to identify and resolve 

design flaws in the current system while introducing a 

lightweight and secure solution for M2M communication. 

The existing system relies solely on hashes without 

employing encryption for security. In this design modified 

Diffie Hellman key exchange is used to provide group 

authentication. Since there is already a safe and secure 

channel from the Femtocells to the HSS the design is safe 

to use and it overcomes the issues of an existing system. 

This proposed system is resistance to attacks because it 

uses lightweight encryption such as TEA encryption 

algorithm. This proposed system removes the issues of 

existing system and will increase the reliability and 

security of M2M system. Furthermore, we intricate and 

optimized hierarchical authentication method can be 

developed and some efficient key management schemes 

can be explored. 
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