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Abstract: OTKA-AED framework is built with the intention of guaranteeing safe message exchange between 

owners and requesters of cloud data. Additionally, for every session number, the OTKA-AED framework obtains 

the encryption and decryption method based on the bilinear mapping transformation and reverse bilinear mapping 

transformation. In order to provide the public key and secret key, the OTKA-AED framework initially employs 

the one-time key generation function. This reduces the key generation time and hence increases cloud security. 

Finally, the permission tag-based encryption and decryption is carried out in accordance with the authorization 

tag, which ensures authorisation by effectively reducing communication and storage overhead. The proposed 

OTKA-AED architecture further ensures message processing within the cloud environment by increasing the 

security of message communication by encrypting key attributes shared among cloud users. 
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1. Introduction 

Both the academic and business worlds have 

given the cloud environment a lot of attention. The 

firm can easily share the various services in a secure 

manner using CC. The personal information of the 

cloud data owner is transferred to the cloud servers 

via numerous middlemen, where it is shared at any 

time with other cloud data requesters. The cloud 

environment allows the user to access the data at any 

time, from any location. 

CC is on-demand network access used to 

assess the information and resources on the internet. 

The use of the CC services can secure the 

outsourcing of data security, data privacy, and 

service availability to 3rd parties. The owners of 

cloud data can send their message securely and at a 

high level of security. However, CC uses attribute 

encryption to ensure the protected message 

communication while leaving the authorisation 

factor unresolved. 

The OTKA-AED architecture is suggested as 

a solution for the previously mentioned constraint to 

enhance message security and speed up key 

generation. The public key and public key are 

generated among the cloud information proprietors 

and cloud servers. The public and secret keys are 

installed among cloud data owners and cloud servers 

employing a one-time key generation function. With 

these keys, Authorization Tag-based Attribute 

Encryption encrypts key attributes using the 

authorization tag, resulting in ciphertext with 

reduced computational overhead. This facilitates the 

execution of Authorization Tag-based Attribute 

Decryption, which decrypts the cypher text and 

retrieves the original message, will enable protected 

message communication in cloud service 

provisioning. 

 

2. Literature Review 

In 2016, Zhu and Jiang pioneered the 

development of a robust method for secure data 

sharing, focused on dynamic group-based key 

distribution and data sharing. The primary aim of 

this mechanism is outlined as follows: Instead of 

relying on conventional communication channels, 

the secure data sharing system establishes a 

framework to securely share keys. By using group 

manager, users can successfully access their private 
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keys without the need for certificate authorities 

according to user authentication.  

The Searchable Symmetric Encryption 

Scheme with Rankings was developed by Cong 

Wang et al. (2012) to facilitate the effective usage of 

Cloud-based remote storage of encrypted data. 

Ranking search significantly improves system 

usability and, as a result, the accuracy of file 

retrieval by enabling the relevance rating of search 

results. It is crucial to carefully consider ranked 

search techniques such as relevance scoring, ranked 

search solution authentication, and command 

transfer from one to many in order to correctly 

maintain the sensitive score data. 

A KP-ABE approach was presented by 

Changji Wang and Jianfa Luo (2013) to offer a 

higher level of security for CC supply. Additionally, 

the KP-ABE system enables senders to encrypt 

messages in the attributes, groups, and private keys 

are connected based on access structures that specify 

which type of cypher texts the key holder is 

permitted to decrypt. By utilising the Delerablee 

identity-based broadcast encryption system, the KP-

ABE approach creates the constant cypher text size. 

This makes it possible to express the access strategy 

with any form of repetitive access structure. Amount 

of bilinear pairing is regarded as constant while 

cypher text size is self-governing to the number of 

cypher text attributes. 

 

3. Proposed Work 

The OTKA-AED framework has been 

developed to securely outsource confidential 

messages across cloud servers, utilizing third-party 

assistance and advanced key generation techniques. 

The CSP and cloud users (i.e., cloud data owners 

and cloud data requesters) are described by the 

OTKA-AED architecture as providing the session 

key and public keys for achieving message exchange 

in a secured way. This reduces the storage and 

communication costs associated with provisioning 

cloud services. 

Let’s consider the security factor “SK” when 

designing the suggested OTKA-AED framework. 

By selecting the two multiplicative cyclic groups 

“G1” and “G2” we may construct the bilinear map 

“f: G1* G1→ G2”. The cloud users are formed by 

assuming the cloud data owners are “DOi=DO1, 

DO2,..., DOn” and the cloud data requesters are 

“DRi=DR1, DR2,...DRn”. The cypher text is created 

after the plain text, which is represented by the 

symbol “M” has been encrypted. The encryption and 

decryption are carried out by a third party, or “TP” 

and are recorded in a matrix with attributes set as 

“α={attr1, attr2,..., attrn}” respectively. 

 

3.1. One Time Key Generation 

When implementing attribute encryption in 

the cloud, it's crucial to consider the challenges 

posed by one-time key generation. The utilization of 

centralized cloud storage results in nonlinear 

increases in key generation time and file size due to 

the accumulation of cloud data. In the suggested 

OTKA-AED framework, secured message 

communication is achieved by using the One Time 

Key Generation function, which generates the 

through a third party, cloud users can exchange 

public key and private key. Both the Public Key 

(PK) and Secret Key (K) are used in every session 

as the parameters for encryption and decryption. The 

session key 𝑆𝐾𝑒
𝑖 with the 𝑖𝑡ℎ session for the 𝑒𝑡ℎ 

cloud user is represented as the message 

transmission ‘M’ together with the cypher text that 

contains the message to be encrypted. 

Figure 3.1 An in-depth explanation of the One Time 

Key Generation

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure3.1: One Time Key Generation 
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The suggested OTKA-AED framework 

serves as the foundation for the one-time key 

generation function diagram depicted in Figure 3.1. 

The cloud user “CUi” and the third party “TP” 

utilise the public key 𝑃𝐾𝑒
𝑖 and secret key 𝐾𝑒

𝑖 for the 

eth  cloud user by the session number ‘i’ to assess the 

key generation function in order to achieve key 

synchronisation. This leads to the following 

expression for the public key and secret key’s 

mathematical formula. 

𝑃𝐾𝑒
𝑖 = 𝑅𝐴𝑁(𝐶𝑈𝑖)    

 3.1 

𝐾𝑒
𝑖 = 𝐾𝐺(𝑖, 𝑃𝐾𝑒

𝑖−1)              

 3.2 

The key generation is denoted by KG in 

Equations (3.1) and (3.2). Additionally, the 

suggested OTKA-AED framework is used to 

generate the novel session key 𝑃𝐾𝑒
𝑖 utilising third-

party 𝑇𝑃 at sessions. The session number ‘i’ is 

moved through the third party 𝑇𝑃 by utilising 

broadcast message 𝑀𝐵 is represented as, and the 

cloud user named random number generates the 

public key. 

𝐵𝑀 = {𝑖, 𝐴𝑇, 𝐸𝑃𝐾𝑒
𝑖 (𝑀)}   3.3 

The cypher text 𝐸𝑃𝐾𝑒
𝑖 (𝑀)  is denoted in the 

question (3.3), and the message “M” is encrypted 

using the cypher text and session key𝑃𝐾𝑒
𝑖. 

Additionally, the broadcast message “BM” contains 

the permission tag “AT”. All lawful cloud requesters 

use the authorization tag, which only effectively 

checks message authentication. For this, the 

broadcast message is used to describe the public key 

PK and session key𝑆𝐾𝑒
𝑖. 

𝑃𝐾𝑒
𝑖 = {𝑀 → 𝐴𝑡𝑡𝑟, 𝐾𝑒

𝑖, 𝑛, 𝐺1,𝐺2} 

 3.4 

𝑆𝐾𝑒
𝑖 = 𝐾𝐺(𝑖, {𝐸𝑆𝐾𝑒

𝑖 (𝑀), } 𝐾𝑒
𝑖−1)  

 3.5 

= 𝐻 (𝑖, ||𝐸𝑆𝐾𝑒
𝑖 (𝑀))   

  3.6 

𝐾𝑒
𝑖 is the secret key designated to the cloud 

user “e” within the ith session, according to Equation 

(3.5), where 𝑀 → 𝐴𝑡𝑡𝑟 stands for “attributes”,  “n” 

stands for “number of attributes” and “G1” stands for 

the multiplicative cyclic group of the bilinear map 

G1*G1→G2. Therefore, the suggested OTKA-AED 

system enhances message security by quickly 

encrypting key qualities between cloud users and 

third parties. Additionally, Figure 3.2 provides an 

algorithmic description of the one-time key 

generation algorithm. 

Input: Cloud Data Owners ‘DOi=DO1,DO2,…DOn’, Cloud Data Requesters ‘DRi=DR1,DR2,…,DRn’, Cloud users 

‘CUi=CU1,CU2,…,CUn’, Cloud Server ‘CSi=CS1,CS2,…,CSn’ 

Output: Minimized Key Generation Time 

Step1: Begin  

Step2: For each session ‘i’ 

Step3: For each Cloud users ‘CUi’ with Data Owners ‘DOi’ and Data Requesters ‘DRi’  

Step4: Measure public key using      (3.1)  

Step4: Measure secrete key using      (3.2)  

Step5: Evaluate broadcast message and public key using   (3.4)  

Step6: Evaluate session key using      (3.5) 

Step7: End for  

Step8: End for  

Step9: End 

Figure3.2: One Time Key Generation Algorithm 

 

The one-time key creation algorithm is 

shown in Figure 3.2 above. With the help of a one-

time key generation process, the cloud user and 

cloud server are initially calculated for each session. 

By utilizing broadcasted messages, the key 

generation function is assessed for each session 

based on the session key, public key, and secret key, 

which reduces the time needed to generate the key 

effectively. 

 

3.2 Encryption of attributes based on 

authorization tags 

The proposed OTKA-AED uses attribute encryption 

to communicate the message of the cloud data owner 

with other requesters using the authorization tag 

provided by the cloud data owner. Messages 

delivered through cloud data owners generate the 

authorization tag “AT” during message 

broadcasting. After evaluating the authorization tag 

“AT” provided by cloud users using the suggested 
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OTKA-AED architecture, the encryption is carried 

out. Authorization Tag-based Attribute Encryption's 

activity diagram is shown in Figure 3.3 and is based 

on the OTKA-AED framework that is suggested 

below. 

 
Figure 3.3 Activity Diagram of Authorization Tag-based Attribute Encryption 

 

Figure 3.3 shows how to implement message 

encryption using the data owner and authorization 

tag-based attribute encryption. Let’s assume that the 

message “M” the secret key “K” the matrix “MAT” 

the order “m*n” and ‘α’ all denote the rows of the 

matrix "MAT," correspondingly, to the attributes set 

‘α’.  

𝑃𝑎𝑟𝑎𝑚𝑠 = (𝑀, 𝐾, 𝑀𝐴𝑇, 𝛼)  

   3.7 

The supplied parameters are from Equation 

(3.7). The random vector is selected from a set of 

parameters that serve as the message’s input and is 

symbolised by. 

𝑉 = (𝑒, 𝑎𝑡𝑡𝑟1, 𝑎𝑡𝑡𝑟2, … . 𝑛𝑎𝑡𝑡𝑟𝑛) € 𝐺2 

   3.8 

𝛽 = 𝑉 ∗ 𝑆𝐾𝑒
𝑖    

    3.9 

According to Equations (3.8) and (3.9), ‘V’ 

is represented as the random vector that shares the 

encryption with each user 𝑒𝑡ℎ of the cloud and is 

evaluated in relation to the attribute values 

𝑎𝑡𝑡𝑟1, 𝑎𝑡𝑡𝑟2, … . 𝑎𝑡𝑡𝑟𝑛 , Additionally, using the 

OTKAAED framework, 𝑟𝑖  € 𝐺2 makes a random 

choice for the exponent value. The following 

formalises the cypher test based on the exponent 

value. 

𝐶 = 𝑀 ∗ 𝑒 ∗ 𝑓(𝐺1 ∗ 𝐺1)  3.10 

𝐶𝑖= 𝐺1 ∗ 𝐻(𝛼(𝑖))−𝑟𝑖    

 3.11 

𝐶𝑇 = 𝐺2
𝛽(𝑀, 𝛼), 𝐶, 𝐶𝑖  

 3.12 

According to Equation (3.12), “CT” refers to 

the cypher test in which the owner of clou data uses 

the proposed OTKA-AED architecture to upload an 

encrypted message to a third party (TP). As a result, 

the message is considered to be encrypted while 

evaluating the permission tags that the cloud user 

has access to, effectively reducing the storage 

overhead. Additionally, Figure 3.4 illustrates the 

algorithmic procedure of the proposed OTKA-AED 

framework-based allowed attribute encryption 

algorithm. 

Input: Message ‘M’, Secret Key ‘K’, set of attributes ‘α’, Cloud Data Owners ‘DOi=DO1,DO2,…DOn’, Cloud 

Data Requesters ‘DRi=DR1,DR2,…,DRn’, Cloud users ‘CUi=CU1,CU2,…,CUn’ 

Output: Optimized Storage Overhead  

Step1: Begin 

Step2: For each Cloud users CUi with Data Owners DOi, Cloud Data Requesters DRi, set of attributes ‘α’ 

Step3: If 𝐷𝑂𝑖(𝐴𝑇) = 𝐷𝑅𝑖(𝐴𝑇) 
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Step4: Extract parameters using (3.7) 

Step5: Evaluate random vector using (3.8) 

Step6: Obtain cipher text ‘CT’ using (3.10), (3.11) and (3.12) 

Step7: End if 

Step8: End for 

Step9: End 

Figure 3.4 Authorized Attribute Encryption Algorithm 

 

Figure 3.4 above illustrates how cloud 

users' permission tags are verified to ensure that the 

permitted attribute encryption scheme is in place. 

Next, in order to reduce the computational 

complexity, the parameters are extracted in the form 

of a matrix and stored as a vector. Finally, the 

encrypted message is stored in the cloud server 

using the OTKA-AED architecture, which 

significantly reduces the storage overhead for the 

deployment of cloud services. 

3.5.3 Decryption Based on Authorization Tags 

The proposed OTKA-AED framework uses 

authorization tag-based attribute decryption in the 

cloud environment after conducting authorization 

tag-based attribute encryption. The approved cloud 

data requesters (DRi) can easily access the message 

of the Cloud Data Owners (DOi) after receiving the 

modified cypher text (CT). Additionally, the 

modified cypher text, or ‘CT’ is used as the input to 

data decryption, and the secret key 𝐾′𝑒
𝑖   is linked 

using the attribute specified in vector ‘V’ which 

helps to satiate the approved tag being implemented 

with encrypted data. The message ‘M’ is then 

obtained based on the calculation shown below. 

(𝐶𝑇, 𝐾𝑒
𝑖 , 𝑀) =

(𝑒∗𝑓(𝐺1∗𝐺1)∗𝑀)

(𝑒∗𝑓(𝐺1∗𝐺1))
  

  3.13 

(𝐶𝑇, 𝐾𝑒
𝑖 , 𝑀) = 𝑀   

  3.14 

By implementing the suggested OTKA-AED 

framework in the cloud, the encrypted data message 

is decrypted by the cloud requester and results in the 

actual message ‘M” according to Equations (3.13) 

and (3.14). As a result, the examination of the 

authorization tag among cloud users, which 

improves the protected message transfer, results in a 

reduction in communication overhead. Using the 

OTKA-AED framework that is suggested below, 

Figure 3.5 illustrates the algorithmic explanation of 

the Authorized Attribute decryption algorithm. 

Input: Message ‘M’, Secret Key ‘K’, Cloud Data Requesters ‘DRi=DR1,DR2,…,DRn’, cipher test 𝐶𝑇′ Cloud Data 

Owners ‘DOi=DO1,DO2,…DOn’ 

Output: Reduced Communication Overhead 

Step1: Begin 

Step2: For each Data Requesters 𝐷𝑅′𝑖 and Secret Key 𝐾′𝑒
𝑖  

Step3: 𝐼𝑓 (𝐷𝑅𝑖(𝐴𝑇)) = (𝐶𝑂𝑖(𝐴𝑇)) 

Step4: 𝐼𝑓 (𝐶𝑇′𝑖 = 𝐶𝑇𝑖(𝐴𝑇)) 𝑎𝑛𝑑(𝐾′
𝑒
𝑖

= 𝐾𝑒
𝑖)  

Step5: Obtain the decrypted message using (3.13) and (3.14)  

Step6: Else  

Step7: Function not satisfied  

Step8: Go to (2)  

Step9: End if  

Step10: End if  

Step11: End for  

Step12: End 

Figure3.5: Authorized Attribute Decryption Algorithm 

Figure 3.5 explains the approved attribute 

decryption algorithm, which decrypts the encrypted 

message based on the authorization tag that was 

acquired using the cloud requester by using the 

authorization strategy. Owners of cloud data and 

those making requests for cloud data both have 

equivalent authority over the permission tag. There 

is a decryption procedure used to recover the 

original data. With the cloud data owner and 

requester, a secret key is generated using the cypher 

text. Due to the comparison of permission tags, 

which results in less communication overhead and 

increased security in CC, the message is finally 

decrypted. 
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3.6 Experimental Otka-Aed Framework 

Procedure 

In this section, the OTKA-AED framework 

is suggested and put into practise using the Amazon 

Simple Storage Service (Amazon S3) dataset and the 

Java programming language to provide secured 

message communication among cloud users. Data 

includes files, photos, and other types of essential 

information are stored in Amazon S3. For cloud 

service provisioning, an Amazon S3 provides a 

more dependable, quick, and affordable data storage 

architecture. For many services, Amazon S3 stores 

the data objects and enables concurrent read and 

write access. Information can be easily retrieved 

thanks to the read and write access for these data 

items. 

The proposed OTKA-AED framework was 

created with cloud service provisioning in mind. The 

experimental evaluation is carried out using the 

OTKA-AED framework, and the outcomes are 

compared with the following parameters. The 

number of cloud users ranges from 10 to 100, and 

the file size is distributed into l pieces with data sizes 

ranging from 10 KB to 35 KB. The examination of 

the OTKA-AED architecture for secured message 

communication among cloud data owners and cloud 

requesters is evaluated using a variety of simulation 

metrics, including key generation time, storage 

overhead, and communication overhead, which are 

presented below. 

3.7 Results And Discussion 

The proposed OTKA-AED framework is 

compared to the existing approaches, including the 

KP-ABE scheme created by Changji Wang and 

Jianfa Luo, the Ranked Searchable Symmetric 

Encryption Scheme created by Wang et al. (2012), 

and the Secure Data Sharing Scheme created by Zhu 

and Jiang (2016). (2013). The effectiveness of the 

suggested OTKA-AED framework is assessed using 

the values shown in the tables and graphs as well as 

the following metrics. 

3.7.1 Measure of Key Generation Time 

The time needed to generate the public key 

and the secret key to enable secured message 

transmission among cloud users by a third party is 

referred to as key generation time in the proposed 

OTKA-AED framework. The following is a 

mathematical formulation of key generation time. 

KGtime=Size of the attributes*Time(public 

key)*Time(secrete key)   3.15 

From Equation (3.15), KGtime is defined as 

the key generation time, which is taken into account 

while determining the size, public key, and secret 

key that must be created for a cloud user. 

It is quantified in milliseconds (ms). The 

process is said to be more effective when key 

generation takes less time. 

 

Table 3.1 Tabulation for Key Generation Time 

File 

size 

(KB) 

Key Generation Time (ms) 

OTKA-AED 
Existing Secure Data 

Sharing 

Existing KP-

ABE 

Existing Ranked Searchable 

Symmetric Encryption 

10 0.031 0.043 0.058 0.075 

20 0.037 0.05 0.064 0.081 

30 0.041 0.053 0.068 0.085 

40 0.039 0.052 0.067 0.084 

50 0.044 0.057 0.072 0.089 

60 0.047 0.06 0.075 0.092 

70 0.046 0.059 0.074 0.091 

80 0.054 0.067 0.081 0.098 

90 0.058 0.072 0.086 0.103 

100 0.061 0.075 0.089 0.106 
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Table 3.1 compares the key generation times 

for current methods such the KP-ABE by Changji 

Wang and Jianfa Luo and the ranked searchable 

symmetric encryption scheme by Wang et al. (2012) 

and the secure data sharing scheme by Zhu and Jiang 

(2016) with the proposed OTKA-AED framework 

(2013). The range of file sizes used for conducting 

experiments is 10 to 100. According to Table 3.1, all 

approaches have longer key generation times as file 

sizes grow. When compared to current approaches, 

the proposed OTKA-AED system, however, 

dramatically reduces the time required for key 

generation. Figure 3.6 shows the graph, which is 

produced based on the data in the table. 

 

 
Figure 3.6 Measure of Key Generation Time 

 

The proposed OTKA-AED framework's 

key generation time is depicted in Figure 3.6 and 

compared to the state-of-the-art approaches, such as 

the secure data sharing scheme developed by Zhu 

and Jiang (2016), the ranked searchable symmetric 

encryption scheme developed by Wang et al. (2012), 

and the KP-ABE developed by Changji Wang and 

Jianfa Luo (2013). The chart shows that, in 

comparison to current methods, the key generation 

time is significantly shorter. This is due to the fact 

that only the key characteristics are addressed by the 

One Time Key Generation method, and for each key 

attribute, the generation of the public key and the 

secret key is calculated with respect to the time, 

increasing the files ability to be read remotely. As a 

result, the suggested OTKA-AED framework for 

secure message exchange can be used in the cloud 

with confidence. As a result, the proposed OTKA-

AED framework's key generation time is decreased 

by 23%, 38%, and 44%, respectively, in comparison 

to the existing ranked searchable symmetric 

encryption scheme by Wang et al. (2012), the 

existing secure data sharing scheme by Zhu & Jiang 

(2016), and the existing KP-ABE by Changji Wang 

& Jianfa Luo (2013). 

3.7.2 Measure of Storage Overhead 

The difference between the actual message 

size, the size of the characteristics, and the sum of 

the sizes of the authorization tags utilising time 

stamps is known as the storage overhead. It has the 

following formulation and is measured in kilobits 

per second (kbps). 

𝑆𝑂 =
(𝐴𝑐𝑡𝑢𝑎𝑙 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑠𝑖𝑧𝑒−𝐴𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒 𝑠𝑖𝑧𝑒+𝑆𝑖𝑧𝑒 𝑜𝑓 𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝑇𝑎𝑔)

𝑇𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝
 

  3.16 

 

According to Equation (3.16), SO is 

defined as the CSP's storage overhead, which is 

mostly caused by the properties of the outsourced 

messages and the size of the authorization tags. 

Using the OTKA-AED architecture, the method is 

said to be more efficient if the rate of storage 

overhead is decreased. 
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Table 3.2 Tabulation for Storage Overhead 

File size 

(KB) 

 Storage Overhead (Kbps) 

Proposed 

OTKA-

AED 

Existing Secure 

Data 

Sharing 

Existing 

KP-ABE 

Existing Ranked Searchable 

Symmetric Encryption 

10 101 168 225 246 

20 185 245 300 329 

30 235 295 352 372 

40 349 409 467 487 

50 397 452 504 524 

60 449 509 563 583 

70 520 580 632 652 

80 532 600 646 666 

90 554 615 660 680 

100 570 630 671 691 

 

Table 3.2 compares the storage overhead in relation 

to file size utilising the OTKA-AED framework as 

provided by Wang et al. (2012), the ranked 

searchable symmetric encryption system by Zhu & 

Jiang (2016), and the KP-ABE by Changji Wang & 

Jianfa Luo (2013). The size of the files is between 

10 and 100. According to the table, storage overhead 

increases for all techniques as file size increases. 

However, it is much diminished in the OTKA-AED 

system. Figure 3.7 shows the graph, which is 

produced based on the data in the table. 

Figure 3.7 explains the measure of storage 

overhead for the proposed OTKA-AED framework 

in comparison to the current approaches, including 

the secure data sharing scheme by Zhu & Jiang 

(2016), the ranked searchable symmetric encryption 

scheme by Wang et al. (2012), and the KP-ABE by 

Changji Wang & Jianfa Luo (2013). 

 
Figure 3.7 Measure of Storage Overhead 
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In comparison to the currently used 

approaches, the OTKA-AED system shown in 

Figure 3.7 above significantly reduces the storage 

overhead. This is because only the authorization tags 

are examined to possess the cloud data owners and 

cloud data requesters due to the Authorization Tag-

based Attribute Encryption method. Additionally, 

utilising the OTKA-AED architecture, the message 

is only encrypted when the permission tag is 

accepted by both parties. Thus, when compared to 

existing secure data sharing schemes developed by 

Zhu & Jiang (2016), ranked searchable symmetric 

encryption schemes developed by Wang et al. 

(2012), and KP-ABE developed by Changji Wang 

& Jianfa Luo (2013), the proposed OTKA-AED 

framework reduces storage overhead by 16%, 29%, 

and 26%, respectively. 

3.7.3 Measure of Communication Overhead 

The suggested OTKA-AED framework 

defines the communication overhead as the ratio of 

the number of cloud users and the amount of 

message lost with regard to the specified timestamp. 

The following is a mathematical representation of 

the communication overhead. 

𝐶𝑂 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑐𝑙𝑜𝑢𝑑 𝑢𝑠𝑒𝑟∗𝑀𝑒𝑠𝑠𝑎𝑔𝑒 𝑙𝑜𝑠𝑡

𝑇𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝
  

  3.17 

The term communication overhead (CO) is taken 

from Equation (3.17). The efficiency of the method 

is said to increase with lower communication 

overhead. Bits per second are used to evaluate it 

(bps). 

 

Table 3.3 Tabulation for Communication Overhead 

No. of 

Cloud 

Users 

Communication Overhead (bps) 

Proposed  
Existing Secure 

Data Sharing 

Existing KP-

ABE 

Existing Ranked 

Searchable Symmetric 

Encryption 

10 10.3 12.4 14.2 17.1 

20 16.2 18.3 20.5 23.4 

30 21.6 23.8 26.1 29.5 

40 27.1 29.9 31.4 35.3 

50 32.4 34.1 36.7 39.6 

60 38.7 41.4 44.3 47.8 

70 47.5 49.8 52.5 55.7 

80 52.8 55.5 59.2 62.9 

90 58.2 60.2 63.1 66.4 

100 62.1 63.7 67.9 70.3 

 

Table 3.3 shows the communication overhead based 

on file size using the OTKA-AED framework that 

has been proposed as well as currently used 

techniques like the secure data sharing scheme 

developed by Zhu and Jiang (2016), the ranked 

searchable symmetric encryption scheme developed 

by Wang et al. (2012), and the KP-ABE developed 

by Changji Wang and Jianfa Luo (2013). The range 

of file sizes is 10 to 100. For all of the strategies in 

Table 3.3, increasing the file size also increases 

communication overhead. In contrast to current 

approaches, the suggested OTKA-AED framework 

effectively reduces the communication overhead. 

Figure 3.8 shows the graph, which is produced based 

on the data in the table. 
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Figure 3.8 Measure of Communication Overhead 

 

The proposed OTKA-AED framework's 

communication overhead is measured in Figure 3.8 

and compared to existing approaches like the secure 

data sharing scheme developed by Zhu & Jiang 

(2016), the ranked searchable symmetric encryption 

scheme developed by Wang et al. (2012), and the 

KP-ABE developed by Changji Wang & Jianfa Luo 

(2013). The proposed OTKA-AED framework 

greatly reduces the communication overhead when 

compared to current approaches, as demonstrated in 

Figure 3.8. This is because the Authorized Attribute 

Decryption technique is being used, which decrypts 

the encrypted message using the authorization tag 

that the cloud requester possesses. The encryption 

content is converted to plain text using the 

comparison of the permission tag and secret tag, 

resulting in less communication overhead between 

cloud users. As a result, when compared to current 

approaches, the proposed OTKA-AED architecture 

reduces communication overhead by 7%, 21%, and 

14%. 

 

Conclusion: 

The proposed OTKA-AED framework is built with 

the intention of guaranteeing safe message exchange 

between owners and requesters of cloud data. 

Additionally, for every session number, the OTKA-

AED framework obtains the encryption and 

decryption method based on the bilinear mapping 

transformation and reverse bilinear mapping 

transformation. In order to provide the public key 

and secret key, the OTKA-AED framework first 

uses the one-time key generation function. This 

reduces the key generation time and hence increases 

cloud security. Finally, the permission tag-based 

encryption and decryption is carried out in 

accordance with the authorization tag, which 

ensures authorisation by effectively reducing 

communication and storage overhead. The proposed 

OTKA-AED architecture further ensures message 

processing within the cloud environment by 

increasing the security of message communication 

by encrypting key attributes shared among cloud 

users. 

Additionally, the effectiveness of the suggested 

OTKA-AED framework is evaluated using the 

following metrics for cloud service provisioning, 

including key generation time, storage overhead, 

and communication overhead. The simulation 

findings show that the proposed OTKA-AED 

framework, when compared to state-of-the-art 

works, decreases key generation time by 35%, 

storage overhead by 24%, and communication 

overhead by 14%. However, simply verifying cloud 

data is insufficient. To provide an optimum cloud 

service provider, the proposed Fuzzy K-Means and 

K-Medoids algorithms are created. Additionally, the 

Algorithms for fuzzy K-Means and K-Medoids, 
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which are covered in more detail in the next section, 

greatly reduce the encryption time in CC by 

authenticating the cloud data. 
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