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Abstract: Through the use of wireless networks, the Internet of Medical Things (IoMT) facilitates communication
between patients and healthcare professionals. Consequently, similar to many other Internet of Things (10T) devices,
IoMT devices do not have adequate security protections. Every time a doctor and patient conduct business, our
technology utilises a blockchain to encrypt their sensitive medical information. Additionally, the doctor is able to
submit the therapy to the blockchain with the assistance of this method. Every time a doctor and patient conduct
business, our technology utilises a blockchain to encrypt their sensitive medical information. Additionally, the
doctor is able to submit the therapy to the blockchain with the assistance of this method. The study uses the idea of
Identity Based Encryption management with blockchain technology. Users protect themselves from fraud and
identity theft with the help of the Identity based Management system's encryption features. By integrating these
technologies, the data storage process can be made more secure and safeguard the privacy of the 1oMT. This
approach is simply modified to enable search capabilities. Lastly, the efficiency and effectiveness of the proposed
schemes is verified by comprehensive performance assessments and security studies.
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l. Introduction technology and identity-based encryption.

Cyberspace information is more transparent,

Patients benefit greatly from access to accurate
medical records. New medical treatment for each
patient is necessary to document their medical history
since, in the present medical systems of different
institutions, much of this information cannot be used
interchangeably. Sometimes, the only way to get data
is to rely on generalised memories. Paper medical
records are still used by the majority of hospitals;
however, they are prone to damage and loss, making
them an inaccurate way of documenting medical
information. All of the system's nodes, operations,
and transactions benefit from blockchain technology's
distributed ledgers. Data privacy, nonrepudiation, and
integrity can be achieved via electronic signature
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behaviour is easier to monitor, and all nodes
contribute data.

We are now living in the digital age, and with the
growth of IoT technologies comes a host of design
considerations for organisations about privacy.
Healthcare organisations have an ethical and legal
dilemma when it comes to patients' medical data,
which makes security a challenging subject to handle.
Preliminary research indicates that blockchain
technology can provide a significant solution to the
data security problems affecting the Internet of
Things. Therefore, when developing a blockchain
strategy for healthcare applications, it is essential to
guarantee data security [1].

New opportunities for remote health data analysis to
achieve smart healthcare have emerged with the
expansion of the Internet of Things (loT). However,
due to the sensitive nature of medical records,
safeguarding patients' data privacy seems to be a
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tough task. Storing sensitive patient data on servers
owned by other parties poses serious threats to data
privacy.As long as patients' privacy and security are
paramount, sharing EHRs can improve the reliability

USERS

of diagnoses. One potential solution to facilitate
secure and private sharing of individual health
records is blockchain technology, which has many
advantages, including immutability [2].

CLOUD DATABASE
7 N\ Pa
BLOCK CHAIN
HANDSHAKER
EHR

Fig.1 Block chain based Electronic Health Record Storage

By using a wide range of sensing devices
and communication protocols, the Internet of Things
(10T) enables interactions between numerous entities.
The Internet of Things (IoT) is an expansion of the
current Internet that decreases the need for human
participation in information exchange by transmitting
data acquired by terminal devices over different
communication protocols. In order to improve
people's quality of life, the Internet of Things (IoT) is
used in various smart home, smart city, and e-
healthcare applications. The medical industry has
recently made use of a number of new information
technologies to speed up development in a number of
areas related to the loMT. In loMT, doctors do more
than just keep tabs on their patients' vitals using
various data collecting tools; they also confer with
them remotely, perform procedures on them from
afar, and more. Better integration and sharing of
medical resources between patients and clinicians is
possible with the advent of the IoMT. With an

emphasis on ancillary imaging and pathology
diagnosis, auxiliary nursing, auxiliary follow-up,
intelligent hospital administration, and auxiliary
health management, Artificial Intelligence (Al) has
been experimentally used in the medical and health
domains. Thus, the Internet of Medical Things
(1oMT) powered by artificial intelligence represents a
sea change in healthcare that will undoubtedly
advance medical technology [3].

A platform known as BlockRx has been
successfully implemented in real-world applications.
Integrating blockchain technology with Solve's robust
digital ledger technologies makes the system what it
is. Research and biomedical organizations’ health
information is included into the platform. From its
first implementation to its current state, Block Rx has
come a long way. [4] Blockchain is a powerful
network that can enhance healthcare systems and
operations by providing very efficient data and
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maintaining trust. The integration of many notable
aspects, such as decentralized storage, accessibility,
data integrity, authentication, data access flexibility,
connection, and safety, enables the greater
application of blockchain technology for healthcare
data management. Using the principle of "smart
contracts,” which are universally accepted by all
participants in the healthcare system, blockchain
technology eliminates the need for a middleman by
defining conditions and laws that are binding on all
parties. It reduces unnecessary administrative costs

[5].

The goal of establishing a safe system that
utilizes blockchain technology and an Identity-Based
Encryption (IBE) scheme for Medical Things (e.g.,
medical equipment, patient records, etc.) is to
guarantee that all data related to healthcare is secure,
private, intact, and easily accessible. Additionally, a
strong system is to be built that safeguards private
medical information,  guarantees  regulatory
compliance, promotes interoperability, and builds
confidence among all partners in the healthcare
system. Preventing breaches, unauthorized access, or
manipulation with sensitive medical data is of utmost
importance. Data kept in a decentralized way is more
secure and less susceptible to manipulation or
unauthorized alterations when a blockchain-assisted
system is put into place.

1. LITERATURE SURVEY

For the purpose of addressing the issues of
blockchain-based cloud centric IoMT healthcare
systems, such as high latency, high storage costs, and
single point of failure, Bhaskara S et al. [6] presented
a hybrid computing paradigm that incorporates a
blockchain-based Distributed Data Storage System
(DDSS). To enhance the security capabilities of the
proposed system, a decentralized SRAC mechanism
is implemented, which is based on rings that control
access. Algorithms are included to authenticate
devices and encrypt patient information. Through the
use of Blockchain technology, the efficiency and
cost-effectiveness of data sharing are accessed on the
proposed system. As an added bonus, a logical
system analysis is ran that proves our privacy and
security methods based on architecture can handle the
demands of decentralized IoMT smart healthcare

systems. Experiments show that our Fortified-Chain
based H-CPS offers decentralized automated access
control, privacy, and security with a reaction time of
milliseconds and minimal storage requirements
compared to conventional centralized H-CPS.

To provide safe search and keyword-based
database access, Aitizaz Ali et al. [7] suggested
blockchain as a decentralized database that uses a
homomorphic encryption method. In addition to
revising different rules as needed, the suggested
method also includes a safe way to revoke keys. This
led to the development of a safe system for patients'
medical records that combines blockchain technology
with trust chains to address the shortcomings of
existing systems for exchanging digital health records
in terms of both efficiency and security. As a result,
our suggested method offers cost-effectiveness,
increased efficiency, and transparency. Simulations
are ran using Hyperledger Fabric, a blockchain-based
platform, and OrigionLab, an assessment and
analysis tool. The outcomes of the proposed
suggested models are ran with those of the reference
models. The results of our comparison show that the
healthcare system is better protected by our suggested
framework, which also has a searchable mechanism.

Secure search-able blockchain, a distributed
database that uses homomorphic encryption to allow
users to safely access data via search, was created by
Aitizaz Ali et al. [8] using deep learning. The
inclusion of secure key revocation and update rules in
our proposed research is becoming more important.
The proposed access control mechanisms were tested
and compared to benchmark models using an loT
dataset in this study. The hyperledger tool makes use
of smart contracts to execute the suggested
algorithms. There is a comparison to current
strategies in order to assess the proposed one. Our
proposed method outperforms benchmark models in
terms of efficiency while simultaneously improving
security, anonymity, and user behaviour monitoring
for blockchain-based 10T systems.

For EMRs, Jingwei Liu et al. [9] suggested a
blockchain-based inner  product  searchable
encryption method with multi-keyword search (MK-
IPSE) to provide complete privacy preservation and
efficient ciphertext retrieval. In addition to enabling
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access policy concealing, inner product encryption
(IPE) allows users to establish access rights so that
only users with specified characteristics can access
the target files. In addition, the suggested method
integrates searchable encryption (SE) with federated
blockchain (FB) to provide dependable and effective
multi-keyword searching. The computation and
storage performance of MKIPSE is superior than that
of the current systems. Furthermore, our method can
withstand IND-CKA and collusion attacks, according
to the security study.

Patients, research institutions, and semi-trusted
cloud servers can all benefit from the safe exchange
of medical data according to a new privacy-
preserving technique suggested by Haiping Huang et
al. [10]. Additionally, it ensures that both patients and
research institutions have access to and can trust each
other's data by using zero-knowledge proof to check
if patients' medical records are up to snuff without
compromising patients' privacy and by using proxy
re-encryption technology to make sure that
researchers can decipher the intermediate ciphertext.
Patients and research institutions can conduct
transactions according to predefined terms using this

concept, which can also execute distributed
consensus based on the PBFT algorithm. Through
theoretical analysis and performance assessment, it
has been shown that the suggested scheme is both
practical and efficient compared to other usual
schemes. It also satisfies security and privacy needs
including confidentiality, integrity, and availability.

As more versatile communication services are
offered, Xinyin Xiang et al. [11] suggested a novel
method that raises privacy and security issues. While
ensuring the security of e-health systems, it is an
intriguing topic to provide effective authentication of
medical data for diverse users. This study introduces
a strategy for e-health identity management and user
authentication (PBBIMUA) that is permissioned and
built on the blockchain. Medical data has very
specific security needs, and our approach meets all of
them. Performance is better than existing techniques
according to assessment and security analysis, which
focuses on lightweight construction and reduced
network latency with strong security requirements. It
is clear from the experiments that the system is quite
efficient.

Fig.2 Block chain network model [6]

A Blockchain-based approach to provide a
holistic solution was suggested by Mohamed Y ounis
et al. [12]. Healthcare organisations and providers
can easily comply with privacy rules with our
solution, which puts patients in control of giving and
removing access rights. Blockchain will keep track of
sessions and access controls, while cloud storage will
save the sensor data. Furthermore, a new secure

communication protocol and data-driven
authentication mechanism is suggested to lessen the
possibility of fraud and identity theft. To implement
this standard, smart contracts govern all
communications between the cloud, patients, and
healthcare practitioners. Utilising AVISPA, the
security features of the proposed approach is
accessed and demonstrate its computing efficiency.

International Journal of Intelligent Systems and Applications in Engineering

IISAE, 2024, 12(21s), 3410-3421 | 3413



Key Management, Authentication, Data-Driven
Secure Communication, Smart Healthcare, and
Blockchain are Index Terms.

According to Arun Sekar Rajasekaran et al.
[13], an anonymous authentication mechanism based
on blockchain technology is used to protect the
privacy and anonymity of the end-users, who are the
doctor or patient. Additionally, end-users conduct
mutual authentication in this work before encrypting
and decrypting confidential data. Better performance
analysis is also achieved by implementing a transfer
authentication mechanism between doctors so that
patients are not re-authenticated every time they go
from one doctor to another. The proposed work's
resilience against several types of attack is shown in
the security analysis section. Lastly, compared to
analogous works that have been performed before,
the suggested work's performance study shows that
computational and communication expenses are
reduced.

To provide complete privacy preservation
and quick ciphertext retrieval for EMRSs, Jingwei Liu
et al. [14] suggested a blockchain-based inner
product searchable encryption system with multi-
keyword search (MK-IPSE). Not only does inner
product encryption (IPE) provide access policy
concealment, but it can also set access rights so that
only users with specified characteristics can receive
the target files. In addition, the suggested method
applies robust and efficient multi-keyword search by
integrating searchable encryption (SE) with federated
blockchain (FB). When it comes to compute and
storage, MKIPSE outperforms the current systems.
Security testing has also shown that our approach is
impervious to IND-CKA and collaboration assaults.

A new paradigm for electronic health records (EHRS)
is being developed by Fei Tang et al. [15] to address
the core issue with cloud-based EHRs. As a remedy,
integrating the new blockchain technology is
proposed into EHRs, which will be referred to as
blockchain-based EHRs for simplicity. Using a
consortium blockchain as an example, the system
paradigm of blockchain-based EHRs is explicitly
described. Furthermore, electronic health records
(EHRs) place a premium on the authentication
problem. On the other hand, there are limitations to

the current authentication methods used for EHRs
built on the blockchain. This study also includes a
proposal for an authentication mechanism for
electronic health records (EHRS) built on the
blockchain. An identity-based signature method is
provided that utilizes multiple authorities and is
capable of withstanding a collusion assault using N
out of N —1 authorities. Additionally, our system
outperforms  current  blockchain-based  EHR
authentication systems in terms of efficiency in both
signature and verification algorithms, and it is
provably safe in the random oracle model.

Summary

1. The rapid growth and varied nature of IoOMT have
made safeguarding it a formidable obstacle, as new
security threats emerge and old ones get worse.

2. If there was no proof-of-work (PoW) on a
blockchain network, a malicious user might
theoretically launch a denial-of-service (DoS) assault
by flooding the network with blocks.

3. The primary concern with data transmission across
networks is data security. Internet of Medical Things
(loMT) apps and platforms are vulnerable to security
breaches since they rely on a central cloud.

4. Using only the blockchain idea Secure files have
not made use of any new algorithms. We need to
implement additional algorithms to safeguard our
hospital data.

1. PROPOSED SYSTEM

The primary concern with data transmission across
networks is data security. Internet of Medical Things
(IoMT) apps and platforms are vulnerable to security
breaches since they rely on a central cloud.
Concurrently, the system is launched with a smaller
number of nodes, which facilitates the use and
development of blockchain technology in healthcare
data. Consensus and block creation are two uses for
the alliance medical blockchain system's medical
chain. Data integrity, privacy, and nonrepudiation can
be achieved with identity-based encryption and
electronic signature technologies. Because all nodes
are contributing data, cyberspace is more open and
behaviour can be more easily tracked. The data
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certification and contract signing procedure is
finished and fully compliant. Both the hash and
encoding algorithms are customisable, allowing users
to choose between SHA-256 and BASE64. Multiple
blockchain systems have confirmed its dependability.
uses the contents of the block header in conjunction
with a SHA-256 hash operation to produce a hash
value. When a miner's hash value drops below a
certain level, it means they've successfully mined and
are ready to broadcast a block to the whole
network.We're making use of both algorithms. File
storage of medical data makes use of the key IDE
technique, while the SHA algorithm is used to avoid
passwords. For that reason, this research takes into
account SHA-256 and IDE for producing block
hashes.

3.1. Existing System

A variety of approaches to securing IoMT have been
proposed by many authors. Protecting sensitive
information during IoMT can be as simple as
encrypting it. The initial communication, known as
"plain text,” was encrypted into “"cipher-text" using
encryption methods. The public channel is used to

MNurse Registration
Login

View full Report

Doctor Registration Login
Split file into Upload File
Block
Encrypt file Identity based

EGenerate key Encryption

Send To Doctor

Update
Patient

send the cipher-text to the recipient. The recipient is
thereafter ~ responsible  for  decrypting  the
communication.  Data  encryption can  be
accomplished in several ways. A lightweight end-to-
end key management technique is implemented in
response to resource constraints and privacy
concerns. plan that relies on cloud computing and
Internet of Things (10T) sensors to keep tabs on other
private data, including that which is associated with
digital signatures, time stamp mechanisms, and
asymmetric technologies. When it comes to
delivering medical treatments, this approach is very
efficient while using minimal medical resources. A
secure authentication and key agreement was
suggested by Li et al. Because it includes private and
sensitive information, a patient's medical record can
be accessed by anybody, including potential
assailants or those seeking vengeance. The
transmission of such data would be secure and
encrypted. Due of the massive volume of medical
information, IoMT devices need massive storage
infrastructure  for real-time processing. These
electronic medical records are crucial for providing
the best care for the patient and are kept private.
Electronic medical reports (EMRS)

Get Approval ID SHAZ56
and key

{Password)

Acld Patient
Report
Get Approval ID SHAZ56
and key {password)

View Patient
Report

Stored Into
cloud

Fig.3 Architecture of the proposed model (Hospital Part)
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3.2. System module

In this work, a blockchain-based healthcare
management system is provided that is modular in
design and aims to facilitate secure and private data
exchange among administrators, nurses, patients, and
doctors. The system uses the IDE encryption method
to protect doctor data, has administrator permission,
and encrypts passwords with SHA-256 for access
control. By using the blockchain, patients can be
certain that their medical records will remain private
and uncompromised. With the administrator's OK,

Patient Registration
Login

Viewall data

doctors can view patients' medical records. Using the
IDE encryption method, doctors can protect their
patients' private medical records. In order to maintain
continuity of treatment, nurses work under the
supervision of doctors and access patient information.
Transparency and accountability in patient care are
guaranteed by this. System operations, including user
approvals and security measure enforcement, are
overseen by administrators. Furthermore, the
blockchain  records administrator interventions,
creating an indelible audit trail that ensures
accountability.

GetApproval SHA 256

{(Password)

GetFie key

Fig.4 Architecture of proposed model (Patient part)

3.3. Blockchain model

A healthcare data management system based on the
blockchain concept that is designed to improve the
safety, openness, and effectiveness of healthcare data
interchange and administration for everyone
involved, including patients, doctors, nurses, and
administrators. With blockchain technology, the
system can accommodate the many moving parts of
the healthcare ecosystem while guaranteeing the
authenticity, immutability, and accessibility of data.
Healthcare providers can access accurate and current
information to give prompt and personalised
treatment, while patients have more control over their
health data. Facilitating confidence and cooperation
in the healthcare ecosystem, administrators can
simplify data management procedures while
guaranteeing compliance with privacy laws. They
take patient vitals, give out treatments, and
coordinate care with other medical staff via the
blockchain  network. Patient information s
safeguarded from unauthorised access by means of
the system'’s encryption and access restrictions.

3.3.1. SHA-256 Model

Secure storage of medical report passwords and
generation of authorization keys are both made
possible by the SHA-256 algorithm. Here is one way
to put it into action:

Storing Passwords:

The SHA-256 technique should be used to hash
passwords when they are established by users (e.g.,
doctors, nurses, and patients).The system's database
subsequently stores the hashed password. If you want
to take security seriously, you should only save
hashed passwords and not the actual passwords
themselves. For authentication purposes, the user's
password is hashed using SHA-256 when they log in.
This hash is then compared to the one saved in the
database.

The SHA-256 algorithm is fundamental to
blockchain technology in many ways, but especially
when it comes to mining and generating safe,
immutable blocks.
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Input data and generate SHA constant.

Preprocessing the database

A hash of the preceding block, a timestamp, transaction data, and a nonce are all parts of the information
that each block's header carries.

Transactions are aggregated into blocks by miners, who then compete to discover a nonce value that, when
added to the other data included in the block header, produces a hash value that satisfies certain
requirements.

Until a good hash is obtained, miners will continually use the SHA-256 algorithm to hash the contents in
the block header, including the nonce.

Concatenation of blocks

Padding with zeros or ones for 512 sequence generation.

The SHA-256 hash function is used to generate this hash, ensuring that any change to the block's contents

e IN MD construction compression function
e Concatenation of hashes and values.

e Append and iterative compress the values
e  Appending hashing value output

or order of transactions would result in a completely different hash value.

Generating approval key

To construct a secure authorization token, one can
combine different data pieces and hash them using
SHA-256. This process produces an approval key. To
make sure it's unique and avoid replay attacks, the
approval key might comprise information like the
user ID, timestamp, and a random nonce. For
permission reasons, the requester receives the
approval key once it has been produced.

3.3.2. Identity-Based Encryption (IBE) model

Encrypting patient report data using
Identity-Based Encryption (IBE) makes it easy to
ensure that only authorised individuals can access
and decode the data. Using Drive HQ or another
cloud storage provider as an example, here is how to
use IBE to encrypt patient report data. In order to set
up an IBE system, you must have a trusted authority
(TA) that uses user identities (such email addresses)
to produce private keys. A master private key and
matching master public parameters are generated by
the TA. Every user, who is usually a doctor is given a
distinct identification, which is usually their email
address. Upon doctor registration, the TA receives
the email address, uses it to build a private key
verifying the doctor's identity, and then securely
sends the key to the patient. In order to encrypt a
patient report, a doctor has to know both the patient's
and their own identities in order to create a public

key the doctor uploaded data encrypted to the cloud.
Provide the doctor with the patient's access key so
they can see the report whenever the patient requests
it.

V. RESULT AND DISCUSSION

In this healthcare system, everyone from
patients to doctors to nurses must first register and
have administrator clearance before they can use the
platform. Their passwords are saved securely using
the SHA-256 approach, which guarantees strong
authentication encryption. In order for doctors to
access patient records, nurses are using the platform
to submit the necessary paperwork.The doctor will
use the ide encryption model to upload the patient's
solution and report to the drive/hq cloud. A private
key is created in order to decode the information.
Administrator will send the file download link to the
patient's email. Also, the blockchain records
administrator  interventions, so  there's an
unchangeable record of who did what. Patient
information is safeguarded from unwanted access by
means of the system's encryption capabilities and
access restrictions.
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Table I. Process flow of the proposed model
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The following steps make up the suggested system:
To get access to the app, doctors must first register,
followed by patients and nurses. The central
administrator has authorised all registered users. A
central administrator has the ability to review and
authorise all users, as well as examine the
information of registered patients, doctors, and
nurses. Every user gets an ID based on their work
after it's authorised, and those IDs are sent to the right
people. Patients' medical records can be uploaded by
the nurse. Following the administrator's upload to the
cloud, the document is reviewed by the doctor for
verification. Block chain is now being used. The
papers are encrypted and then stored in the cloud
after being divided into chunks. Both the nurse and
the patient get an email with the decryption key.
They can access the decrypted document by
downloading it, but only after entering the key.

Advantages of the proposed model

The main benefit is the increased accessibility and
quality of healthcare treatments throughout the whole
network. Nevertheless, there is still opportunity for
growth in tackling different security concerns, even
with these advantages.

The data is safer and more trustworthy, with less
chance of data loss and theft. At the same time as it
authenticates and authorises users, the Consensus
algorithm and hash algorithms keep data intact.

Ensuring data reliability and security by preventing
unauthorised access and loss of data. In addition to
authenticating and authorising users, the Consensus
algorithm and hash algorithms ensure that data
remains intact.

Health care records will be more efficient because to
the two algorithms that are applied, SHA and IDE,
which will prevent data attackers.

V. CONCLUSION

Using the SHA-256 paradigm for password
encryption, the healthcare system guarantees a safe
registration procedure for patients, doctors, and
nurses. When doctors get patient reports from nurses,
they encrypt them using IDEA and then save them to
the cloud. Through a blockchain paradigm, patients

are granted private keys by their doctors, which allow
them safe access to their medical information. Not
only does this unified method encourage privacy and
security of patient information, but it also makes it
easier for medical staff to work together effectively.
Patients are more empowered and have more faith in
healthcare providers because of the system's strong
security features, which include encryption and
blockchain technology. It helps create a more
interconnected healthcare environment and improves
patient outcomes via its openness and efficiency.
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