
 

International Journal of 

INTELLIGENT SYSTEMS AND APPLICATIONS IN 

ENGINEERING 
ISSN:2147-67992147-6799                                       www.ijisae.org Original Research Paper 

 

International Journal of Intelligent Systems and Applications in Engineering IJISAE, 2024, 12(3), 3718-3727  |  3718 

Protecting Data Privacy in Cloud Using Ethereum Blockchain 

Technology for the Case of Patients Electronic Health Record (EHR) 

Komala R
1
, Arun Kumar B. R

2,
 Pavan Kalyan S

3
, Prem Raj S

4
, Pratik B Patil 

5,
 Shreyas A

6 

Submitted: 25/01/2024    Revised: 03/03/2024     Accepted: 11/03/2024
 

Abstract: This research work introduces a decentralized framework designed to empower individual patients in securely 

managing and controlling sharing of their medical health records. The work is built on the foundation of the Interplanetary 

File System (IPFS) for robust and secure data storage with Ethereum blockchain for transparent transaction recording. The 

framework offers a versatile solution to address privacy concerns inherent in traditional healthcare data management 

systems. A distinguishing feature of the framework is its user-centric approach, granting patients complete autonomy to 

grant or revoke access permissions to their medical records for insurance companies or any l agencies, third-party 

providers, or hospitals. By placing control firmly in the hands of patients, the framework enables individuals to make 

informed decisions regarding the sharing of their sensitive medical information, thereby enhancing privacy and 

confidentiality. Through an intuitive and adaptable interface, patients can effortlessly manage access permissions, ensuring 

data security while facilitating collaborative healthcare efforts. This paper represents a significant step forward in 

decentralized healthcare solutions, promoting patient empowerment and privacy within the digital healthcare landscape. 
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Introduction 

In recent years, the healthcare sector has witnessed an 

alarming increase in data breaches, posing significant 

challenges to the security and privacy of patient 

information.  Incidents such as the cardiovascular 

consultants breach impacts 484k, healthcare suffers data 

breach 112k, and delta dental of California moveit Hack 

Impacts 7M Individuals underscore the urgent need for a 

paradigm shift in how medical records are safeguarded 

[1]. Conventional centralized cloud storage solutions 

have proven inadequate in protecting highly sensitive 

healthcare data, leading to widespread vulnerabilities 

and breaches with far-reaching consequences [2]. 

 

Addressing these critical challenges requires a 

comprehensive and innovative approach to healthcare 

data privacy and security. In response, our paper 

proposes the development of an advanced application 

leveraging cutting-edge technologies such as blockchain 

with the Interplanetary File System (IPFS) as backbone 

to establish a secure, transparent, and decentralized 

framework for managing medical records. 

The work follows a comprehensive approach that 

includes the design and analysis of algorithms. Initially, 

a dataset of annotated medical images is collected and 

pre-processed to ensure consistent quality and format. 

The annotated images serve as ground truth, providing 

pixel-level labels for training and evaluation purposes. 
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Fig 1.1 HTTP vs   IPFS (courtesy [22]) 

Figure 1.1 shows a high-level architecture of HTTP 

(Hypertext Transfer Protocol) and IPFS (Interplanetary 

File System). HTTP and IPFS differ significantly in their 

approach to data sharing. HTTP follows a centralized 

client-server model, relying on live servers for data 

retrieval. In contrast, IPFS is a decentralized and 

persistent data storage across multiple nodes. IPFS uses 

cryptographic hashes for data retrieval, making it more 

efficient and bandwidth-friendly. While HTTP is an 

industry standard, IPFS offers a promising alternative for 

distributed computing, especially as its adoption 

continues to grow. 

1. Motivation: 

The motivation behind the work stems from the critical 

need to address the escalating crisis of data breaches 

within the healthcare sector. Recent incidents such as the 

cardiovascular consultants breach impacts 484k, 

healthec suffers data breach 112k, and Delta Dental of 

California moveit Hack Impacts 7M Individuals 

highlight the vulnerabilities inherent in the current 

security infrastructure governing medical records. 

Traditional centralized cloud storage solutions, upon 

which healthcare organizations heavily rely, have proven 

deficient in safeguarding the highly sensitive and 

confidential nature of patient information [7]. This 

inadequacy exposes patient data to significant risks, 

including unauthorized access, cyber-attacks, and 

regulatory non-compliance. 

The consequences of these breaches extend far beyond 

individual privacy concerns, impacting trust in 

healthcare institutions, compromising patient care, and 

resulting in legal and financial repercussions. In light of 

these challenges, there is an urgent need for a paradigm 

shift in the safeguarding of medical records. 

1.1 Existing System:  

The existing system for storing and managing medical 

records in the healthcare sector predominantly relies on 

centralized cloud storage solutions. These systems 

typically involve storing patient data in databases hosted 

on centralized servers managed by healthcare 

organizations or third-party service providers. 

In the traditional centralized system: 

i. Centralized Cloud Storage: Patient medical 

records, including personal information, diagnoses, 

treatment histories, and test results, are stored in 

centralized databases hosted on cloud servers. These 

databases are often managed by healthcare organizations 

or contracted third-party vendors (2). 

ii. Access Controls: Access to patient records is 

typically managed through role-based access controls 

(RBAC) implemented within the centralized system. 

Healthcare professionals are granted varying levels of 

access based on their roles and responsibilities within the 

organization. However, granular access controls may be 

limited, leading to potential security vulnerabilities. 

iii. Security Measures: Security measures such as 

firewalls, encryption, and access controls are 

implemented to safeguard patient data. However, the 

centralized nature of these systems poses inherent 

security risks, including single points of failure and 

increased vulnerability to cyber-attacks. 

iv. Data Sharing: Sharing patient records between 

healthcare providers, insurance companies, and other 

authorized entities often involves manual processes or 

electronic health record (EHR) systems that may lack 

interoperability. Data exchange may occur through 

secure channels or electronic data interchange (EDI) 

protocols, but challenges related to data standardization 

and compatibility can hinder seamless information 

sharing
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v. Regulatory Compliance: Healthcare 

organizations must adhere to strict regulatory 

requirements, such as the Health Insurance Portability 

and Accountability Act (HIPAA) in the United States, to 

ensure the privacy and security of patient information. 

Compliance efforts typically involve implementing 

security policies, conducting risk assessments, and 

implementing technical safeguards within the centralized 

system [10]. 

 2.2 Limitations of Existing System:  

Despite these measures, the existing centralized system 

has several limitations and vulnerabilities: 

i. Single Point of Failure: Centralized cloud 

storage creates a single point of failure, where a breach 

or outage in the central database can result in widespread 

data loss or unauthorized access to patient records. 

ii. Data Breach Risks: Centralized systems are 

susceptible to data breaches, insider threats, and cyber-

attacks, posing significant risks to patient privacy and 

confidentiality. 

iii. Limited Transparency: Centralized systems 

may lack transparency and auditability, making it 

challenging to trace data access and modifications, 

which can hinder accountability and compliance efforts 

[9]. 

iv. Interoperability Challenges: Lack of 

interoperability between different healthcare systems 

and databases can impede data exchange and care 

coordination, leading to fragmented patient care and 

inefficiencies in healthcare delivery [10]. 

In summary, while the existing centralized system 

provides a means for storing and managing medical 

records, it faces significant challenges related to 

security, privacy, transparency, and interoperability. 

These shortcomings underscore the need for alternative 

approaches, such as decentralized blockchain-based 

solutions, to address the evolving demands and 

vulnerabilities in healthcare data management.  

2.3 Analysis of related literature work 

The current investigation focuses on preserving patient’s 

EHR while ensuring security and privacy. The work in 

[7] presents a systematic approach for implementing 

blockchain based approach for privacy. The need for 

security for health record is highlighted in [8] and 

proposes a frame work based on hyper-ledger smart 

contracts that further uses proof of stake (PoS) 

mechanism developed on hyper-ledger.  

As per the reports of the several research works carried 

out [1]-[21], it is recommended to adopt Blockchain 

technology to protect EHR with privacy. However, it is 

found that very less no. of papers has highlighted 

authority or autonomy to patients to control their data. 

Novelty of this work is that it extending privacy control 

to individual patients by participating during the data 

sharing session. Further, the model adopts IPFS based 

distributed EHR storage and sharing. This work also 

analyses the cost for executing the smart contract and 

performance of IPFS for the considered record sizes. 

 

As per the analysis of the papers, blockchain technology 

offers promising solutions for protecting patient data 

privacy. However, it is essential to consider the potential 

challenges and limitations of implementing such 

technology in healthcare settings [3]. 

2.4 The Contribution of this paper includes. 

This paper proposes the development of a novel block 

chain-based system tailored specifically for securing 

medical records. Leveraging the inherent features of 

block chain technology including decentralization, 

immutability, and cryptographic security, the proposed 

solution aims to address the shortcomings of traditional 

centralized storage systems. By utilizing block chain, the 

system ensures tamper-proof and transparent record-

keeping, reducing the risk of unauthorized access and 

data breaches. 

Key features of the proposed system include 

decentralized data storage, encryption for data privacy, 

access control mechanisms, and immutable audit trails. 

Through the implementation of smart contracts, patients 

can retain ownership and control over their medical 

records, granting or revoking access to healthcare 

providers as needed. Additionally, the system facilitates 

secure and seamless data sharing between authorized 

parties, improving interoperability while maintaining 

data confidentiality and integrity. 

2.  Methodology adopted and DApp architecture 

The research work has adopted the following seven 

steps: 

I. Authentication via MetaMask: Users log in to 

the web application using MetaMask, ensuring secure 

and decentralized authentication. MetaMask provides 

a seamless integration with blockchain technology, 

enabling users to access their accounts securely. 

II. Data Classification and Upload: Upon login, 

users can upload two types of data: crucial data 

requiring high security and daily use data with lower 

privacy concerns. To optimize costs, only crucial data 

is uploaded to the application. Users can classify the 

data during the upload process, ensuring that sensitive 

information is securely stored on the distributed 

blockchain network. 



 

International Journal of Intelligent Systems and Applications in Engineering IJISAE, 2024, 12(3), 3718-3727  |  3721 

III. Integration with Pinata API: The application 

utilizes Pinata API to transfer data from the 

application to the Interplanetary File System (IPFS). 

Once the data is uploaded to IPFS, a unique hash is 

generated, serving as a reference to access the stored 

information. 

IV. Transaction Triggering via Smart Contracts: 

Upon successful upload to IPFS, a smart contract is 

triggered, initiating a transaction on the blockchain. 

Users are prompted to accept the transaction and pay 

the estimated gas fees to complete the uploading 

process securely. 

V. Access Control Mechanism: Users, acting as 

patients, have full control over granting access to their 

data. They can log in to the application and specify the 

address of the third party, such as an insurance 

company or hospital, to whom they want to grant 

access. 

VI. Granting Access via Smart Contracts: When the 

patient clicks on the "Grant Access" button, a smart 

contract is triggered, adding access permissions for the 

specified third party. This action initiates a transaction 

on the blockchain, ensuring transparency and 

accountability in data sharing. 

VII. Revoking Access: Patients also have the option 

to revoke access to their data at any time. By 

accessing the application and selecting the option to 

revoke access, the patient triggers a smart contract that 

removes the specified third party's access permissions. 

A transaction is then executed on the blockchain to 

reflect the change in access rights. 

In line with the methodology adopted, the 

decentralized application architecture can be viewed 

as one adopted in [23]. 

 

 
Fig 3.1.1 Application architecture (courtesy [23]) 

 

The architecture of the proposed system integrates 

cutting-edge technologies to establish a robust 

framework for managing medical records securely and 

efficiently. At its core, the architecture leverages React 

frontend for user interaction, providing a seamless 

interface for data upload and access control. The 

decentralized storage infrastructure is powered by 

Interplanetary File System (IPFS), ensuring data 

resilience and availability across distributed networks. 

Ethereum Virtual Machine (EVM) serves as the 

execution environment for smart contracts, written in 

Solidity, enabling trustless interactions and enforcing 

access control policies. MetaMask integration facilitates 

secure authentication and transaction signing, while 

Pinata API streamlines data transfer between the 

application and IPFS. This architecture not only 

enhances data security and privacy but also empowers 

users with greater control over their medical 

information, laying the foundation for a more transparent 

and patient-centric healthcare ecosystem  

The working details of the application are further 

described with the help of a flow chart (Figure 3.1.2)  
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Fig 3.2.1 Set up of the experiment 

3.2 Screenshots of the results 

Before proceeding, it is essential to verify that the user has 

set up a MetaMask account and funded it with Ether. The 

application mandates compatibility with the MetaMask 

extension. Begin the process by logging into the application 

using your MetaMask credentials. This initial step 

establishes the foundation for seamless interaction with the 

platform's functionalities. 

 

Fig 3.2.1 User trying to access data associated 

The Figure 3.2.1 shows the screenshot of where user tries to access data associated with the address.            
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Fig 3.2.2 User can switch among different Accounts 

To enhance privacy safeguards, utilize MetaMask's ability 

to seamlessly switch between different accounts within 

your wallet as shown in Figure 3.2.2. This feature enables 

users to manage multiple accounts effortlessly, thereby 

improving security by compartmentalizing sensitive 

information across various identities. 

 

Fig 3.2.3 User uploads Health record to the application 

Upon clicking "Get Data," the application initiates the 

retrieval process for files uploaded by the user. In cases 

where there are no files to display, the application prompts 

the message "No data to display" (Figure 3.2.3). This 

functionality is facilitated by querying the data stored on 

IPFS through the specific node associated with the 

application. 

 

Fig 3.2.4 User approves the transaction 

Upon successfully uploading a file to IPFS through the 

Pinata API, the application will display a notification 

confirming the successful upload (Figure 3.2.4). 

Subsequently, a transaction will be triggered on MetaMask, 

requiring user  confirmation to authorize the transaction.  



 

International Journal of Intelligent Systems and Applications in Engineering IJISAE, 2024, 12(3), 3718-3727  |  3724 

 
Fig 3.2.5 Pinata dashboard shows uploaded files 

As observed in the IPFS storage, and shown in Figure 3.2.5 the file "healthcare.png” uploaded is                    visible.  

 

Fig 3.2.6 Authorized third party accessing data 

Upon entering the address and clicking on "Get Data," 

you'll receive a comprehensive list of all files uploaded by 

the associated account (Figure 3.2.6). The user can 

conveniently access each file by clicking on the respective 

link, which will open the file in a new browser tab for easy 

viewing Assuming the other address belongs to an 

insurance company or a hospital, proceed by copying the 

address from MetaMask and pasting it into the designated 

field. Then, click "Share Access." This action will initiate a 

transaction on MetaMask. Once the insurance company or 

hospital accepts the access request, access will be 

successfully granted to their account 

4.0 Performance Evaluation: 

The evaluation of our proposed framework's performance 

hinges on   two pivotal metrics: deployment cost of smart 

contracts creation of transactions on each operation 

performed in the DApp, the processing time for user 

requests (upload, share access, access files). 

Cost of deploying a smart contract 

 
Fig 4.1.1 Estimated Gas vs Maximum Gas on Sepolia 

Test network 

In our comprehensive assessment spanning 12 hours from 

10 am to 10 pm, we meticulously analyzed the gas 

consumption for deploying smart contracts on our 

blockchain infrastructure. Notably, our findings showcase a 

remarkable similarity to conditions observed on the 
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Ethereum mainnet, affirming the reliability and scalability 

of our system for real-world deployment scenarios. The 

observed gas values, ranging from 0.03520519 to 

0.04430964 SepoliaETH for estimated gas and 0.04694878 

to 0.05923979 SepoliaETH for maximum gas, provide 

valuable insights into computational resource utilization. 

Furthermore, a comparative analysis with mainnet data 

reveals consistency in gas consumption patterns, validating 

the robustness of our infrastructure. 

 Additionally, efficiency metrics such as gas per transaction 

and scalability assessments underscore the cost-

effectiveness and performance scalability of our system. 

This analysis extends to evaluating resource utilization 

efficiency over time, ensuring optimal performance and 

reliability. Ultimately, these findings bolster confidence in 

the readiness of our blockchain infrastructure for real-world 

deployment, emphasizing its efficiency and viability in 

comparison to the Ethereum mainnet. 

 
Fig 4.1.2 Gas dynamics Courtesy of COINMETRICS 

Another critical consideration for our application is the 

fluctuating transaction fees, particularly concerning gas 

prices on the Ethereum main network. While we haven't 

directly tested our application on the main chain, it's crucial 

to acknowledge the potential impact of gas prices, 

especially given their dynamic nature. Gas prices can vary 

significantly depending on the current transactions being 

executed on the network. As depicted in the data graph, the 

volatility in gas prices can directly influence the cost of 

executing transactions within our application. Therefore, 

it's imperative to monitor and assess gas prices carefully, as 

they can affect the feasibility and affordability of using our 

application, particularly for users sensitive to transaction 

costs. 

Investigating IPFS Performance and Potential: Results 

and Insights. 

 
          Fig 4.1.3 demonstrates the impact of file size on processing time during uploads, guiding optimization efforts. 

The graphical representation offers a nuanced exploration 

of the intricate dynamics governing file uploads within the 

Dapp and the time taken to upload files to IPFS. Through 

meticulous analysis, it unveils a compelling correlation 

between the size of uploaded files, transaction completion 

time, and associated gas fees. Notably, the graph reveals a 

trend where smaller files, typically below 1 KB, exhibit 

swifter transaction completion times, suggesting efficient 

processing mechanisms for lighter payloads. However, it is 

noteworthy that some files, despite their larger size, 

surprisingly take less time for transaction completion. This 

intriguing observation suggests that factors beyond file size 

alone, such as file complexity or network conditions, may 

influence transaction processing times. Nonetheless, as file 

sizes escalate beyond a certain threshold, there is a 

consistent increase in transaction completion time, 

indicating the escalating computational demands associated 

with larger uploads. This observation underscores the 

critical importance of optimizing transaction parameters 

and resource allocation strategies to streamline the upload 

process, thereby ensuring optimal performance and 

resource utilization across a spectrum of file sizes. 
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Furthermore, the graph's depiction of fluctuating gas fees 

across different file sizes underscores the multifaceted 

nature of cost considerations within the Dapp ecosystem. 

Such insights are invaluable for informing strategic 

decision-making and fine-tuning system parameters to 

strike a delicate balance between performance optimization 

and cost-effectiveness. Ultimately, this detailed analysis 

contributes significantly to the broader understanding of 

system dynamics and serves as a cornerstone for driving 

impact optimizations in Dapp development and deployment 

scenarios. 

5.0 Future Enhancements: 

In the road-map for future development, several 

enhancements are proposed to elevate the application's 

usability, security, and functionality. Firstly, a Django-

based API will be implemented to segregate non-critical 

data and integrate it with a PostgreSQL database and this 

information which is non crucial can be stored in the cloud, 

ensuring that only crucial information is stored on IPFS. 

Additionally, the dependency on Pinata API will be 

removed to prioritize data security as the application 

evolves into a patient-eccentric product. Furthermore, a 

peer-to-peer messaging service will be integrated to 

facilitate seamless communication between patients and 

third-party organizations, fostering collaboration and 

efficient data sharing. Lastly, an address book feature will 

be introduced, allowing users to assign and manage names 

for addresses, streamlining the process of sharing access 

and communicating with others. These enhancements 

collectively aim to bolster the application's robustness, 

user-friendliness, and data security, ultimately enhancing its 

capability to meet the diverse needs of patients and third-

party organizations. 

6. Conclusions 

In conclusion, the proposed Blockchain based solution 

offers a promising approach to addressing the pressing 

security challenges facing the healthcare sector. By 

leveraging block chain technology, the project aims to 

enhance data protection, strengthen patient privacy, and 

restore trust in the secure handling of medical records 
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