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Abstract: Big data is a set of a massive quantity of large datasets with data volume. With the growing number of data, the 

demand for big data storage will increase. By setting the records inside the cloud, that data is to be available to anybody 

from anywhere. Cloud computing is an evolving, carrier-centric framework for performing distributed and parallel 

computing on large datasets. As the benefits of cloud computing increase in terms of cost, storage space, and scalability, all 

data providers and institutions are also focusing on offloading data from local servers to remote cloud servers. Medical 

records are essential and most important because the government retains additional data on the medical history of the data 

and medical professionals can provide the most appropriate and effective remedies or support for their concerns. It is also 

useful for diagnosing viable illnesses, identifying family hereditary and possible illnesses, allergic reactions, past and present 

dosing, and vaccination statistics. The proposed work aims to develop a three-tier framework to protect the privacy of 

records stored in big data environment and analyses the document about the protected text and breaks the protected content 

into separate documents. This research work categorizes, distributes, and stores health-related content using a combination 

of Natural Language Processing (NLP) and text mining algorithms. After associating the distributed content with the original 

parent document, it encrypts the attribution information of the patient's history and saves in the clouds for future. 
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1. INTRODUCTION 

Cloud computing technology provides convenient on-

demand system access to shared pools of configurable 

computing resources (networks, servers, storage, 

applications, services, etc.) for rapid provisioning and 

sharing. Cloud computing [1] platforms are divided into 

Infrastructure as a Service (IaaS), Platform as a Service 

(PaaS), and Software as a Service (SaaS) based on the 

services they provide. Information privacy and safety are 

one of the biggest reluctances of cloud computing, as it is an 

open environment with very restricted user control. Cloud 

computing has developed as one of the most significant 

changes in the recent Information and Communications 

Technology (ICT) era [2]. Cloud Computing security is a 

new extent of  computer safety that states to a set of 

strategies, controls, and cryptographic primitives to protect 

connected information, system applications, and 

substructure. The National Institute of Standards and 

Technology (NIST) [3] explains the definition of CC 

technology as follows: “A concept that allows appropriate 

on-demand system access to a common pool of configurable 

computing resources (supplied by a third-party provider 

known as a cloud service provider), with minimal 

administrative labour or services, interactive provisioning, 

and shared providers”. Safety is one of the major obstacles 

to cloud growth and the use of big data in cloud 

environments. Big data security in the cloud is the most 

exciting area that causes numerous safety issues such as 

network security, information security, application layer 
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security, and data protection. Security and Privacy issues are 

exacerbated by the speed, dimensions, and variation of big 

data, including huge cloud organizations, different data 

bases and formats, the flowing nature of data collection, and 

high-volume inter-cloud relocation [4]. Computing and big 

data are interconnected. Big data has attracted the attention 

of academic circles, government and medical industry. In 

addition, it transforms health care, knowledge, 

manufacturing, economics, business, and ultimately 

societies [5]. Big Data is used for large collection of 

information that is massive in length and developing 

exponentially with time. The data is being generated from 

several sources which include social media, utilization of 

Search engines, Sensors [6], medical systems, Banking 

transactions, financial packages etc., and that statistics may 

be established, unstructured or semi-established. Big records 

are so large and complicated that no typical record-keeping 

or processing system can keep or process them effectively. 

Big data is a set of technology and knowledge that 

necessitate new methods of incorporation to expose great 

concealed value from diverse, composite, large and very 

large datasets. Data develops big data when discrete data 

becomes useless and only huge collections of data or 

analyses consequent from them have more value. Many Big 

data analysis technologies can be used to derive insights that 

permit better decision-making in key growth areas such as 

healthcare, monetary efficiency, energy and natural disaster 

prediction. Safety and confidentiality problems are 

exacerbated by the amount, accuracy, variety, and speed of 

big data, such as large infrastructure, different data sources 

and setups, the nature of streaming data collection, and large 

volumes of inter-cloud migration [7]. Recently, large 

amounts of data have become a hot topic with sizeable 

influence, transforming industries around the world. 

Companies and governments see massive records analytics 

as a cutting-edge and valuable way to analyse complex, 

historical data and find patterns that help them make 

meaningful decisions. Big data plays an important role in 

managing and operating fate records in various business 

sectors, in addition to healthcare, manufacturing, retail, 

traffic control, banking, meteorology, education and 

transportation. Several advantages of big data packages 

have been discovered after extensive investigation [8]. 

However, latest literature surveys performed in the subject 

matter of huge information protection specify that malicious 

attackers pointing massive facts have been on the upward 

push. However, the main issues and solutions surrounding 

security risks and privacy have not yet been fully 

investigated in the vast archive area. These challenges 

motivate new innovations and research activities to uncover 

open issues that pave the way for future research and 

practice. The paper outlines a security and confidentiality of 

large-scale sensitive medical information of the patients in a 

cloud computing environment. Identify new advances in 

cloud provider arrangement, source controller, and cloud 

service administration layers. The latest encryption and 

decryption security technologies and outlines additional 

privacy protection approaches for processing sensitive data 

for processing big data in cloud computing using Natural 

Language Processing (NLP) [9] are also evaluated. The 

objectives of the proposed system are listed as follows: 

1. To develop an approach to secure and protect a document that 

will be stored in a Big Data and Cloud environment. 

2. To analyse and eliminate the unwanted words and 

punctuations from the medical history of the patients 

through Natural Language Processing (NLP) and Decision 

Tree (DT) algorithms. 

3. To secure the records with encryption and decryption 

techniques and finally saves them in cloud. 

 

2.SECURITY AND PRIVACY OF 

MEDICAL RECORDS 

Privacy, security, and confidentiality are common problems 

that need to be addressed in health record systems. Security 

and confidentiality are inextricably linked, but they are 

essentially dissimilar. Confidentiality denotes to the 

precision of somebody to regulate when, how, and at what 

level access to individual‟s private data is transmitted or 

shared by others. Security refers to the restricted access to 

an individual's private data [10] and is granted to authorized 

persons. Unauthorized transmission or distribution of 

complex medical data can result in data breaches. 

Confidentiality can be conceded in unavoidable systemic 

credentialing that occur throughout the health infrastructure 

[11], as well as centralized technologies and parties who 

watch the activity of healthcare workers and patients saved 

in the cloud. Still, in some cases, there may be good reason 

for governments, managers, pharmacological concerns, 
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researchers, and test center [12] to access and obtain data on 

patient health records, and by doing so, healthcare providers 

can accidentally abuse access to health records purposefully. 

     The three simple information generation safety 

requirements are confidentiality [13], integrity and 

availability. Confidentiality can be described as limiting 

data to persons that aren't authorized to access data [14] 

throughout both storages, transmitting or when they are 

being dealt with. Confidentiality can be achieved thru 

technological approach such as information encryption or 

thru controlling having access to the systems. 

Confidentiality is likewise completed through working on 

ethical inclinations consisting of expert silence. However, it 

turned into found out by using the fact that encryption is 

generally used for health information that are dispatched 

across uncovered networks [15], it's miles much less carried 

out to records that is saved in cell gadgets and other garage 

media. The want for confidentiality is a response to 

privateness concerns that are also very critical inside the 

fitness care zone because of the very sensitive facts 

concerning sufferers and clients that they carry. 

Confidentiality ensures that the data remains covered from 

unauthorized deletion or modification and undesired change 

by legal users [16]. On the alternative hand, availability 

ensures that a gadget may be accessed and is absolutely 

running at any second that a licensed individual is in want 

of the usage of them. Availability method a number of 

factors from scalability to resilience and to recoverability of 

information in case the information is misplaced for any 

cause. Physicians are frequently concerned that an 

unauthorized individual could gain access to patient records 

contained in an electronic medical data device and misuse 

the information, resulting in a felony complication as a 

result of a breach in the confidentiality of the patients' 

information. Physicians are very eager on the security and 

confidentiality concerns greater than the sufferers 

themselves. The majority of doctors who use electronic 

scientific information select paper data more than electronic 

clinical records because they agree with that paper facts are 

much greater stable and private. This is an indication that 

the issue of privacy and security on medical records are 

taken very seriously. If the sufferers aren't assured privacy 

[17], they might determine to withhold the records to 

prevent inappropriate use. 

 

3. PROPOSED METHODOLOGY 

The basic flow of the proposed system is shown in figure 1. 

The data collected is the history of the patients. The medical 

history is divided into sub parts and this process is analysed 

using decision tree algorithm. Then, the medical data is 

saved in cloud after NLP. For the security and 

authentication, the medical history will be encrypted and 

decrypted. The decision tree that protects privacy is 

produced from the dataset. The dataset is distributed across 

multiple members without mutual disclosure. They usually 

involve the use of cryptography, secret sharing schemes, or 

other cryptographic algorithms. In this research, a decision 

tree and three different encryption algorithms (ceaser cipher, 

reverse cipher and ROT13) are used to help multiple 

hospitals collaborate on the cloud to build a Secure 

Electronic Health Framework (SEHF) classification model 

without revealing patient histories. This research focuses on 

protecting the privacy of datasets when building decision 

trees. This system encrypts the mapping information after 

mapping the distributed content to the original parent 

document. The proposed research work aims at developing 

a three-tier framework [18] to protect the privacy of 

documents that is to be stored in the Big Data environment 

[19]. It parses the document for text that requires protection 

and separates the content that should be protected into 

separate documents. It classifies the data that requires 

protection using a combination of Natural Language 

Processing (NLP) and text mining methods. It stores the 

content in distributed fashion.  

 

               Table 1 Medical history of the patients 
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Figure 1 Basic Flow of Proposed System 

 

START 

Divide data into sub parts 

Classify parts of data 

Distributed Storage 

Mappings 

Encrypted Mappings 

END 
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3.1 Decision Tree 

 

Machine learning decision trees [20] are part of the 

classification system and also use classification rules 

(from root to leaf node) to provide results to regression 

problems. Its construction is like a flow chart where 

each core node denotes a functional test (for example, if 

the arbitrary sum is superior than a number) and each 

leaf node is cast-off to denote a class label (results are 

calculated). After all the decisions have been made, the 

branch denotes the aggregation of the function that leads 

to the session specification. Machine learning decision 

trees have a wide range of fields in the current world. 

Being a predictive model, decision tree analysis is done 

through an algorithmic approach that conditionally 

divides the dataset into subsets. The name itself 

indicates that it is a tree-like model in the method of if-

then-else statements. Table 1 shows the details of the 

medical history of the patients. The attribute node split 

is used to generate the decision tree. Information gain 

and the Gini coefficient are two often employed 

divisional criteria. In order to place the split subgroups 

in the same category, they choose the split attribute by 

making each split subgroup as "pure" as feasible. Some 

of the example decision tree determined in this research 

are shown in figure 2a and 2 b. 

 

The key persistence of the algorithm is to build a 

decision tree from a dataset of instances and their 

classes. The algorithm follows a divide-and-conquer 

model and attempts to discover the best attributes to 

divide the dataset at each step. To do this, two values 

are calculated: entropy and information gain. 

Information gain trials the amount of information a 

single function provides about a class. The way it 

functions as a master key when creating decision trees. 

The feature with the main information gain is split first. 

Decision trees always maximize information 

acquisition. The entropy of an instance varies when 

nodes are used to partition it into minor subsections.  

 

Entropy is the degree of the indecision or impureness 

[21] of an arbitrary inconstant. Entropy determines how
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the decision tree divides the data into subsections. The 

information gain is measured with the equation (1). 

 

                       (      )  

[                       (        )]--

--------------(1) 

The Gini coefficient is a metric that determines how 

often randomly selected items are misidentified. This 

clearly shows that attributes with a lower Gini 

coefficient take precedence. The equation (2) is the Gini 

index representation. Where p(X) is the probability of 

root X.  

 

                  ( ) ----------------

(2) 

 

Figure 2a. Decision Tree for Medical History 

Decision tree Splitting create a break up, first, we want 

to calculate the Gini score. The records are break up the 

usage of a listing of rows having an index of a characteristic 

and a split price of that characteristic. After the proper and 

left dataset is observed, we are able to get the break-up 

value with the aid of the Gini rating from the primary part. 

Now, the break up cost will be the decider where the 

attribute will be living. The next part is evaluating all the 

splits. The first-class feasible value is calculated by means 

of evaluating the cost of the break up. The high-quality cut 

up is used as a node of the DT. 

 

Figure 2b Sample Decision Tree for Medical History
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3.2 Natural Language Processing (NLP) 

Named Entity Recognition (NER) is a subtask of NLP that 

identifies and categorizes named entities encountered in 

unstructured text. Rule based matching is carried out and 

then looping through all transcriptions to extract the text 

matching the pattern are determined. Tokenization [22] of 

words in the patient‟s history, sentence segmentation of 

words in the patient‟s history summarization, stop words 

identification eliminating punctuations, repeated words and 

tokenization of words are done. Looping through all the 

transcriptions and extracting the text matching the pattern 

are determined. Then, check whether the token is an 

alphabet character, a digit, lower or upper case, currency, 

email, number, URL, etc., Finally, trained pipelines are used 

to make predictions about tokens based on their context. 

Here, trained pipelines are a type of pipeline which uses 

statistical models. 

 

3.3 Encryption Algorithm  

In order to safeguard the data in the medical history, 

encoding (i.e., secret key) algorithms are used in this 

research work. The three algorithms used are caesar cipher,  

reverse cipher and ROT13. The steps involved in the 

encryption are shown in algorithm 1. 

 

Algorithm 1: Encryption Algorithms 

Input: sample transcription (plain text) Output: Encrypted 

text 

1. Start 

2. Ceaser Cipher method Def encrypt (textual content,s): 

     end cipheroutput = ""   for i in 

variety(length(input_text)): 

 input_char = input_text [i]                             

     if (char.Isupper()): 

         end cipheroutput += chr((ord(input_char) + s-

sixty_five) % 26 + 65)      

      else end cipheroutput += chr((ord(input_char) + s – 

ninety_seven) % 26 + ninety_seven)  

3.In Reverse Cipher 

     output_translate = „‟  

 i = len (input_message) -1  

               while i> = 0:  

 output_translate = output_translate + 

input_message [i]  

 i = i-1  

         print ("The given ciphertext is:", output_translate)   

4. ROT13 def rot13（input_text) #Rotate by 13 

     Return text. translate（rot13trans） 

             def main（） 

     output_txt = "ROT13-Algorithmus" 

     print rot13（output_txt） 

5.  Print encrypted text with secret key 

6. End 

Steps involved in Encryption algorithms: 

Step 1: Begin with sample predicted medical transcription 

Step 2: First method, caeser cipher will replace each 

plaintext letter with a fixed number of letters 

below the alphabet. Transverse the obvious 

textual content, encrypt the uppercase characters 

in plain textual content and then encrypt 

lowercase characters in undeniable textual 

content 

Step 3: Second method, reverse cipher uses a pattern that 

reverses a plaintext string and converts it into a 

ciphertext. The encoding and decoding 

processes are the same. To decrypt the 

ciphertext, reverse the ciphertext to get the 

plaintext. 

Step 4: Third method, each character is shifted by 13 digits 

to encrypt or decrypt the text in ROT13. 

Step 5: Final outcome with secret key is generated. 

Step 6: End 

 

4. RESULTS 

The final outcome proposes a framework that protects the 

privacy of the document in the BigData environment by 

protecting parts of the document that requires protection. 

Exploratory analysis specifies the matplotlib functions for 
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charting the data. We chose columns with 1 to 50 unique 

values for presentation and plotted them as a graph in figure 

3. X axis and Y axis is measured in terms of units. 

 

Figure 3 Distribution graph of column data between 1 to 50 

  Correlation matrix for different patients‟ history such as 

heart disease, anaemia, Blood Pressure (BP) are shown in 

figure 4. X and Y coordinated are measured in terms of 

seconds. Null values are removed from this matrix, leaving 

only numerical values. In kernel density charts, it reduces 

the column for matrix.  

 

 

Figure 4 Correlation matrix using decision tree algorithm 

 

Encryption: 



 
 

International Journal of Intelligent Systems and Applications in Engineering IJISAE, 2024, 12(3),3744-3754 |  3752 

 

Encryption is carried out using Caesar Cipher, reverse 

cipher and ROT13 algorithm. A block cipher is a type of 

symmetric cipher that is processed (usually) by a fixed 

allocation (usually) through a block of information (often 

64-bit or 128-bit).  

"Lightweight" block ciphers differ from block ciphers in 

that they use algorithms that require less computing power.  

Table 2 shows a comparative analysis of three different 

algorithms over time.   

Table 2. Comparative output of Cipher executions with respect to time 

Name of 

Algorithm 
Elapsed time Output 

Caesar Cipher 

With key=13 

0.0003629209999

99794 

.rewopgnitupmocsseleriuqertahtsmhtiroglaehtsesutitahtoskcolbehtmorftneref

fidsirehpickcolb "thgiewthgiL" .)stib 821 ro 46 netfo( 

skcolbnoitamrofnisessecorp )yllausu( gnippamtnatsnochguorhthcihw 

,rehpiccirtemmys a fodnik a sirehpickcolB 

Reverse cipher 0.0002039959999

9998408 

oerjbcatavghczbpaffryarevhdreagnugafzugvebtynarugafrfhagvagnugabfaxpb

yoarugazbesagarerssvqafvaerucvpaxpbyoacgutvrjgutvYcaojfgvoaysraebauw

aargsbiafxpbyoaabvgnzebsavafrffrpbecajlyynhfhiatavccnzagangfabpauthbeu

gaupvujamerucvpapvegrzzlfanasbaqavxanafvaerucvpaxpbyO 

Elapsed time: 1.839298437 1.839094441 

ROT13 

 

0.0020060140000

008886 

Oybpxpvcurevf n xvaqbs n flzzrgevppvcure, juvpuguebhtupbafgnagznccvat 

(hfhnyyl) cebprffrfvasbezngvbaoybpxf (bsgra 64 be 128 ovgf). 

"Yvtugjrvtug"oybpxpvcurevfqvssreragsebzguroybpxfb gung vg 

hfrfgurnytbevguzf gung erdhveryrffpbzchgvatcbjre 

 

5. CONCLUSION 

With increased use of Big Data for storing various 

information, data safety and confidentiality is becoming a 

major challenge on a day-to-day basis. This research aims to 

develop a framework that combines the power of natural 

language processing and text mining with data encryption 

methods to protect sensitive data in documents. This 

approach will speed up processing since only the mapping 

information is encrypted and not the content of the 

document itself. Patient data and medical information from 

health histories are relatively straightforward to distribute. 

Information can be obtained and updated while the patient is 

being treated. However, such systems are heavily affected 

by safety and confidentiality concerns. According to 

statistics, patients can face substantial issues when 

sophisticated data is shared with third parties. Validated 

from the research and based on the security area, it is clear  

that various guidelines and values are interrelated. Medical 

records are saved in clouds for the sake of privacy and 

security. Though, such classifications need to be consistent 

to determine potential conflicts and contradictions between 

values. Encryption algorithms have been proposed by 

different time lapse helps in finding the appropriate security 

of the system. It is extremely endorsed to use a well-

organized encryption system and easy to use by both 

medical specialists and doctors. Priority accesses the 

controller model for the patient recording using Natural 

Language Processing (NLP) through decision tree splitting. 

In future, the data analyzed for the research is very 

limited and can be compared with more patient‟s history. 

There are many encryption and decryption techniques are 

available can be compared for the better security of the 

system. 
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