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Abstract: The development of any nation's economy depends largely on having an efficient healthcare system. This article investigates
the architecture of a framework for patient risk classification in a smart healthcare system which combines blockchain technology with
machine learning. The framework seeks to transform healthcare delivery by utilizing machine learning algorithms' predictive powers in
conjunction with blockchain's transparency, immutability, and decentralized data storage. This study clarifies the potential to improve
patient outcomes through more precise and customized risk assessments by thoroughly analyzing the opportunities and challenges. Data
security, interoperability, regulatory compliance, and technological scalability are important factors to take into account. The findings of
this study provide encouraging paths for enhancing patient care and public health outcomes globally, since interdisciplinary cooperation

and continuous innovation propel improvements in healthcare technology.
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1. Introduction

One of the key effects of modernization is the development
of the culture of nuclear families. The elderly patients
usually stay with spouses, or alone when their children
settle in the foreign countries or metros, due to
employment needs. For such patients, the situation
becomes worse if they get some health issues that lead to
bed binding. The health of bed bound patients either at
home or at hospital is always a concern for family and
hospital. They require continuous monitoring if any
comorbidity is present. We propose a remote monitoring
methodology which will help the bed bound patients and
the caretakers to do continuous monitoring and trigger
appropriate actions if required. Our system will also work
on the mental health of such patients. This will reduce the
health risk of the patients in the short term as well as long
term by deploying machine learning algorithms. It can be
utilized for the elderly or disabled bed bound patients who
do not have family or stay alone.

Medical care industry is becoming costlier than at any
other time in this advanced age, however the quantum of
patients and health issues are truly expanding. As the
health of an individual is a priority among the most
imperative issues nowadays, 10T could be utilized in the
prosperity business as a flawless wellbeing observing
infrastructure. Internet, cloud computing, Al, blockchain,
loT, etc. are some important modern technologies, which
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can make vital industries like Finance, Marketing,
Healthcare, Insurance, etc. better, faster and more efficient.
The healthcare sector has been embracing cutting-edge
technologies that enable clinical process automation and the
digitalization of patient records. The blockchain revolution
has a huge possibility to drive the digital transformation of
healthcare data, supply chain data, smart contracts, payment
information, pharmaceutical applications and other areas.
The sharing and archiving of healthcare data is a crucial
component of healthcare systems. Private healthcare data
might become more secure, scalable, and tamper-proof by
being stored on the blockchain. Sharing personal information
insecurely among different businesses or entities runs the risk
of exposing sensitive data. Serious repercussions, such as
unauthorized individuals getting access to the private
medical information, result from clients not having control
over their personal information. In electronic health or
medical records (EHR/EMR), privacy protection, data
integrity protection, and stakeholder compatibility are
critical factors. Blockchain technology makes it feasible to
address the challenges brought about by COVID-19, such
issues with exchanging medical records, breaches of patient
confidentiality, and insufficient monitoring mechanisms.
Blockchain technology is ultimately required to handle
issues like privacy and security, since it arises as a result of
the necessity to give legitimacy to the entire system.

Apart from this, some major objectives of using blockchain
in our proposed system are discussed below. The varied
standards and communication patterns involved with 10T
technology prevent traditional security techniques from
being directly implemented. Additionally, the existence of
such a vast network with so many interrelated organizations
will undoubtedly suggest several complex scenarios. All

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2024, 12(3), 4025 4034 | 4025



those devices will be very vulnerable as a result,
endangering the associated users. Since physical devices
may store and handle sensitive user information, cyber-
security systems must provide tailored mechanisms to
safeguard the collected data from the physical devices.
This means that loT systems must always offer data
availability, confidentiality, and integrity. Data encryption
and data redundancy, authentication, access control, and
authorization procedures, can be used to prevent access to
unauthorized users. However, since information providers
can act dishonestly by providing false or misleading
information, there may arise many situations where it is
necessary to protect oneself as well as the entire system
from them. In these situations, traditional security
mechanisms fail to protect users from this type of threat.
Therefore, it is crucial to have a fully secure solution, such
as blockchain, which will offer an 10T system secure
distributed solution.

To further the subject, research agendas for the suggested
secure and intelligent healthcare system should give
priority to a number of important areas. Research on
improving data security and privacy in blockchain-driven
healthcare systems should be given top priority. To protect
sensitive  patient data, this entails investigating
decentralized identity management systems, advanced
encryption techniques, and privacy-preserving strategies.
Research endeavors ought to prioritize the enhancement of
interoperability standards and protocols to facilitate the
smooth transfer of data among diverse healthcare
institutions and systems. The creation of standardized
formats for data transmission and representation should be
prioritized in order to enable effective communication
between various platforms. Furthermore, there might be a
substantial impact on patient care outcomes from the
exploration of cutting-edge machine learning algorithms
and methodologies for predictive analytics, illness
detection, and customized therapy recommendations.
Furthermore, investigating the integration of cutting-edge
technologies such as edge computing and Internet of
Things (loT) devices into the healthcare setting may
improve data gathering, real-time monitoring, and
decision-making procedures. Finally, to tackle difficult
issues and guarantee the responsible implementation of
clever and safe healthcare solutions, multidisciplinary
research collaborations between technologists,
policymakers, and ethicists are essential. Encouraging the
creation and uptake of cutting-edge technologies that
enhance patient outcomes, healthcare delivery, and data
security is the main objective of these research goals.

2. Related Work

The main challenge of dealing with blockchain on various
platforms like 10T, machine learning, etc is
interoperability. Data sharing through mechanisms

including data acquisition, patient identity, data liquidity,
data access and data integrity are due to the change from
institution-centric to patient-centric framework for data
handling (Green et al. 2018; Agbo et al. 2019; Khezr et al.
2019; Zubaydi et al. 2019; Shahnaz et al. 2019; Ali et al.
2020). There are a few issues with speed and scalability that
arise when using blockchain technology in a distributed
messaging system (Alla et al. 2018; Chakraborty et al. 2019;
Jamil et al. 2020; Asad et al. 2019), as well as concerns with
resource constraints, absence of normalization, scalability,
bandwidth, security breaks, and compatibility (Azbeg et al.
2022). Traceability features in blockchain were proved to be
significant while dealing with supply chains in the
pharmaceutical domain (Abu-Elezz et al. 2020). The
confidentiality and security of patient information are the
essential worries with regards to savvy medical care because
of the interoperability of numerous partners (Chakraborty et
al. 2019; Aithal et al. 2021; Rakic et al. 2018; Gupta et al.
2021; Pham et al. 2018). Many blockchain frameworks, most
notably BiiMED (Jabbar et al. 2020), have been created to
improve interoperability and integrity surrounding EHR
sharing. Through the provision of a decentralized external
auditor to ensure data integrity and access, the management
framework governing the exchange of EHRS among various
clinical providers is regulated. Key components,
applications, opportunities, and hindrances are illustrated for
critical achievement measures that might assume a vital part
in the reception of blockchain. The discoveries support
decision-making while thinking up plans and procedures for
using blockchain in the medical services domain (Bali et al.
2023).

Disseminated occasions with a distributed service platform
will support resolving issues like congestion or weak links
and will hurry transaction handling (Agbo et al. 2019). A
healthcare security framework Multimedia data is built using
blockchain (Anjum et al. 2020; Rathee et al. 2020; Khan et
al. 2020; Wong et al. 2018; Wu et al. 2021). A blockchain
testing environment that investigates several needs for
healthcare apps is created using Hyperledger fabric (Wang
2020). Lightweight blockchain is recommended to address
blockchain's issues (Dwivedi et al. 2019; Srivastava et al.
2019).

In order to reduce security risks related to remote patient
monitoring, real-time patient monitoring was implemented
using a private blockchain. Additionally, automated notice
distribution to all patients is made easier (Griggs et al. 2018).
To determine whether or not the data should be entered into
the blockchain, an extra filtering mechanism can be added at
the sensor level. This aids in maximizing the BC size and
decreasing the quantity of coins needed for transactions
(Pham et al. 2018). Adding software-defined networking
(SDN), which ensures network efficacy and flexibility(Barka
etal. 2021), is another way to handle these issues. SDN offers
a wide range of services along with operational and security
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solutions that users can utilize. Enrollment in a health
programme can be made secure for both individuals and
medical personnel with the help of Ethereum smart
contracts. (Srivastava et al. 2019; Kazmi et al. 2020; Javed
et al. 2021; Mohammed et al. 2021; Ejaz et al. 2021). It
was suggested to combine 10T with healthcare monitoring
and to use a security architecture based on the Hyperledger
Fabric. (Jamil et al. 2020; Attia et al. 2019; Faruk et al.
2021; Srivastava et al. 2019; Rani et al. 2022). A patient
agent (PA) is used in another agent-based architecture that
was put out (Uddin et al. 2018) to link the blockchain and
the RPM data stream.

3. Proposed System

Figure 1 depicts the proposed framework of our system for
bed bound patients. Finding use cases for blockchain and
machine learning in healthcare, like risk assessment and
patient data management, is the first step in the framework.
Making the appropriate choice in blockchain platforms,
like Ethereum or Hyperledger Fabric, is essential to
guaranteeing the security of data and the operation of smart
contracts. A predetermined data schema is created to store
demographic and medical history information about

Patient's

+———————__Trigger the Appropriate Action.

patients on the blockchain. A variety of sources provide the
patient data, which is preprocessed to get rid of noise and
irregularities. In order to facilitate risk assessment, pertinent
parameters such as age, medical history, and lifestyle factors
are derived from the data. Machine learning methods like
logistic regression and decision trees are used in risk
categorization. After these models have been trained and
verified using labeled patient data, their performance is
assessed using cross-validation.

In order to provide privacy and auditability, smart contracts
are designed to run risk assessment algorithms on the
blockchain in a transparent manner. Systems for managing
patient permission are put in place to restrict data access for
risk assessment. The execution of risk assessment smart
contracts based on patient data inputs is governed by a
predetermined procedure. Prioritizing integration with
current healthcare systems helps to guarantee seamless data
flow and interoperability. Pilot testing assesses the accuracy,
scalability, and usefulness of the framework. Iterative
updates to the design and functioning of the framework are
driven by ongoing input received from patients and
healthcare practitioners.
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Fig. 1. Block diagram for proposed framework for Deploying l0T and Machine learning Algorithms for healthcare needs of
bed bound patients

Healthcare organizations may leverage blockchain
technology and machine learning to improve patient
outcomes, expedite risk assessment procedures, and
optimize resource allocation by implementing a complete
strategy.

Initially, the required biometric data of the bed bound
patient will be collected for monitoring and further
analysis. This data along with some auxiliary data like
demographic data will be stored in a database server, which
will be exclusively used for Machine learning setup to
fulfill our objectives. Typically, the significant biometric
readings of the patient viz. temperature, blood pressure,
oxygen levels, glucose, etc, will be recorded using loT

setup. The 10T sensors will be responsible for recording the
physical status/wellbeing of the patient. All the involved
sensors will record the data periodically, and will be handled
by NodeMCU. The usage of NodeMCU instead of Arduino
setup is preferred as it can provide the data to be directly
generated and handled efficiently. In addition to this, the
system can also be configured to take care of the wellbeing
of patients, by providing periodical reminders for their
medicine intake and will also take care of any emergencies,
initiated by the patient. (E.g., in case of any unwanted
situation like fall, uneasiness, etc.) If medicines are out of
stock, a third party can be used to take care of the stock
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management which will again need the intervention of
blockchain, for supply chain management.

4. Machine Learning Setup for classification and
prediction of the patients

The Machine Learning Methodology can be deployed to
classify the patients’ different categories as level of risk viz.,
high level, medium level and low level as shown in figure 2.
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Fig. 2. The Machine Learning Methodology deployed to classify the patients in different categories

The participating features will be typically based on risk
scoring data and the type and extent of utilization of
medical facilities by the patients. Figure 3 illustrates the
deployment of blockchain to ensure security and privacy

tools and algorithms. This facilitates precise classification of
patients according to their risk levels.

within the integrated system, which includes 1oT-

monitored data analyzed through machine learning
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Fig. 3. The Blockchain Methodology deployed to provide security and privacy for integrated Healthcare, 10T and ML

technologies.
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contract PatientDataManagement {
struct Patient {
uint256 id;
string name;
uint8 age;
string medicalHistory;
// Add other relevant patient attributes
}
mapping(uint256 => Patient) public patients;
uint256 public patientCount;

function addPatient(string memory _name,
uint8 _age, string memory _medicalHistory) public

{

patientCount++;

patients[patientCount] =
Patient(patientCount, _name, _age,
_medicalHistory);

}
/I Add functions for accessing and updating patient
data
}

pragma solidity ~ 0.8.0;
import "./PatientDataManagement.sol”;

contract RiskAssessment is PatientDataManagement {

patientRisk;

returns (RiskCategory) {

categorize patient risk

purposes

/I Add functions for accessing patient risk categories

}

enum RiskCategory { Low, Medium, High }
mapping(uint256 => RiskCategory) public

function assessRisk (uint256_patientld) public

/I Implement machine learning algorithm to

// Example: dummy logic for demonstration

if (patients[_patientld].age > 60) {
patientRisk[_patientld] = RiskCategory.High;

} else if (patients[_patientld].age > 30) {
patientRisk[_patientld] = RiskCategory.Medium;

}else {

patientRisk[ patientld] = RiskCategory.Low;
}

return patientRisk[_patientld];

}

Fig 4 a. Patient Data Management Contract

Fig 4 b. Risk Assessment Contract

A sample code for patient data Management Contract and
Risk Assessment Contract is shown in figure 4 aand 4 b
respectively.

The flowchart shown in Figure 5 describes the overall
system flow.

Phasel: The patient registers to the hospital monitoring
system. At the monitoring site, the demographic
information like gender, age, social background, etc. and
also the auxiliary information like patient’s medical
history, ailments, comorbidities, etc. is collected during the
registration process. All the 10T devices are installed as
wearable devices at the patient’s site. Vital signs such as
blood pressure, heart rate, and temperature will be
recorded and transmitted to the hospital monitoring site. In
order to provide security and authorization, blockchain
smart contracts can be written.

Phase2: The analytics site receives the data gathered at the
monitoring site and uses it to classify the patients into low,
medium, and high risk groups.

Depending on the risk category the patient will get the
necessary attention by the hospital. For instance, high risk
patients will be treated as high priority and will be monitored
closely, with necessary care. Also these machine learning
algorithms will help to predict and notify the hospitals about
the number of patients who need special attention with
maximum resources and thus it may help hospitals to plan
the resources. By doing this segregation, optimum utilization
of the hospital resources can be achieved.
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Fig. 5. Flowchart of the proposed system for smart healthcare system

5. Challenges

Building a framework in a smart healthcare system with
blockchain and machine learning to categorize patients
into high, medium, and low risk groups presents a number
of challenges. The most important reason to protect data
privacy and security is that medical data is sensitive. To
balance blockchain technology's transparency with the
requirement for secrecy, creative encryption methods and
privacy-protecting protocols are crucial. Furthermore, to
address any interoperability issues that may surface during
the integration of blockchain and machine learning
technologies ~ with  current  healthcare  systems,
standardization initiatives and smooth data exchange
protocols would be necessary. Thirdly, access to high-
quality, labeled patient data is necessary to create effective
machine learning models for risk categorization. However,
this data may be sparse or biased, which could make model
training and validation difficult. Furthermore, careful
consideration of scalability, efficiency, and auditability is

required when creating smart contracts to carry out risk
assessment algorithms on the blockchain. Finally, the design
process becomes more complex due to regulatory
compliance and ethical issues, which necessitate alignment
with ethical norms and healthcare regulations. Examples of
these factors include patient consent management and fair
treatment. To tackle these obstacles, multidisciplinary
cooperation, cutting-edge technologies, and an all-
encompassing strategy for creating intelligent and safe
healthcare systems are needed.

There are some important differences between the design of
a blockchain-integrated machine learning framework for
patient risk classification in a smart healthcare system and a
traditional system. Patient data management in the
conventional system often depends on outdated technologies
and centralized databases, raising concerns about privacy
violations, data security, and interoperability problems
amongst healthcare organizations. On the other hand,
blockchain-based systems have built-in benefits including
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immutability,  decentralized data  storage, and
cryptographic security, which improve data security and
privacy protection. Furthermore, blockchain-integrated
machine learning algorithms enable automated, data-
driven risk categorization based on intricate patterns and
predictive analytics, resulting in more precise and
customized patient outcomes than traditional risk
assessment methods, which frequently rely on manual
analysis and predetermined rules. In contrast to
conventional systems, the application of blockchain and

machine learning brings with it difficulties with scalability,
regulatory compliance, and integration complexity. Despite
these difficulties, the potential advantages of machine
learning and blockchain technology in terms of better
security, transparency, and predictive analytics highlight the
significance of using cutting-edge design techniques when
creating intelligent healthcare systems to improve patient
outcomes. Table 1 summarizes how the suggested system
compares to the conventional system.

Table 1. Comparison of proposed system with conventional system

Feature Traditional System

Proposed System

Confidentiality

Methods optd- end to end encryption, DB

High level security through BC

Security

Availability Traditional methods for DB Backup & High fault tolerance & service availability
recovery mechanisms

Reliability DBS are vulnerable to manipulation & Blocks are immutable so high level of reliability
security attacks

Traceability Detection of changes in health records or Verified blocks can be used to keep track of origin
logs not guaranteed of creation &thus help in tracking

Integrity of HER | No guarantee on integrity Integrity is assured.

Data Sharing No guarantee over data security

There is a safe, decentralised platform available
for any information interactions.

Fraud detection

No support for fraud detection & may
allow duplicate or modified transaction

BC has feature-immutability which strictly
prohibits duplication or modified transactions.

Predictability

No support of predictability related to risk
probability.

System provides classification based on multiple
factors, which helps in risk predictability.

Load balancing

The healthcare systems don’t segregate
the patients hence, equal attention is given
to all the patients, across the system

Due to risk accessibility, depending on the need,
high risk patients are prioritized and handled
separately with smart mechanisms.

Resource The healthcare system sometimes may Due to predictability of the risk bracket of the
Utilization end up having unbalanced resource patients, the resource utilization can be optimized.
allocation.
6. Conclusion

In order to provide a framework for a smart healthcare
system, this research study has examined the complex
junction of blockchain technology and machine learning.
Significant progress can be achieved in improving patient
risk classification by utilising blockchain's built-in qualities
of transparency, immutability, and decentralized data
storage in conjunction with machine learning algorithms'
predictive powers. By offering more precise and customized
risk assessments, this study has highlighted the potential to
transform healthcare delivery through a thorough
examination of the opportunities and problems present in

such a framework. Blockchain and machine learning can be
used to potentially improve patient outcomes, data security,
and interoperability within the healthcare sector. However,
it's also critical to acknowledge the difficulties, such as
concerns about privacy, compliance with the law, and the
scalability of technology. Realizing the full potential of
smart healthcare systems will depend on interdisciplinary
collaboration and continuous innovation as this field of
study advances. In the end, the knowledge gathered from
this study opens the door for further developments in
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medical technology, which could have a favorable effect on
patient care and public health outcomes globally.
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