International Journal of

INTELLIGENT SYSTEMS AND APPLICATIONS IN
ENGINEERING

www.ijisae.org

1JISAE

ISSN:2147-6799 Original Research Paper

Role of Machine Learning in Enhancing Image Encryption Techniques
for Cybersecurity

D. A. Kiran Kumar!", Dr Megha Chauhan?, Dr. Mrinal Gaurav?, Dr. Nishank Sudhakar Pimple*, Dr.
Rajesh Vyankatesh Argiddi’, Afrin Shikalgar®

Submitted: 06/02/2024 Revised: 14/03/2024  Accepted: 20/03/2024

Abstract: In the context of cybersecurity, ensuring the privacy of the content of images, filled with potentially sensitive data, is crucial.
Kosheen et al. , have used conventional approaches to encrypt images to protect it from unauthorized access; it has been noted that
conventional methods have high risk of being defeated by new forms of threats. The following paper aims to understand how to apply
machine learning (ML) in strengthening image encryption approaches to improve safety mechanisms. First, we introduce a brief
explanation of what image encryption is and explain why traditional approaches are not completely effective. Furthermore, we are going
to describe the appeared ML in the field of cybersecurity and correlated fields and analyze the possibilities of using it in image encryption.
Explaining the detailed method of optimization of a broad encryption process, this paper outlines the correlation between machine learning
algorithms such as neural network and deep learning techniques on the process of data encryption for optimum security and efficiency.
Moreover, we introduce the benefits resulting from the combination of ML with encryption such as the increased resistance against attacks
and the flexibility to respond to current threats. Yet there are concerns including interpretability of the models and the presence of
adversarial examples. Last of all, we introduce the knowledge gaps that should be filled in future studies within the given domain. In
conclusion, this paper emphasizes on the relevance of ML as an evolving tool towards the development of image encryption and
enhancement of cybersecurity mechanisms in the rapidly evolving digital world.
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Cybersecurity, Encryption framework
Introduction

In the present world where organizations and companies
virtually connect with each other more than ever before,
it is highly essential that information and data must be
safeguarded to ensure that only those who are supposed
to access this information are the ones who can do it.
Given the fact that images have now become one of the
fastest-growing ways for transmitting data on the Internet
and other digital networks, the protection of the image
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data is now likely to turn into one of the significant
challenges that cybersecurity specialists have to face.

For a long time, two dominant methods namely spatial
domain and frequency domain were in use for image
encryption techniques to preserve the image content
during image transmitting and reverting. However, as the
complexity of cyber threats grows, it becomes imperative
to address issues that contribute to the improvement in the
security strength of encryption methods.

states that traditional confidentiality techniques like AES
and DES exclusively base their operation on algebraic
formulas that map plaintext into ciphertext with an aim of
hiding the initial content from anyone who is not allowed
to access it. Despite the fact that similar techniques have
been shown to provide an acceptable degree of data
security for text-based data, these techniques suffer some
level of inapplicability with regard to image encryption
due to the distinct features of image data such as high
dimensionality and complex structures.

Moreover, it might be difficult for conventional
encryption schemes to protect against modern threats,
including adversarial ones and cryptanalysis, all of which
exploit the weaknesses of encryption algorithms aimed at
undermining the very essence of data security and,
indeed, privacy (Wang et al. , 2019). Therefore, there is
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an increasing demand for new methods for conducting
analyses that can take into consideration new emerging
threats and be more secure against highly developed
attackers.

Specifically, the ability to use machine learning (ML) in
cybersecurity has been shown to have significant value
for complementing traditional encryption approaches and
enhancing protection against cyberattacks (Sculley et al. ,
2018). Neural networks and deep learning models such as
ML are also used intriguing proficiency in pattern
learning, anomaly detection, and predictive analytics,
which are significant in improving the security of the
digital assets comprising images (Liu et al. , 2020).

Innovative ML methodologies has been used by
researchers to understand the directions of extensive and
effective image encryption methodologies that helps to
enhance the cryptography and rectify the issues in the
traditional encryption application (Saha et al. , 2021).
Consequently, these endeavors have provided substantial
outcomes such as the increased invulnerability to attacks,
increased rate of encryption, and flexibility of the model
in handling images of various formats and sizes.

The scopes of this paper are to describe how machine
learning can bring improvements to the image encryption
methods for cybersecurity. First of all, it will be necessary
to describe the existing approaches to image encryption
and determine the drawbacks of wusing classical
approaches, as well as to define the possibilities of the
subsequent integration of machine learning algorithms
into the encryption process. Furthermore, potential uses
of the machine learning concepts in image encryption will
from the discussion as well as possible research
limitations and prospects of future research in this area
will be reviewed. In so doing, we aim to shed light on the
degrees of change that can be brought about through the
use of machine learning in enhancing the security of
images as well as strengthening the cybersecurity
measures taken in our contemporary high technology
world.

Literature Review

The intersection of machine learning (ML) and image
encryption techniques for cybersecurity has garnered
significant attention from researchers in recent years. This
section provides a review of the existing literature,
highlighting key findings and trends in this domain.

Traditional image encryption methods, such as chaotic
encryption, permutation-substitution techniques, and
cryptographic algorithms like AES and RSA, have been
extensively studied (Zhang et al., 2018). While these
techniques offer a certain level of security, they may
struggle to effectively encrypt high-dimensional image
data and mitigate advanced cyber threats.

Khan et al. (2018) explored the use of evolutionary
algorithms in optimizing encryption parameters,
demonstrating their efficacy in enhancing encryption
strength and resistance against attacks (Khan et al., 2018).

In their study, Gupta et al. (2021) proposed a novel
encryption framework based on deep learning and chaos
theory, showcasing its effectiveness in securing sensitive
images against unauthorized access (Gupta et al., 2021).

Yu et al. (2019) investigated the application of recurrent
neural networks (RNNs) in image encryption,
highlighting  their ability to capture temporal
dependencies and improve encryption robustness (Yu et
al., 2019).

Machine learning algorithms have emerged as powerful
tools for enhancing cybersecurity defenses. ML
techniques, including neural networks, support vector
machines (SVM), and deep learning models, offer
capabilities in anomaly detection, pattern recognition, and
threat prediction (Liu et al., 2020). Researchers have
explored the application of ML in various cybersecurity
domains, including intrusion detection, malware analysis,
and network security.

Zhou et al. (2020) proposed a hybrid encryption
framework  combining  traditional  cryptographic
techniques with machine learning algorithms, achieving
superior security and performance (Zhou et al., 2020).

Recent studies have investigated the integration of ML
algorithms into image encryption frameworks to bolster
security measures. Chen et al. (2020) proposed a machine
learning-based encryption algorithm for image security,
leveraging ML techniques to enhance encryption
efficiency and resistance against attacks. Similarly, Sun et
al. (2020) introduced an image encryption approach based
on modified Gabor filters and a backpropagation neural
network, demonstrating ~ improved  encryption
performance compared to conventional methods.

Despite the promising results, challenges remain in the
integration of ML with image encryption techniques. One
major challenge is the interpretability of ML models and
the potential susceptibility to adversarial attacks (Singh &
Verma, 2019). Additionally, the computational overhead
associated with ML-based encryption algorithms may
pose practical limitations in real-world applications.

Future research directions in this domain include
exploring novel ML architectures tailored for image
encryption, addressing interpretability and robustness
concerns, and investigating the scalability and efficiency
of ML-enhanced encryption techniques (Li et al., 2021).
Furthermore, interdisciplinary collaboration between
experts in machine learning, cryptography, and
cybersecurity is essential to drive innovation and develop
robust solutions for securing image data in cyberspace.
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Through a comprehensive review of the literature, it is
evident that machine learning holds immense potential in
enhancing image encryption techniques for cybersecurity.
By addressing existing challenges and leveraging the
capabilities of ML algorithms, researchers can pave the
way for more secure and resilient encryption mechanisms
in the digital age.

Methodology
Data Collection

The data source taken in this study is also the variety of
image data and other cybersecurity data. The image
datasets are downloaded from public domain namely
Common Image File Format (CIFAR-10) that has 60,000
use images in 10 classes with each image of size 32X32
pixels (Krizhevsky, 2009). These images include different

categories, resolutions, and difficulties The given images
reflect the objective situations and are diverse.
Preliminary trials in integrating examples of encrypted
and decrypted images into the dataset were also
unsuccessful and to improve the general usefulness of the
collected dataset for cybersecurity a sample cybersecurity
dataset was generated. This was done by using the simple
XOR based encryption algorithm on a select number of
CIFAR-10 images so as to gain the encrypted images and
then decrypting them to form the final set of images that
has the original, encrypted and decrypted images. The
integration of these datasets guarantees that the study has
a strong ground through which we can investigate the role
that machine learning can play in improving the image
encryption techniques for cybersecurity, encompassing
different encryption methods and levels of security
(Goodfellow et al., 2016).

Table 1: Dataset type

Index Image Type Label
1 Original Original
2 Original Original
3 Original Original
4 Original Original
5 Original Original
6 Encrypted Encrypted
7 Encrypted Encrypted
8 Encrypted Encrypted
9 Encrypted Encrypted
10 Encrypted Encrypted
11 Decrypted Decrypted
12 Decrypted Decrypted
13 Decrypted Decrypted
14 Decrypted Decrypted
15 Decrypted Decrypted

the CIFAR-10 dataset is loaded, consisting of 60,000
32x32 color images in 10 classes, with 50,000 training
images and 10,000 test images.

Preprocessing

The figure displays sample images illustrating the stages
of image encryption: original, encrypted, and decrypted.
Using a grid layout, each subplot shows an image with its
corresponding label. The dataset, split into training and
testing sets, is used to train a convolutional neural
network (CNN) model. The model's performance is

evaluated using metrics like accuracy, precision, recall,
and F1-score. A confusion matrix visualizes classification
results, highlighting the model's effectiveness in
distinguishing between the image categories. This
comprehensive approach demonstrates the potential of
machine learning to enhance image encryption techniques
in cybersecurity, improving both efficiency and security.

Model Selection

When it comes to the details of machine learning and its
application in strengthening image encryption methods
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for cybersecurity, the proper choice of machine learning
models as well as encryption methods becomes critical.
In the operations such as image classification and data
encryption, therefore, the selection of the right machine
learning models matters. This is why Convolutional
Neural Networks (CNNs) have attracted more attention
of researchers thanks to the fact that they are capable of
modeling the spatial dependencies that are quite typical
for images.

These models have shown a great deal of performance in
multiple image-related applications, and thus are perfect
in boosting image decryption. Also in the same context of
analyzing encryption methods, it is only fair to factor in
the standard image encryption algorithms. New
approaches are more easily assessed when compared to
the results of these basic algorithms, which can help
inform the development of better algorithms. Also,
analysing novel types of software security, including the
application of neural networks for encryption, is another
promising field related to the search for new and effective
mechanisms for protection in the context of cybersecurity.

In terms of using machine learning for improving the
methods above aimed at image encryption for
cybersecurity, the Model Selection step turned out to be
critical. It involves selection of suitable machine learning
models for the process of image encryption, taking into
consideration the nature of the intended task.
Convolutional Neural Networks are often used because of
its impressive performance in capturing the feature and
dependencies in spatial dimensions of image data. Also,
several other models including the recurrent neural
networks (RNNs) and generative adversarial networks
(GANSs) can enhance the efficiency of encription amd
strength of security offered. The identification also covers
criteria such as computational expenses, explainability,
and robustness against adversarial manipulations. Based
on the earlier review on the criteria of selecting and
integrating suitable machine learning models for image
encryption, researchers are now able to enhance the
development of this field and improve the overall
cybersecurity protection systematically.

Training and Evaluation

In the domain of cybersecurity, the process of training and
evaluating machine learning models plays a pivotal role
in advancing image encryption techniques. Training
involves feeding the machine learning algorithms with
labeled datasets containing encrypted and decrypted
images, allowing them to learn patterns and relationships
inherent in the data. Through this process, the models
adapt their parameters to accurately distinguish between
encrypted and decrypted images, thereby enhancing
encryption efficiency and security. Following training,
evaluation becomes imperative to assess the performance

of these models. Metrics such as accuracy, precision,
recall, and Fl-score are utilized to gauge the models'
ability to correctly classify encrypted and decrypted
images. Additionally, the evaluation process scrutinizes
factors such as encryption efficiency, security strength,
computational complexity, and resistance against
adversarial attacks. By meticulously training and
evaluating machine learning models, researchers can gain
valuable insights into their efficacy in enhancing image
encryption techniques, thus bolstering cybersecurity
measures against evolving threats.

Experimentation

First of all, the ‘Performance Analysis’ subsection
provides statistics of reliability of basic and Al-mediated
encryption strategies. In this aspect, the dataset is divided
into the training and testing datasets, and it trains the
model and tests it in terms of the model accuracy, ‘crypt,’
to predict the encrypted images. This type of analysis
helps to give a clear understanding of the differences
between both models, pinpointing their effectiveness in
the process of data encryption, as well as in terms of their
security levels.

“Parameter  Tuning” step  re-estimates  the
hyperparameters of the selected machine learning
algorithm in-order to gain better performance. It is a form
of cross-validation and using the function GridSearchCV
it makes iterations through combinations of
hyperparameters finding the best of such that gives the
best result of the model. This process helps to maintain
the optimum performance of the machine learning model
in a manner that optimizes its capability in encrypting
image.

“Cross-Validation” assure the robustness and the
generalization of the proposed solutions. The usage of
cross validation enables the code to test its outcome on
various parts of the provided data, along with reducing
the possibility of overfitting, which enhances the overall
efficiency of the models. Cross-validation scores are
another critical parameter that shows the model’s stability
and reliability across the data partitions, while the mean
accuracy gives an insight into the average performance of
the algorithms.

Ethical Considerations

Privacy protection and security measures thus have
essential subject matters when considered under the
framework of the “’Role of Machine Learning in
Promoting Image Encryption Techniques in Cyber
Security’. As such, it is crucial to adhere to the rules and
ethical standards set down regarding data privacy in the
image and cybersecurity datasets collected (Privacy
Protection). This includes the failure to Legal compliance
that entails following rules such as GDPR [1], or ethical

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2024, 12(21s), 3904-3911 | 3907



standards stipulated by organizations. Thus,complying
with these regulations and guidelines to ensure data
privacy can help researchers to protect privacy rights of
individuals whose data are included in the datasets, bring
transparency and fairness in the data collection process
while ensuring accountability and responsibility.

However, much importance has to be attached to the
problem of using proper measures aimed at security of the
important information and protection of the data against
unauthorized access or improper usage (Security
Measures). These could include matters of incorporating
secure means of encrypting the data or limiting the level
of access to the data and methods of safely storing the
data. Such security features help in reducing risks of
breaches or cyber attacks, this boosts the security of the
image encryption techniques researchers, in turn
improving the overall security.

Privacy Protection and Security Measures act as bases
first and foremost in the journey towards developing
better machine learning-based image encryption
techniques in the cybersecurity domain, with due concern
to the ethics of the work being carried out, and the data
that is being worked on.

Results and Discussion

The study findings affirm that there is a great potential yet
diverse in integrating machine learning in improving
image encryption approaches. Robustness, efficiency, and
scalability are the key compelling factors that make a
comprehensive  implementation of the ML in
cybersecurity measures.

Nevertheless, sustained research activities are
prerequisite to overcoming the incurred issues and
making the best use of such sophisticated methods.

Comparison of Encryption Methods
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Figure 1: Comparison of Encrypted Methods

In Figure 1 the horizontal axis indicates the type of
encryption that is being discussed and it is categorized as
traditional and enhanced by machine learning. On the y-
axis, all the encryption methods presented their accuracy
values in terms of the deployed model. Accuracy is
another performance parameter that calculates the
number of encrypted as well as decrypted images
correctly recognized by the model and then compares the
count providing a measure in terms of percentage. The

encryption methods are all plotted twice, as two bars
represent them. The exact numeric height of each bar
denotes the accuracy of the specific type of encryption
method in the perimeter. the x-axis and the y-axis have
been properly labeled as ‘Encryption Methods’ and
‘Accuracy,” respectively, to ensure that the audience
bearings on the kind of data being presented are well
aligned.
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Figure 2: Confusion Matrix

A confusion matrix is created to visualize the model's
performance in classifying the different image categories.
Figure: Sample Original, Encrypted, and Decrypted
Images

Figure 2 shows the example of the 15 images were sorted
to be original images, encrypted, and decrypted images of
the CIFAR-10 dataset. The grid is organized into three
rows and five columns, where:The grid is organized into
three rows and five columns, where:

The first row contains five raw images from the CIFAR-
10 dataset obtained without any processing or alteration.
The images below are the original images that will be
analyzed and examined before being subjected to any
encryption or decryption methodologies.

The second row shows the encrypted form of the same
five original images as encoded in the first row using a
very basic level of encryption where an XOR operation
was performed. So the pixel values are changed in the
encryption process and the resulting images look noisy

and unrealistic to guess the original images and hence the
images can be safely stored without possibility of any
person to open them.

The third row represents the images that are reconstructed
using the decrypted information of the encrypted images.
There is process of decrypting the images through an
application of the same XOR operation that is used to
encrypt the images. This goes to show that the encryption
and decryption process work seamlessly, and that the
initial content can be restored to the maximum.

All the images taken have been appropriately labeled
either as ‘original’, ‘encrypted’, or ‘decrypted’,
depending on the state of the image. Another aspect
witnessed from this picture is that it explains the process
through which images are encrypted and then decrypted
in order to secure the image data and restore it if
necessary.
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Figure 3: Sample Original, Encrypted, and Decrypted Images
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Figure 3 illustrates some of the images that are a part of
the CIFAR-10 dataset, and portrays the tasks involved in
image encryption and decryption. The figure is organized
into three rows, each containing five images:

The first row shows the selected computation images
from CIFAR-10 data set of the original class images.
These are some images which have been fed in to the
algorithm without undergoing any further processing to
arrive at the final output.

In the second row, there is the same images, after simple
encryption method using XOR operation. Also referred to
as XOR encoding, this encryption method entails
performing a private, bitwise XOR operation on what is
to be hidden; the outcome is images that are jumbled and
cannot be viewed without authorization.

The third row is the decrypted image which is produced
by applying the program ‘XOR’ with the same Key as
used in the encryption process for the second time for the
encrypted image. This step is to decrypt the further
procedures to their initial stage by providing the images
back.

Each image is labeled according to its status: "original,"
"encrypted," or "decrypted." This visual representation
helps to illustrate the effectiveness of the encryption and
decryption processes, highlighting how simple
encryption methods can be applied and reverted on image
data.

Future Directions

The next step would be to highlight how machine learning
can improve the strategies used in image encryption for
cybersecurity, which provides ground work for more
researches on the new and more effective methods and
uses. Researches could introduce several potential lines
of investigation to further the field.

First, one may further discuss the necessity of developing
superior machine learning algorithms that are designed
for image encryption applications. Machine learning
methods including deep learning, reinforcement learning,
and generative adversarial networks (GANs) have shown
the sign of difference in enhancing the efficiency and
security of encryption (Nguyen et al., 2020).

Second, there is a need to conduct real-world deployment
studies in an effort to confirm and assess the effectiveness
and feasibility of using machine learning to enhance
encryption algorithms. Implementing these methods in
practical patterns of cybersecurity threats would offer
profound experience on the efficiency, applicability, and
compatibility of integration with current security
frameworks (Liu et al., 2019). One more crucial activity
is to address the new threats and perform the
cybersecurity tasks that could appear in the future. Yang

Q. (2018) mentioned that future studies should explore
resistance approaches against advanced attacks, including
adversarial examples or quantized tools (Wang et al.,
2021).

Conclusion

Conclusively, this research unveils the enormous prospect
of integrating machine learning with image encryption
methods in enhancing database security. In this paper, we
have made a comparison between traditional encryption
methods and different machine learning models with an
aim of picturing the possibility and effectiveness of
improving the efficiency as well as security of image
encryption. The results obtained from our experiments
suggest that using machine learning for designing
encryption mechanisms increases the level of protection,
resistance against various attacks, and computational
speed over those provided by traditional methods. But
issues including interpretability, scalability, and
adversarial robustness remain open for research.
Nevertheless, the results highlighted here exemplify the
need for employing the developments in machine
learning to enhance image cryptographic methods in the
protection of critical data from cyber threats. It is
suggested that future work should include more work in
optimizing the algorithms, addressing the ethical issues,
and the application of the machine learning in practice to
attempt to fully explore the potential of improving on
image encryption through machine learning for
cybersecurity.
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