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Abstract: This research paper presents a holistic study of the Trust Model in the context of the Social Internet of 

Things (SIoT) and its architectural components. It examines the importance of trust management in ensuring secure 

interactions among diverse nodes within SIoT networks. The paper researches various trust-related attacks that target 

the Trust Model and investigates the existing literature on mitigation techniques to counter these attacks effectively. 

Furthermore, the research analyzes the limitations of the current approaches, aiming to identify research gaps in trust 

management for SIoT. By evaluating the strengths and weaknesses of the existing work, this study lays the groundwork 

for future research directions in enhancing the Trust Model's resilience and adaptability in the rapidly evolving SIoT 

landscape. Through an in-depth analysis of trust, architecture components, attack scenarios, and mitigation strategies, 

this paper enhances comprehension of Trust Model dynamics in SIoT and offers valuable insights to guide further 

advancements in trust management and security for SIoT networks. 
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1. Introduction 

The IoT, a critical technology, connects a vast number 

of devices with processing, sensing, and actuating 

capabilities, enabling diverse applications in domains 

like home automation and healthcare[1]. IoT 

encompasses a wide array of objects, from self-driving 

cars to smartphones [2]. It involves connecting devices 

to collect and share data, generating "big data" 

analyzed for valuable insights [3][4]. However, 

growth brings challenges like connectivity, power 

consumption, interoperability, computational 

complexity, storage complexity, security, and trust 

issues [1]. Security is a critical concern in the IoT 

landscape, leading to privacy and economic concerns 

[2]. Securing communication among IoT devices is 

crucial before further deployment. Our society 

exhibits heterogeneity, dynamism, and complexity, 

with social connections forming groups based on 

factors like common interests, locations, and needs. 

Translating this idea of social networks into the 

Internet of Things (IoT) can effectively tackle 

challenges within the IoT ecosystem. The 

amalgamation of social features into the IoT has 

created a new concept referred to as the “Social 

Internet of Things (SIoT)”. SIoT involves establishing 

a “social network” that encompasses smart objects, 

services, or a blend of both. This concept is intended 

to fulfil the necessities of users, software developers, 

and designers[5][6]. Also, nodes offer and consume 

various services, allowing interaction with potential 

malicious nodes. Trust plays a vital role in ensuring 

secure and reliable information exchange between 

nodes[7]. It involves the trustor's willingness to rely on 

a trustee's promises, irrespective of their capability to 

observe or control the trustee, even with potential 
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negative consequences[8]. Trust is characterized as the 

trustor's belief that the person or entity in the position 

of trustee will fulfil trusted goals as expected. Social 

relationships between owners and devices influence 

trust computation, with nodes considering direct 

experiences, social connections, and other factors to 

classify benevolent and malevolent nodes. The trust 

management model comprises various components 

and Trust features[9]. Node behaviour, feedback, 

social relationships, and other factors influence feature 

computation, and aggregating these features 

determines the node's trust value. Trust models in IoT 

security can be vulnerable to various security attacks 

[10]. When nodes are exposed to these attacks, they 

may provide false ratings for services or discriminate 

against certain nodes. Trust management becomes 

critical to ensure credible communication between 

nodes and the delivery of certified services with 

guaranteed security.  To ensure an efficient trust model 

we need efficient detection and mitigation 

mechanisms for trust-related attacks [11]. Although 

significant contributions have been made in this area, 

there are still identified shortcomings [12] that must be 

addressed to enhance the trust model's resilience 

against such attacks. This research aims to address and 

overcome the challenges of current trust models within 

the realm of Social IoT. This study conducts a 

comprehensive literature review to examine the 

current challenges associated with trust management 

models aimed at ensuring the security of SIoT 

networks. The limited research in this area motivates 

the search for effective solutions to enhance the 

security of SIoT networks. The review specifically 

focuses on identifying and understanding various 

trust-related attacks that can compromise the 

reliability of SIoT systems, shedding light on the 

challenges faced in this domain. Overall, this research 

paper provides a valuable contribution by offering a 

comprehensive study of the architecture of the IoT 

“Trust model” and shedding light on the challenges 

and potential solutions to ensure secure and reliable 

IoT systems. The rest of the paper is organized as 

follows: 2:Taxonomy of IoT trust, 3: Related Works, 

4: Discussion  5: Research Gaps, 6. Conclusion. 

2. Taxonomy of IoT Trust  

2.1 Social IoT 

The IoT refers to intelligent objects incorporated with 

capabilities for sensing, computing, networking, 

actuation, allowing data collection and exchange. IoT 

is a key technology in smart cities,  smart cars, 

advanced power grid systems, and healthcare. Social 

relationships exist in our heterogeneous society, 

forming groups founded on common goods, influence, 

and needs. The incorporation of “social networks” into 

IoT has led to the emergence of the SIoT concept 

[5][6]. 

2.2 Trust Management in IoT Security 

In a distributed IoT network, the existence of 

malicious nodes introduces security risks, and 

depending merely on cryptographic algorithms or 

basic security controls may not be adequate to address 

some attacks. Therefore, Ensuring security in IoT 

necessitates trust management, which includes 

encouraging positive conduct, forecasting node 

actions to avert engagements with malicious nodes, 

and evaluating trust through historical behaviour and 

ratings provided by other nodes. Trust can be 

computed based on social and QoS attributes such as 

friendship, cooperativeness, connectivity, reliability, 

and good behaviour of a node[13]. Authors may offer 

varying definitions of trust, but the main focus of trust 

management is to enhance security and aid the process 

of decision-making. “Trust is the willingness to rely on 

another party, expecting them to act in a way that is 

important to the trustor” [14]. “Trust is also associated 

with the confident anticipation that one's weaknesses 

will not be exploited in an online risk situation” [15]. 

Trust Management is crucial for enhancing IoT 

security, and incorporating social attributes can further 

improve trust models. It consists of various 

components. These components work together to 

establish and maintain trust among IoT devices and 

networks. The vital elements of a typical “Trust 

Model”  are enumerated in the following sub-sections. 

2.3 Trust Composition  

This defines what components have to be considered 

for trust computation. The components that are part of 

the “Trust Model” are classified into  QOS-based and 

social-based.  

QoS-based trust 

In this model [16][17], an IoT device's trust value is 

calculated from its quality of service. Different metrics 

which are used to measure this model of trust are 

response time, reliability, interoperability, power 

consumption, error rates, availability rates, scalability 
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etc. 

Social-based Trust. 

Social-based trust in the “Social Internet of Things 

(SIoT) “ refers to the incorporation of social notions 

and relationships into the trust management 

mechanisms of IoT systems. In this context, trust is not 

solely determined by technical aspects but is 

influenced by social interactions and relationships 

among entities within the IoT network[5][6]. These 

relationships are “Parent-OR”,  “Owner-OR”, 

“Guardian-OR”, “Social-OR”, “Sibling-OR”, “Guest-

OR”, “Service-OR”, and “CoLocation-OR”. Social-

based trust considers factors such as direct 

experiences, feedback, and social connections 

between devices and users to assess the reliability and 

credibility of interactions. This approach recognizes 

that in a social context, individuals and devices may 

form communities or networks based on shared 

interests, influence, or other social factors. By 

incorporating social elements into trust computation, 

SIoT intends to enhance the overall security and 

reliability of IoT systems, considering not only 

technical aspects but also the dynamics of social 

relationships within the network. 

2.4 Trust aggregation  

During the trust aggregation phase, the features or 

attribute values derived in the trust composition phase 

are brought together. Various techniques, including “ 

weighted sum, belief theory, Bayesian inference (with 

belief discounting), fuzzy logic, machine and deep 

learning, and regression analysis” [12], are employed 

to aggregate these derived values in the trust 

composition process. 

2.5 Trust Update  

Trust updates can be classified into event and time-

driven types. Event-driven: In this scheme, an event or 

transaction would trigger the update of trust data in a 

node. Time-driven:  in this scheme, trust observations 

are collected, aggregated & updated,  periodically. 

2.6 IoT Trust Placement Strategy or Trust Propagation  

Centralized Trust  

In this method, the trust will be directed through 

a central node or Trust Authority (TA), which is 

accessible to all other nodes within its designated 

domain. “The Trust Authority (TA) is responsible 

for overseeing diverse facets of trust information 

management, encompassing tasks such as trust 

negotiation, calculation, decision-making, and 

potentially assisting users by providing the 

necessary initial information required for trust 

computation” [18][19]. 

Distributed Trust 

In this kind of trust, IoT nodes independently 

exchange the trust values among themselves 

without a centralized head unit.  This can be 

classified into Direct and Indirect trusts [10], [21], 

[22]. 

2.7 Trust information collection 

Direct Trust 

A node observes a neighbour node directly and 

infers the trust evaluation based on its interaction 

as depicted in Figure 1, the neighbour’s social 

behaviour, or the neighbour’s attitude[20].  When 

there is no direct interaction between them then 

there is no trust value computed. Also, it computes 

the trust value on the neighbour node, locally and 

aggregates it with the learnt value from direct 

interaction to compute the final trust value[20]. 

 

 

 

 

 

 

Fig 1  Direct Trust 
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Indirect trust 

It refers to recommendations from third-party 

nodes.  For example, as depicted in Figure 2, 

device, A computes the trust score of device, B 

from the endorsements of third-party nodes while 

node, A has no history of any transactions with 

node, B,  before[9]. 

 

 

 

 

 

 

 

 

 

Fig 2. Indirect Trust 

2.8 Characteristics of a Trust  

Table -1 highlights key characteristics of trust  

[21][22] in the context of an IoT network. Trust is 

subjective, varying from one node's viewpoint to 

another, and can be either objectively measured or 

context-dependent. It is asymmetric, where trust may 

not be reciprocated between nodes. Trust is dynamic 

and can change over time, while transitive trust can 

exist among a set of nodes. Additionally, full trust is 

rare, as nodes typically exhibit varying levels of trust 

towards each other. Understanding these trust 

properties is crucial for designing secure and reliable 

IoT systems. 

Table 1: Characteristics of Trust 

Trust is subjective The trust factor is subjective and varies depending on the trustor's viewpoint. For instance, device  

A might trust device  B, whereas device  C might decide to distrust B. 

Trust is Objective In the context of computational trust, trust factors can be assessed and tracked based on QoS.  

Trust is 

Asymmetric 

Trust does not exist bi-directional.  For example, node A may trust B while B doesn’t trust A. 

Trust is Dynamic Trust validity can be limited to a particular timeframe. For instance, node A may have trust in 

node B during period T1, whereas trust may not be present during a different period, T2. 

Trust is Context 

Dependent 

The trust values may differ significantly contextually. For example, node A may trust another 

node B in specific context C1 while it doesn't trust another context C2 

There is no full 

trust 

In most situations, a device's trust in another device  is not complete 

Trust is Transitive Among the set of nodes in an IoT network, this property may exist as follows : 

o A trust B  

o B trust C  

o A Trust C 
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2.9 Trust-Related 

Attacks  

There would be malevolent and benevolent nodes in 

the Social IoT or IoT network. The malevolent nodes 

try to attack the functionality of the IoT network by 

providing bad services and poor feedback scores for 

the benevolent nodes. The main attacks[12][9][23] 

that affect the Trust models in IoT security are given 

in Table 2.  

Table 2: Trust-related attacks 

Attack Name Description 

“Malicious with 

Everyone (ME)” 

This is the most straightforward attack, and it serves as a benchmark for testing TMSs. 

A malicious node engages in malicious behaviour toward everyone, resulting in 

consistently poor suggestions and services, irrespective of the requester. 

“Self-promotional 

attacks (SPA)” 

Malicious nodes emphasize their importance by providing positive recommendation 

scores for themselves, aiming to be selected as service providers. However, they later 

provide poor services. 

“Bad Mouthing 

Attack(BMA)” 

Negative recommendations from malicious actors affect the standing of benevolent 

devices, diminishing their likelihood of being selected as service providers. 

“Ballot stuffing attacks 

(BSA)” 

Providing positive recommendations to enhance the reputations of misbehaving nodes 

raises the probability of them getting nominated as service providers. 

“Whitewashing 

attack(WA)” 

A malicious device can leave and join again in the network to eliminate its negative 

reputation. 

“Discriminatory attacks 

(DA)” 

A dishonest node could target individuals with weak social ties or those who are not 

friends, exploiting human behavior that tends to favor interactions with friends in social 

IoT systems. 

Opportunistic Service 

Attack(OSA) 

A deceitful node might provide exceptional service when it perceives a chance to 

enhance its reputation, particularly if it believes its standing is diminishing due to 

substandard service. When having a favorable reputation, it can collaboratively engage 

with other malicious nodes to execute tactics such as vote-stuffing and badmouthing. 

 

3. Related Works 

The history of “Trust management”  in the IoT is given 

in the following  section. The literature is currently 

extensive as a result of the numerous scholars who 

have studied this issue in recent years. We don't plan 

to cover all the studies that have been published; 

instead, we aim to highlight the models that the 

literature has found to be the most useful. The 

Literature review on related works is categorized into 

different categories as depicted in Figure 3. 
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Fig 3: Categories of Related Works  

3.1 Related Works on Trust Models and Trust-based 

Attacks. 

The following section enumerates the related works 

based on Trust Models and Trust-based attacks. An 

efficient trust model is realized by (1) selecting the 

right features or attributes and composing efficient 

trust values for them and (2) efficient trust aggregation 

technique which shows resilience against trust-related 

attacks [7].  

The paper [24] introduced a “Trust management 

approach based on a fuzzy reputation for the Internet 

of Things (IoT)”. Nevertheless, their method focuses 

solely on detecting a particular IoT setting involving 

sensors and “ (QoS)” trust indicators 

(forwarding/transfer ratio and energy usage, 

overlooking the crucial aspect of social interaction in 

social IoT systems 

In their paper [19] the authors suggest subjective and 

objective “Trust Management”  techniques for the 

SIoT. They consider features like centrality, object 

attributes, and various opinions over time. Trust 

aggregation uses a weighted sum approach. However, 

the paper notes the limitation of using centrality based 

on well-known friends to detect malicious nodes and 

highlights challenges in determining trust levels for 

newly connected nodes. 

The trust management model [23]   presents a method 

for managing trust in the SIoT. “Trust is calculated 

between objects through Direct Observations, Indirect 

Recommendations, Centrality, Energy, and Service 

ratings, employing a weighted sum for trust 

aggregation”. While the model addresses on-off 

attacks, it has limitations in handling Sybil attacks, as 

discussed by the authors [13]. 

Distributed trust management scheme (DDTMS) is 

proposed in the paper [25]  with a significant focus on 

identifying and mitigating on-off attacks (OOA) in the 

IoT. Doesn’t mitigate other trust-related attacks. It 

uses the weighted sum for trust aggregation and the 

reward and punishment features for trust aggregation.  

 

The study by the authors [26]   identifies and 

safeguards against malicious behaviour in nodes, 

specifically targeting potential On-Off attacks in a 

multiservice Internet of Things. The proposed “Trust 

Management” approach utilizes direct information, 

transaction amounts, and node positions to establish 

trust, employing a weighted sum for trust aggregation. 

The work [27] “ implements a trust evaluation system 

in ad hoc networks for securing ad hoc routing and 

assisting malicious node detection”. The attributes 

used for the trust composition are action trust, 

recommendation trust and forgetting factor. The 

probability statistics techniques are used for the trust 

aggregation and no explicit trust attack detection 

methods are discussed. 

The paper [28] offers a trust evaluation module and 

implements authorization using artificial constraints. 

It uses the fuzzy-based evaluation matrix to compute 

the trust score based on predetermined policies. 

The article   [29]   “suggests an adaptive Trust 

Management approach for service composition 
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applications in SOA-based IoT systems”. Introducing 

a collaborative filtering system, it selects input based 

on similarity ratings tied to associations with friends, 

acquaintances, and communities. Addressing attacks 

by hostile nodes, “an adaptive filtering method 

dynamically blends direct and indirect trust to improve 

the accuracy in terms of time and bias”. Privacy 

concerns arise from the need for devices to disclose 

friends' and location information. Challenges like the 

cold start problem and additional trust-related attacks 

are acknowledged. 

The author [30] proposes a new technique that detects 

malevolent devices based on BMA, BSA, DA and 

SPA behaviour. The solution to the cold start problem 

and other trust-related attacks was not addressed. 

Multi-Layer Perceptron is used for trust aggregation. 

Features such as reputation, honesty, provider quality, 

similarity, rating frequency and direct experience are 

used. 

The paper [31]  provides a “ Trust Management “  

scheme which decentralized and based on machine 

learning. It uses three novel parameters: “ the 

goodness, usefulness score, and perseverance score”. 

The suggested model has been tested against every 

sort of attack, except the SPA and SA. Unfortunately, 

no solution to the cold start issue, and it has not 

addressed all the attacks specific to the trust models. 

The authors [32] propose “DATM”, “a discriminative-

aware trust management framework for SIoT service 

provisioning”.  This technique uses object ratings and 

a data mining model to compare service query 

contexts with past contexts. Trust convergence, 

determined with the weighted K-NN machine-learning 

technique, considers social similarity, energy level, 

and timestamp attributes. The framework identifies 

nodes causing attacks but lacks a solution for a new 

beginning node without transactions. 

The paper   [18] presents “IoT-HiTrust, a 3-tier 

hierarchical trust-based service management protocol 

for large-scale mobile cloud IoT systems". This 

protocol allows IoT clients to assess and submit 

subjective service trust scores. The approach mitigates 

various attacks but does not cover trust convergence 

upon node joining. Instead, it relies on features like 

direct and indirect rating, COI similarity, friends 

similarity, and social contact similarity, utilizing a 

weighted sum for trust aggregation. 

Li, Song, and Zeng  [33]  introduce RealAlert, a secure 

sensing strategy for the Internet of Things. This 

policy-based approach assesses data and IoT device 

reliability using reporting history and context. Trust 

aggregation employs the Dampster Shafer theory of 

evidence (DST), countering BMA, BSA, and On-off 

attacks by identifying unusual network activity. 

According to [34]  an effective trust management 

system should have the following features: (1) 

Resistance to attack; (2)  Overcoming the resource 

constraint ; (3) Avoiding failure with a centralized 

server ; (4) Overcoming data sparsity and cold start 

issue. 

3.2 Related Works  on Cold Start Problem  

The "cold start issue" in the context of IoT Trust 

Models refers to a challenge that arises when a new 

device or node joins the network. In the initial stages, 

when the device has no prior history or interactions 

within the network, establishing trust becomes a 

complex task and the following section enumerates the 

related works on the cold start problem.  

The paper [31]proposes a federated learning strategy 

to solve the cold-start issue. By keeping user data on 

their devices, privacy concerns are mitigated through 

distributed training. The method employs a dual deep 

Q learning scheduling strategy to calculate trust 

ratings for potential recommenders, aiding in the 

selection of optimal candidates based on trust and 

energy levels. 

The paper [30] introduces a model for a trust-based 

system for SIoT, aiming to identify reliable service 

providers for each requestor while minimizing 

exposure to malicious nodes. It establishes a social 

network among requestor nodes using a flexible 

bipartite graph, creating a trust model based on node 

centrality and similarity metrics. The approach 

identifies trustworthy nodes, tackles data sparsity and 

cold start issues, and extracts latent information from 

SIoT nodes through matrix factorization 

The study [32]presents a unique “Trust and Reputation 

model” for IoT, using “distributed probabilistic neural 

networks”  to differentiate between reliable and 

malevolent devices. “It addresses the cold start issue 

by foreseeing ratings for newly connected devices 

over time”. With distributed processing, it eliminates 

a single point of failure for improved availability. The 

model accommodates various IoT device types, 

providing different protection levels based on data 

sensitivity. Traditional collaborative filtering 

techniques in recommendation systems may yield 
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inaccurate results in cases where the closest neighbour 

hasn't assessed the anticipated item, contributing to 

issues like cold start and data sparsity. 

The paper [33]proposes an advanced recommendation 

algorithm that boosts accuracy by incorporating users' 

social and trust ties. Integrating trust relationships 

based on familiarity and user reputation generates a 

trust score, and using social relationships and user 

preferences calculates a similarity score. The final 

prediction score is accurately determined by fusing the 

similarity and trust associations. This approach 

improves recommendation accuracy and addresses the 

drawbacks of traditional collaborative filtering 

techniques. 

The paper  [34] proposes TIRec, a lightweight trust 

inference model for IoT service recommendations. It 

integrates a weighted centrality measure to withstand 

attacks in choosing a trust path and computation 

algorithm. The model incorporates rating, direct trust, 

and indirect trust in a matrix factorization framework 

to forecast ratings, considering both trustee and trustor 

influence. This is the first attempt to incorporate a trust 

inference algorithm into trust-based recommendation 

systems 

In article [35] , a trust-aware recommender system is 

introduced for social IoT applications. Trusted data is 

utilized to combat issues like opinion spam and 

enhance system accuracy. The method transforms trust 

measurements into a directional, weighted trust 

network, using a user-item rating matrix to create an 

implicit trust network. It aims to maximize trust with 

minimal social connection information, 

acknowledging the context sensitivity of social link 

information quantity and structure. 

Paper [36] proposes two recommendation models 

tackling complete and incomplete cold start challenges 

for new items. Integrating collaborative filtering (CF) 

and deep learning neural networks, the models 

incorporate content features into the CF model, 

timeSVD++. Evaluated on a large Netflix dataset, 

results show effective performance, suggesting 

applicability to diverse recommender systems in social 

networking and online commerce. 

The publication [37] introduces an SIoT architecture 

with a personalized recommendation mechanism to 

enhance service composition and discovery. Using the 

knowledge-desire-intention model, the recommender 

engine resolves the cold start issue early in the 

suggestion generation process, outperforming existing 

approaches with up to a 28% higher F-score in 

experiments and benchmarks on multiple datasets. 

Paper [38] tackles the cold-start user issue in 

recommendation systems by introducing UIThybrid, a 

Hybrid Collaborative Filtering Recommendation 

technique integrating user trust into CF-based 

methods. The system strikes a balance between 

recommendation robustness, accuracy, and diversity, 

as evidenced by real-world trials on the Epinions 

dataset, showcasing UIThybrid's viability and 

effectiveness. 

3.3 Distinguishing Benign Poor service from 

Malicious Nodes 

The network nodes could be well-intentioned but may 

provide suboptimal service due to technical issues. 

While these nodes with inadequate service might be 

labelled as malicious in current literature, such 

misclassification could impact the precision of IoT 

Trust computation within the IoT Trust model. 

Despite the development of intricate trust mechanisms 

to prevent unauthorized data alterations and detect 

felonious activity, the author [39] points out two 

critical aspects that remain inadequately addressed. 

Firstly, nodes in a network may provide inaccurate 

services intentionally or unintentionally. Secondly, 

requester nodes may struggle to assess the accuracy of 

the services they receive in terms of quality. The 

author argues that a trust system should consider 

service evaluation errors and distinguish attackers 

from poorly performing objects. The simulation 

results suggest that such situations do not necessitate 

sophisticated trust algorithms. 

3.4 Related Works Using DL Techniques on IoT Trust   

In this section, we examine research papers on the 

application of “Machine Learning and Deep Learning 

techniques” in the Trust Aggregation phase of IoT 

Trust computation. The studies highlight innovative 

approaches, emphasizing their impact on improving 

accuracy and efficiency in trust aggregation within the 

IoT.  

The author [40] tackles security and trust issues in 

“Vehicle Ad Hoc Networks (VANETs) for the Internet 

of Vehicles (IoV)”. Their approach involves 

classifying cars as trustworthy or untrustworthy using 

machine learning techniques. Using a real IoT dataset, 

they compute a feature matrix for three parameters and 

employ machine-learning methods for vehicle 

classification. Simulation results show that mean 
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parametric score-based classification outperforms 

feature-based classification in accuracy. 

A study [41] recommends “using trust as a metric to 

enhance security and reliability in Federated Learning 

(FL), a privacy-preserving machine learning 

paradigm”. The proposed decentralized FL algorithm, 

based on a mathematical framework for trust 

computation in multi-agent systems, proves effective 

in addressing security and privacy challenges, 

including data poisoning attacks, in decentralized FL 

scenarios. 

A new deep learning-based trust evaluation model is 

proposed using a “Multi-Layer Perceptron (MLP)” 

[26]. This approach can detect the type of attacks 

performed by malevolent nodes and isolate them from 

the network, achieving a more reliable atmosphere. 

Experimentation with accurate data shows promising 

results for the proposed system. 

This paper [42] discusses a new TM model that 

“leverages Machine Learning (ML) techniques to 

detect and prevent malicious attacks by learning trust 

features derived from malicious nodes' behaviour 

descriptions”. The study highlights the effectiveness 

of the proposed model by presenting the results of 

experiments with simulated datasets based on accurate 

data. 

The proposed model [43]  (DSL-STM  ) includes 

multidimensional metrics to describe SIoT entities' 

behaviour, aggregated using Machine Learning to 

classify users and detect and counter-attack types. “A 

hybrid propagation method is suggested to spread trust 

values in the network while preserving scalability and 

dynamism”.  

This study [44] proposes a “discriminative-aware trust 

management (DATM) system”. DATM, utilizing 

entity ratings, employs a data mining algorithm that 

compares a service request's context with past queries, 

utilizing a weighted-kNN method to predict trust 

value. Variables like social similarity, service 

significance, and provider energy are considered. 

Simulations validate DATM's ability to detect self-

erving behaviors and thwart trust-related threats, 

ensuring reliable services in the SIoT network. 

This research[45] introduces a distinctive approach for 

identifying and eliminating attacks from hostile nodes 

in the network, known as the “Multi-hop 

Convolutional Neural Network with an attention 

mechanism (MH-CNN-AM)”. Performance 

comparisons with existing methods are conducted 

based on metrics such as accuracy, precision, recall, 

F1-score, and MAE. 

The paper [46] presents “a hybrid trust framework for 

Social IoT (SIoT), where IoT devices with social and 

behavioural attributes collaborate to deliver low-

latency services and applications”. The proposed 

framework employs “Probabilistic Neighborhood 

Overlap (P-NO)” to estimate tie strengths between 

nodes in a social graph created by human and machine 

social networks. This hybrid framework incorporates 

dynamic and static approaches for trust management, 

balancing resource overheads and benefiting from the 

higher accuracy of an active approach. 

This study [47] proposes a “trust management model 

for IoT devices and services, combining the Long 

Short-Term Memory (LSTM) algorithm and the 

Simple Multi-Attribute Rating System (SMART)”. 

SMART determines trust values, while LSTM 

identifies behavioural changes based on trust 

thresholds.  

4. Discussion 

4.1 Cold Start Issue 

In this section, we examine the research papers on the 

cold start problem that addresses the nodes with no 

transaction history and newly joined in the network 

and these kinds of literature are summarized in Table 

3  such as matrix factorization, federated learning, 

social relationship and user preference calculations, 

two-way trust recommendation, asymmetric implicit 

trust network, collaborative filtering, deep learning, 

and hybrid collaborative filtering to mitigate the cold 

start issue in IoT. 

 

No Literature Method used  

1 [40] Matrix Factorization Model 

2 [41] Federated learning-based approach 

3 [42] characteristics and learns over time 
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4.2 Trust Aggregation Techniques  

This section discusses the works of literature on trust 

aggregation techniques and it is summarized in Table 

4. The techniques used in the studies include dynamic 

mathematical formula, weighted sum, weighted K-

nearest neighbour (K-NN), Dempster-Shafer theory of 

evidence (DST), multi-layer perceptron (MLP), 

Bayesian technique, fuzzy evaluation matrix, and 

iSVM machine learning algorithms.The studies were 

conducted by different authors and published in 

different years, ranging from 2015 to 2023. The table 

gives an overview of the research studies and the 

techniques used in them, which can be useful for 

researchers looking for references and ideas for their 

studies. Trust aggregation is an important issue in the 

IoT, as it involves combining trust values from 

multiple sources to make decisions about the 

trustworthiness of devices and data. The techniques 

listed in the table can help to address this issue by 

providing different approaches for aggregating trust 

values, such as using mathematical formulas, machine 

learning algorithms, or fuzzy logic.  

Table  4:  Trust Aggregation techniques in  existing works  

No Trust Aggregation Techniques  Literature 

1 Dynamic Mathematical formula  [7] 

2 Weighted Sum 
[13]  [10] [18]  [19] 

[25]  [27]  

4 Weighted K-NN [44] 

6 Dempster-Shafer Theory of evidence (DST) [24] 

9 Multi Layer Perceptron [26] 

11 Bayesian technique [28] 

12 Fuzzy Evaluation Matrix [29] 

13 iSVM   Machine Learning Algorithms [48] 

 

4.3 Features Used in the Existing Works 

IoT Trust composition is the process of combining 

trust evaluations of multiple IoT devices or 

components to create a composite trust value. This 

process involves several attributes that  contribute to 

the trustworthiness of an IoT device or component.  

Many different attributes have been proposed in the 

literature study as described in Table 5, including 

centrality, object characteristics/capabilities, 

cooperativeness, honesty, friendliness/social 

similarity, COI  similarity, location similarity, amount 

of transactions, recommendations, direct observations, 

4 [43] 
A recommendation system with bidirectional trust, known as TT-SVD, is introduced in AI-

enabled IoT systems 

5 [59] 
In calculating the similarity score, factors such as social connections and user preferences are 

considered. 

6 [44] matrix factorization model 

7 [45] 
By employing a user-item rating matrix, the trust propagation metrics are transformed into a 

directed and weighted trust network within an asymmetric implicit trust network. 

8 [46] Collaborative Filtering and Deep Learning 2 

9 [47] Based Recommendation 

10 [48] knowledge–desire–intention model 

11 [60] 
The trust degree is computed, and prediction is made using multilayer perceptron (MLP) and 

generalized matrix factorization (GMF) with trust information 

12 [49] 
Hybrid Collaborative Filtering Recommendation approach with User-Item-Trust Records 

(UIThybrid), 
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long-term opinion, short-term opinion, energy 

consumption, punishment score, policy-based, 

reputation, quality of provider, perseverance score, 

and timestamp. However different literature uses 

different attributes in their work.  

 

4.4 Mitigation and Detection of Trust-Related Attacks  

Table 6 lists various literature on trust attacks, which 

are attacks designed to manipulate trust relationships 

in networks. The table includes information on the 

presence of different types of attacks, such as “BSA 

(Ballot Stuffing Attack), BMA (Bad Mouthing 

Attack), DA (Discretionary Attack), OSA 

(Opportunistic Service Attack), SPA (Self-Promoting  

Attack), OOA (On-Off Attack), WA (Whitewash 

Attack), and SA (Sybil Attack)”. The table also 

includes information on whether the literature 

discusses trust attacks or not. In addition, the table 

shows the presence or absence of trust metrics, such as 

trust evaluation methods or trust models. Overall, the 

table provides an overview of different literature on 

trust attacks and their focus on various aspects of trust 

metrics and trust attacks. 

 

Table 5 : Features/ Attributes Used in Existing Works 
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1 [7]                    

2 [13]                    

3 [10]                    

4 [44]                    

5 [18]                    

6 [24]                    

7 [19]                    

8 [25]                    

9 [26]                    

10 [27]                    

11 [28]                    

12 [29]                    

13 [48]                    

14 [30]                    
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Table 6: Literature Review on Trust-Related Attacks 

 Attack Mitigation Node 

Ranking  
No Literature  BSA BMA DA OSA SPA OOA WA SA 

1 [7]          

2 [13]          

3 [10]          

4 [44]          

5 [18]          

6 [24]          

7 [19]          

8 [25]          

9 [26]          

10 [27]            

11 [28]          

12 [29]          

13 [30]          

 

5. Research Gaps  

This section summarizes the research gap in the 

studied literature papers and is given in Table 7. Social 

Internet of Things (IoT) systems, also denoted as 

Social IoT, represent a novel integration of social 

networking and IoT technologies. These systems 

enable social interactions, collaborations, and user 

sharing, creating new opportunities for connecting 

people and devices to work together towards common 

goals. However, this integration also introduces 

significant challenges in establishing trust among 

users and devices within these systems. Trust is crucial 

in any IoT system, as it forms the foundation for users 

to rely on the system's functionality and share sensitive 

data. Many trust models are designed to establish trust 

between nodes, with a focus on social and Quality of 

Service (QoS) aspects. Nonetheless, certain attacks 

specifically target these trust models [12][9][23]. This 

study examines the limits of existing trust models in 

Social IoT and explores the necessity for new models 

that can incorporate social factors.  

 

Table 7:  Research Gaps Identified 

No. Research Gap Identified 

1 Only a subset of attacks have been identified or mitigated in the existing literature  

2 
Due to variations in features considered and the weights assigned to each feature depending on the 

attack type, the weighted mean may not detect all attacks. 

3 
Most works propose trust models for the general IoT architecture without considering the social 

attributes 

4 

Sometimes, a service-providing node may have benevolent intentions but cannot offer a satisfactory 

service due to errors or malfunctions. Similarly, a benevolent node may not be able to accurately 

evaluate a service provider due to a lack of information about the service offered. Still, as per the 

existing trust models, these nodes are considered malicious nodes 

5 
When a node joins the network as a new node, this scheme fails to detect the malicious nodes in the 

beginning stage.[ Cold start Issue ] 
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6. Conclusion  

In our research, we have conducted a thorough review 

of previous works related to the SIoT and its Trust 

Model. Our report covers a comprehensive analysis of 

SIoT, delving into its background research and the 

Trust Model it incorporates. We have outlined the 

various components of the Trust Model and discussed 

potential Trust-related attacks that could disrupt 

SIoT's Trust Model. Furthermore, we have conducted 

a literature review to examine the various techniques 

used for Trust composition and aggregation. In this 

research, we extensively analysed the existing system 

and highlighted its limitations and weaknesses in 

terms of Trust composition and aggregation. We have 

also scrutinized current literature and synthesized our 

findings, with a particular focus on addressing the 

"cold start" issue and distinguishing between 

benevolent but poor service nodes and malicious 

nodes. Additionally, our study explores the application 

of various Machine Learning (ML) and Deep Learning 

(DL) techniques in Trust aggregation.  Lastly, we have 

investigated the weaknesses in the existing literature 

related to solving these issues. In summary, our report 

offers a comprehensive analysis of the Social IoT and 

its Trust Model, along with extensive research to 

identify weaknesses and limitations in the current 

system. The literature review would help the 

researchers to identify the research gaps and contribute 

novel orks in this domain to strengthen IoT security. 
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