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Abstract: The concept of Euclidean space is used in sensor ad-hoc network routing techniques. This system's methodologies will derive 

the position of sensor nodes from previously used distances that measure static and dynamic sensor node placement. When the position of 

a node is known ahead of time, the number of security vulnerabilities increases. To put it another way, our strategy is to use PSO to detect 

security breaches and create an effective Intrusion Detection System. The simulation demonstrates the effectiveness of the DREAM 

protocol in thwarting an Intrusion Detection System attack aimed at duplicating sensor IDs within boundary areas. It's assumed that the 

sensor boundary maintains records of sensor nodes and their neighboring nodes, along with the distances between them, as dictated by the 

routing protocols. We assume that the sensor border maintains information about the sensor node and its neighboring nodes, along with 

the distances between them as dictated by the routing protocol. By employing PSO, we achieve a fitness value that tends to position the 

sensor node's neighbors within the border, thereby enhancing the secure zone for ad-hoc transmission. 
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1. Introduction 

The performance of the Sensor Adhoc network is harmed by 

including inactive sensor nodes. Consequently, an algorithm 

for scalability and deployability is implemented to monitor 

active and dormant sensor nodes within the routing table. 

This table serves as the basis for routing and forwarding data 

packets. The routine table shows active and inactive sensor 

node transactions, resulting in a highly adaptable and 

powerful network. A stabilize transaction and network setup 

is achieved by storing routing and forwarding data packets 

in parallel. 

The major goal is to provide a secure routing protocol based 

on the Distance routing effect algorithm for mobility 

(DREAM) [11] (Stefano Basagni et al, 1998), in which each 

node uses the Link state algorithm to distribute data across 

intermediate nodes. 

The static or dynamic nodal position serves as the 

foundation for focused secured nodes. GPS (S. Capkun et 

al, 2001) refreshes the routing information for a dynamic 

node within the routing table, subsequently updating  the 

network (Chris Karlof et al, 2003).      A change in one nodal 

update has an effect on all of the nodes that are connected to 

it. In this research, the alternative scenarios are depicted. 

Table 1 illustrates a comparison between routing tables and 

their associated supporting tables. The outcomes presented 

in this table portray the worst-case scenarios encountered 

when employing different routing protocols. 

 

Table 1. Basic attack models in proactive protocol 

2. Work Outline 

SSH and SSL are higher-layer protocols for sharing 

PROTOCOL RELEVANT 

ATTACKS 

Tiny  OS beaconing False routing, sinkholes, intrusion 

detection systems (IDS), selective 

forwarding, wormholes, and 

HELLO floods. 

Direct diffusion False routing, sinkholes, intrusion 

detection systems (IDS), selective 

forwarding, wormholes, and 

HELLO floods. 

Geographical 

routing 

falsy routing, Sink Holes, IDS, , 

Selective 

Forwarding 

Minimum cost 

forwarding 

Falsy routing, Sink Holes, IDS, , 

Selective 

Forwarding wormholes, 

HELLO Floods 

Cluster based 

protocol 

Selective forwarding, 

HELLO Floods 

Rumor routing Falsy routing, Sink Holes, IDS, , 

Selective 

Forwarding, wormholes 

Energy conserving 

topology , 

Maintenance 

Falsy  routing, IDS, HELLO 

Floods 
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information, with security concerns addressed at the Link 

layer. Protocol use provides nodal connections but not 

security. In the realm of ad hoc networks, the integration of 

GPS, alongside the implementation of security measures 

utilizing PSO [10] and DREAM, is aimed at enhancing 

security. However, despite these efforts, the emergence of 

an IDS attack poses a challenge.. Our work organizations 

prioritize the following: (1) Addressing IDS attacks, (2) 

Implementing the DREAM Protocol, and (3) Utilizing PSO 

to mitigate attacks by adjusting fitness values, as per the 

literature. (L. Zhou et al, 1999) (F. Stefano et al, 1999) lists 

the security issues that exist in ad-hoc networks (S. Basagni 

et al, 2001), but it does not discuss defence strategies for 

device networks (S. Basagni et al, 2001). 

Our research centers on the IDS attack [4] [5] and its 

countermeasures. These countermeasures involve the 

utilization of PSO (James Kennedy et al, 1995) and 

DREAM to identify secure neighboring nodes, considering 

a delay measure crucial in preventing the IDS [6] attack. 

Won-Ik Kim et al research focuses on the stable and caution 

zones of sensor nodes [1], as depicted in Figure 1. 

 

Fig. 1.  Secure transmission range 

The AODV avoids permanent routes by updating the 

routing database in real time. Packet control through 

flooding was managed by employing RREQ and RREP for 

establishing node transmission. However, the IDS attack 

involved creating a virtual node to orchestrate delays. The 

biggest amount of delay results in the greatest amount of 

security breach. Figure 2 depicts the proactive and reactive 

mechanisms implemented by DREAM. Message overhead 

interacts with distance effects and mobility rates, leading to 

flooding. DREAM resolves the problem of trajectory-based 

forwarding evaluation, thus eliminating the need for 

periodic routing table updates (TBF) (Niculescu et al., 

2002). 

3. Security Procedures 

The AODV idea asks its route based on a time call, which 

prevents the sensor node from permanently storing its path. 

The RREQ and RREP built-in concepts were used to deploy 

node transmission, which started the flooding process until 

the control packets arrived at their destination. Because 

AODV uses reactive transmission and the greatest latency 

allows for greater security concerns, there are more security 

breaches. Within the wait, the IDS attack [7] builds fictitious 

node position co-ordinates. 

Figure 2 shows node distance utilising the DREAM 

technique, and we believe that this strategy will function in 

both proactive and reactive mechanisms. The DREAM 

protocol is based on the distance effect (the longer the 

distance, the slower the transmission) and mobility rate 

(using the Local Positioning System (LPS)). If you use the 

DREAM  

protocol, you can skip the periodic updates to the routing 

table. 

Transmission between nodes utilizing DREAM focuses on  

Trajectory  based forwarding review (TBF) to keep the 

choice factor in mind before sending data. 

The IDS attack, which generates several co- ordinates for an 

instant sensor node[9], is one such assault that we've been 

focusing on in our research. This is due to the time it takes 

for a sensor node to transmit data to the farthest sensor node. 

The setting for our method is depicted in Figure 3. 

 

Fig. 2.  Measure the distance between Node A and 

 

Fig. 3.  IDS attack in sensor environment 

The attack, which generates several co- ordinates for an 
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instant sensor node [2], is one such attack on which we have 

concentrated our efforts. This is due to the time it takes for 

a sensor node to transmit to the farthest sensor node. Our 

technique is depicted in Figure 3. 

Along with LPS, PSO optimizes sensor nodes based on their 

location. This ensures that the co-ordinates of sensor nodes 

are always in the same place. As a consequence of the 

attack's influence, multiple coordinates of sensor nodes are 

generated based on the sensor delay. Duplicate sensor 

coordinates arise from the maximum delay. 

The boundary is defined by the registration of sensor nodes. 

 

In this representation, B signifies the boundary set, x 

denotes the node, and bxy represents the movable 

coordinates. 

The equation Txy shows the trajectory formation Txy. 

 

When nodes A and B establish a connection, the trajectory 

set for these nodes is represented by 

 

Where 𝑥𝐴 is the starting node. 

Distance formulas were used to calculate the distance 

between two nodes (Subburaj.V et. al, 2012) 

 

Particle mobility is measured using equations (3) to (5).  

Within the specified sensor boundary, the RREQ and RREP 

were used to determine the latency between nodes.  

The transmission and delay were measured with the help of 

 

4. IDS Boundary 

The boundary is represented by the variable B, while the 

delay distortion is represented by the variable D. 

 

Fig. 4.  LPS measures based on distance measures 

𝐹𝑖𝑡𝑛𝑒𝑠𝑠 (𝐵𝑖,) = 𝑎⁄𝐴 − 𝑏⁄𝐵                                       (9) 

Attack fitness to prevent duplicate co- ordinates 

𝐹𝑖𝑡𝑛𝑒𝑠𝑠 (𝐵𝑖,) = 𝑎⁄𝐴                                                   (10) 

Every node's fitness value and co-ordinates are set 

according to the aforementioned equation. Once a node has 

been attacked by IDS [4], it will never be able to access any 

further coordinates. 

Each node will undergo examination based on the following 

parameters: 

• Transfiguration node (including its source, destination 

and intermediate nodes 

• Boundary values 

• Co-ordinate values and 

• Fitness values 

For sensor node authentication and IDS in every 

transmission, all of these values must be examined in a 

single stretch. 
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5. Results and Observations 

 

Fig. 5.  NS2 mobility simulator was used to simulate a 

node scenario (with 25 nodes for demonstration purposes). 

NS2 mobility simulator was used to simulate a node 

scenario (with 25 nodes for demonstration) For sensor node 

authentication and IDS in every transmission, all of these 

values must be examined in a single stretch. 

 

Fig. 6.  Interference between nodes at various sites 

 

Fig. 7.  Interference between nodes at various locations 

 

Fig. 8.  Interference between nodes 5 and 6 as well as 

boundary setting 

 

Fig. 9.  Excluding nodes 9 and 1 from node interference 

and boundary setting 

 

Fig. 10.  The accuracy graph for the proposed HNIDS and 

existing ML methods for BCC, which indicates the 

strength of the proposed method in terms of higher 

accuracy %. 

 

 

Fig. 11.  Performance comparison of various machine 

learning models using NSL-KDD. (a) RF-based 

comparative analysis and (b) DT-based comparative 

analysis 
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Fig. 12.  Throughput comparison of varying number of 

nodes are presented. The performance of proposed ABRC 

stated that for 60 node the throughput is maximized. 

 

Fig. 13.  Comparison of Sensitivity 

 

Fig. 14.  Comparison of Specificity 

 

Fig. 15.  Comparison of Accuracy 

 

Fig. 16.  Comparison of PDR 

6. Findings 

In this paper, an attack-fighting PSO-based optimum 

solution is provided. By removing repeated co-ordinate 

creation, the proposed fitness value of PSO reduces the 

impact of IDS attack [8]. Furthermore, the fitness function 

adjusts to a variety of environments in order to prevent 

attacks in the WSN environment. This work's experimental 

results with 500 sensor nodes showed that the attack ratio 

might be optimised for roughly 10 and 25 nodes. The work 

will be expanded to include raising the size of sensor nodes 

and various forms of attacks that benefit the WSN 

ecosystem. 
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