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Abstract: In today’s Modern era, we cannot visualize the world without gadgets. Every sector has moved to digitization and almost
everything gets executed through online medium and platforms. As a result, network security becomes vital globally. Routine tasks are
executed via network or through online mediums so one cannot ignore cybersecurity. One single security breach can lead to exposing vital
information. These breaches leave strong impact and extensive loss occurs in terms of personal, societal, national etc evidence seepage.
Hence, cyber security is very essential to protect one’s cyber space. This paper will define the need of cyber space protection. It will also
focus on the difference between cyber-attacks and cyber threats. Additionally, paper will enlighten on various cyber-attacks with examples
that should be known to individuals to understand that such attacks hamper their cyber space. Lastly, paper will broadly discuss the impacts

of cyber-attacks in various domains and numerous measures to control them.
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INTRODUCTION:

Network security has become pivotal in this arena of
digitization. Securing the network is nothing but securing
the cyber space from external factors. Network security,
Cyber security are two sides of same coin. Cyber security
is the protection of systems, networks and data in
cyberspace. The Internet allows users to gather, store,
process, and transfer massive amounts of data, including
proprietary and sensitive business, transactional, and
personal data. As our inevitability on technology and
connectivity grows, so does our prospects of vulnerability
to cyberattacks increases. At the same time businesses and
consumers rely more and more on several mediums,
Cybersecurity threats endure to plague the Internet
economy. [1][4][6][16] Cyber Threats, Cyber-attacks,
Cybersecurity extortions evolve as rapidly as the Internet
expands, and the associated risks are becoming
increasingly global. These countless methods make us
major to have rigorous techniques for guarding cyber
space all over. Cyber Security complements major arenas
from social networking, Ecommerce, Artificial
Intelligence, Data warehouses etc. As a result, cyber
security is becoming multifaceted issue that cuts across
multiple domains and calls for multi-dimensional,
multilayered initiatives and responses for safeguarding the
cyber space.[2][10][23][43]
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1. UNDERSTANDING CYBER ATTACKS
AND CYBER THREATS:
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Spyware Worms

Malware

Ransomware Trojen

BotNet

Cyber-security is the response to the growing threat of
cyber-related crimes, and the concept has developed to
provide a safe and secure computing environment for all
users. While using Internet or while using any form of
digital/online platform we are prone to countless cyber-
attacks on our cyber space. Cyberspace refers to the
virtual computer world, mainly an electronic standard that
is used to enable online communication. [11][14][16][17]
Cyberspace classically comprises a huge computer
network made up of numerous universal computer and
subnetworks that aid in communication and data exchange
activities. Ensuring that the cyber space of the individual
is safe is at most important. Any individual at time of
using cyber space are accustomed to cyber-attacks
knowingly or unknowingly. [21][25][28].

1.1. CYBER ATTACKS:

Disruption of integrity or authenticity of data or
information is termed as computer network attack or
cyber-attack. Cyber-attacks are made intentionally with
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the motto of destruction/theft of data. [10] Cyber Attacks
are mostly targeted intentional attacks. Cyber-attack
intents to snip or hack the information of any organization,
government offices, sectors, etc . To steal the data or
information the attacker or hacker follows certain patterns
and achieve their goal. [10][11] Cyber-attacks always
aims to disable, disrupt, destroy and many times the intent
is to take control of computer systems and alter, block,
delete, manipulate or steal the data held within these
systems. Negligence to our own systems, data will lead to
pruning to attacks.[21]

1.2. CYBER THREATS:

A cyber threat in cybersecurity is a malicious act that
pursues to damage data, steal data, or disrupt digital life
of the person. Cyber threats can originate from within a

group by trusted parties or from remote locations by
unknown parties. [15][30][34] The source of the threat
may be accidental, environmental (natural disaster or any
calamity), human negligence, or human failure too. Cyber
threats can be intentional or unintentional. Until the act is
analysed and the intent becomes clear, we can’t predict the
motto behind the attack is intentional or unintentional. The
circumstance that has the ability to damage and the attack
may or may not be malicious for cyber threats.[18][25]

2. VARIOUS CYBER ATTACKS/THREATS:
Following table describes different types of cyber-attacks
with example to understand the variants of types of
attacks. [19][20][23][41]

SR. | TYPE OF ENLIGHTENMENT EXAMPLES
NO. | ATTACK
1 Malware It is malicious software or any program or code | a) Trojan
that is created with the intent to harm computer, | b) Worms
network or server. ¢) Spyware
d) Ransomware
2 Denial of Service | Intrusion into a system by disabling the network | a) Smurf
with the intent to deny service to authorized users | b) SYN Flood
¢) DNS attacks
d)DDos(Distributed  Denial  of
Services)
3 Phishing It is a type of cyberattack that uses email, SMS, | a) SMiShing
phone, social media, and social engineering | b) Whaling
techniques to entice a victim to share sensitive | c¢) Vishing
information — such as passwords or account | d) Spear Phishing
numbers — or to download a malicious file that
will install viruses on their computer or phone.
4 Spoofing This is a technique through which a cybercriminal | a) Domain Spoofing
masks themselves as a known or trusted source. In | b) Email Spoofing
so doing, the adversary is able to engage with the | ¢) ARP Spoofing
target and access their systems or devices with the
ultimate goal of stealing information, extorting
money or installing malware or other harmful
software on the device.
5 Identity-Based When a valid user’s credentials have been | a) Brute Force Attack
Attacks compromised and an opponent is camouflaged as | b)Credential Harvesting/Stuffing
that user, it is often very difficult to differentiate | ¢) MITM (Man in The Middle
between the user’s typical behaviour and that of | Attack)
the hacker using traditional security measures and | d)Password Spraying
tools for identity theft management.
6 Code Injection Code injection attacks consist of an attacker | a)SQL Injection
Attacks injecting malicious codeinto a vulnerable | b)Cross Site Scripting (XSSS)
computer or network to change its course of | c) Malvertising
action.
7 Cyber terrorism, | The practice of using cyber space for creating large | a) Crashing the power grids by al-
Cyberwar scale disruption and destruction of life and | Qaeda via a network b) Poisoning of
property of individual or nation. the water supply
¢) Russia’s war on Estonia (2007) d)
Russia’s war on Georgia (2008)
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8 Active Active attack with data transmission to all parties | a) Masquerade
Attacks/Passive thus acting as a liaison enabling severe | b) Reply
Attacks negotiation. Passive Attack is majorly eaves | ¢) Modification of message
dropping attack. d) Traffic Analysis
9 Attacks in | Attacks which goal to slow or stop the drift of | a) Byzantine Attacks
MANET information amid the nodes b) Black Hole Attack
c¢) Flood Rushing Attack
10 Network Attacks | A network attack intent to access a network | a)Password Based Attacks
without permission, either to steal or alter data. | b) Man in the Middle attack
Network is disturbed and hampered in such cases. | c) Close in Attack

Tablel: List of various types of cyber-attacks.

3. IMPACTS OF CYBER ATTACKS:

As our conviction on technology and connectivity grows,
so does our vulnerability to cyberattacks raises. Breaching
cyber security leads to numerous consequences as loss of
productivity, revenue, reputation etc are some of the most
common risks of cyber-attacks. Following impacts
showcase various aspects of cybersecurity attacks:

3.1. SOCIAL IMPACT:

Research in public perception of risk (Slovic, 1998, 2000;
Sjoberg, 2000; Dickert, Vistfjéll, Mauro & Slovic, 2015)
proves that there are potential influences which can affect
the public levels such as whether or not exposure to the
risk is perceived to be intentional risk or unintentional
risk.Some of the incidents happens due to lack of
knowledge. This lack of knowledge is called as self-
efficacy.[11] Time, cost, money and phycological issues
are hampered with these attacks. Another important factor
that harms the society is emotional breakdown and
behavioural changes. Examples of these are
cyberbullying, cyber-crime through online social media
hangouts. These types of attacks when occurs on large
scale a culture of fear in society urges and as a result
convulse the individuals societal, emotional well-being.
This in return hazards demographic risks of the nation as
well. [12] [13[14][19]

3.2. ORGANIZATIONAL IMPACT:

Economic growth, social aspects are responsible for
organizational growth. Different sectors such as private
sector, ecommerce, banks, insurance, businesses are prone
to vulnerabilities. An effective cyber-attack causes major
damage to your business. Startup or a large enterprise
business are prone to cyber security threats. People are
using online mediums to share significant information;
hence cybersecurity should be imparted strictly in
businesses. It is a need in today’s day and age since a
major chunk of our activities are online. Online methods
have made our lives easier to survive. Consequently, this
has imposed a threat to our private information that might
easily leaked. The seepage of such information can stance
devastating consequences. In such a condition, the small
firms can even go bankrupt by paying price to respond

against a cyber-attack. There can be a huge loss of revenue
resulting in business disruption. It affects your business'
wellbeing, standing, reputation, financial loss and
consumer trust, sustaining from which cannot be
easier.[22][26][27][28]

3.3. ECONOMIC IMPACT:

The importance of electronic information systems is
obvious to all contributors in the modern economy. When
circulation of information fails, entire segments of the
economy are susceptible. Finance, wholesale and retail
trade, transportation, much of manufacturing, and many
service industries would sluggish to a crawl without
computers. Vivacious public services — utilities, national
defence, and medicine — are equally dependent.
Information security, safeguarding of computer systems
data, the integrity, confidentiality, and availability of the
data they contain — has extensively been recognized as a
critical national policy issue. To safeguard the nation
economy, fruitful steps should be taken to safeguard
public and private sectors from the revenue they generate
immensely. Cyber terrorism, online extortion is also
growing on large scale to hinder nation economy. Major
player of economic cyber -attack is the ‘banking sector’.
Bank servers, ATM machines, bank accounts are hacked
mostly for online fraud. Control measures and policy
formations should be set up to protect economy.
Generators right from public-private sectors, stock
markets, insurance, cyber terrorism etc which affects the
nation economy globally must strive hard for survival.[15]
[16][17][24]

3.4. IMPACT ON GOVERNMENT:

As technology increases amid governments that are
involved in international business, criminals have
understood that this is a lucrative method to make
currency. The greatest fear of a cyberattack on a
government entity is the absolute capacity of data that can
be lost, ranging from information about individual citizens
that can be traded on the dark web, to issues of national
security and military data that can be used by terrorist
organizations. Government agencies are accountable for
mass amounts of complex data to classified information
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pertaining to national security. In our data-centric world,
information ruins a warm service in dark marketplaces
and thus shades a target on its upholders. These attacks
endeavours constantly to keep a terror and fear in the state
of the art so that government will be busy in solving such
issues and the agenda of attack gets successful.
[16][22][24]

3.5. IMPACT ON HEALTHCARE:

There have been a number of significant cyber breach
incidents in healthcare globally. As healthcare systems
across the world is increasingly dependent on digital
systems to deliver care of the user, cyber-attacks are also
increasingly at a pace. Renowned healthcare attack is the
attack made during Covid 19 war for vaccine. These
vulnerabilities have been exploited globally during that
phase. Some of the common examples were (1) a
cyberattack that halted the network of a Czech hospital in
March 2020 (2) a ransomware attack on a vaccine trial
group in UK in March 2020 (3) an unspecified cyber-
attack on the US Health Agency in March, (4) an
unspecified cyber-attack on the construction company
building the UK’s emergency COVID-19 hospitals in
May2020. Many online cyber wars were done for vaccine
production as well to hinder economic, government and
social aspects of the nation. This resulted in significant
diagnostic delays that adversely impacted patient
care.[11][31][32][33][34]

3.6. IMPACT ON EDUCATION:

Educational institutions are amongst the highest boards
for hackers and  cybercriminals.
establishments are besieged for a numeral of motives,
mainly for the volume of individual student data that they
hold, moreover with student loan details, confidential
research data, and an absence of adequate cybersecurity
information with students. The education sector is one of

Educational

the sluggish adopters of contemporary cybersecurity
solutions characteristically due to a lack of funding which
can primarily impact the use of out-of-date technology,
inadequate resources to invest in cyber solutions, and
ever-growing establishment sizes. Research shows that,
social engineering being the significant hazard to the
education sector. This includes phishing
attacks and ransomware attacks. Cybercriminals take
advantage of these types of access authorizations to a
school or university network. The most common way for
them to get such credentials is via a unsecured networks.
Cyber-attacks continue to be on the rise and sadly
educational institutions are not immune to these threats.
Schools, colleges, and universities are increasingly being
targeted by cyber criminals, and the consequences can be
devastating. [35][36][37]

3.7. IMPACT ON NATIONAL DEFENCE:

Several countries with an elongated history of national
struggles exists. Cyber terrorism is the new technique to
devastate the national stature. Assigning resources to
national defence is vital and also willingness of the
country’s citizens is important for national security. With
the proper understanding and guidance, cyber defence can
examine the different threats possible to their
environment. It aids in devising and driving the strategies
necessary to pledge the malicious attacks or threats. A
wide range of different activities are involved in cyber
defence for protecting the threat landscape. Cybersecurity
is now been practiced in defence services so that the nation
cyberspace and territory can be
safeguarded.[18][28][30][38][39]

4. MEASURES TO IMPLY TO DEFENSE THE
CYBER ESPIONAGE:

In frontline ofthis digital war against cybercrime,
governments, organizations and individuals must
create resistance by implementing cyber security
measures and best cyber security practices and policies to
stay away from cyber-attacks and threats. Some of the
measures are summarized from the literature review:
[16][211122][231[291(30][34][38][40]41][42]

1. Always keep the goal of Prevention (PREV),
Deterrence  (DETER), Surveillance (SURV),
Detection (DETECT) of illegal access, alteration,
destruction, or disclosure of information assets.

2. Access control, password security, Authentication of
data these strategies should be to followed by
everyone firmly.

3. Cyber Ethics must be followed while surfing on
online platforms/portals/mediums. Cyber ethics are
nothing but protocol to use the internet.

4. Keeping strong passwords and changing passwords
alternatively so that the rate of hacking and attempt
of attack becomes less.

5. All the software used by your system should be
updated on regular basis.

6. Good Antivirus protection framework should be
implemented in all the sectors.

7. Two level and Three level authentication and
authorization process should be applied everywhere.

8. Have an emergency plan of actions reserved in case
you are victim of a cyber-attack.

9. Engage in some resolutions of information-security
incidents in cooperation with owners and operators
of impacted parts, telecommunication operators,
internet services providers and government
administration components, everywhere there
should be a point-to-point connection to help, advice
and for protect mechanism.

10. Learn about different scams and vulnerabilities and
be prepared for worst.
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11. Monitor your activities and focus on good practice
of cyber security.

12. Review your online accounts and credit reports
regularly.

13. Back up your data frequently.

14. Raise Awareness amongst peers and socially, urge
for training programs as well. This will affect in
nation building towards robust cyber security
approach.

15. Set up a 24x7 National Critical Information
Infrastructure Protection Centre (NCIIPC) for
protecting critical infrastructure of the country.

16. Provide fiscal schemes and benefits to businesses for
adoption of standard security practices.

17. Encourage wider use of Public Key Infrastructure
(PKI) for government services.

18. Engage InfoSec professionals / organizations to
assist e-Governance initiatives, establish Centres of
Excellence, cyber security concept labs for
awareness and skill development through PPP - a
common theme across all initiatives mentioned in
Cyber Security Policy global standard.

19. Strengthening Promotion of Research and
Development in cyber security arena so that secured
ecosystem with new strategies/polices can be
worked upon and implemented.

20. To develop bilateral and multilateral relationship in
the field of cyber security with other country so that
the rate of breach/hacking/attacks on international
level can be regulated as well as a sense of harmony
can be initiated so that global cyber space can be
protected.

Conclusion:

Literature review defines cyber security by International
Telecommunication Union (ITU) by stating that cyber-
security is the collection of tools, policies, security
concepts, security safeguards, guidelines, risk
management methods, actions, training, best practices,
assurance and technologies that can be used to protect the
cyber environment, as well as ‘organizations and users’
assets (ITU, 2014). This paper overviews the current
emerging issues, threats, attacks that cause vulnerability
all over. Paper also focuses on various impacts of attacks
that disrupt the peace, electric and physical assets of a
nation, and cause physical world destruction with
economic damage. Paper aims to share measures to
incorporate on regular basis for good cyber security
practise. It also illustrates the awareness and significance
in the field of cyber security. Study summarizes that in
cyber security, Malware attacks are most dreadful attacks
amongst all types of attacks. In this paper, impacts
discussed on several domains’ concise focuses on various
breaches where we come to know that majorly attacks
done on networks are malware attacks or combination of

various attacks where malware attack takes a lead for data
breach. Aspects discusses in the paper will make aware an
individual the importance of cyber security and its
significance to keep secured.
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