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Abstract—The modern car is not just a vehicle with an internal Controller Area Network (CAN) bus, but can 

have a proliferation of smartphone-based vehicle keys, Bluetooth-paired infotainment units, cellular telematics 

control units, and over-the-air (OTA) update channels, and that has expanded the attack surface. This paper 

reviews and consolidates the results of 27 peer reviewed publications from the literature on mobile connectivity 

and its impact on automotive cybersecurity risks and the literature's response in terms of detection, authentication, 

and governance mechanisms, through to 2023. The CAN bus proved to be a safety-critical asset with no built-in 

authentication capabilities through early experiments that showed an attacker could stop the vehicle when they 

could access a single electronic control unit (ECU). Later studies on Bluetooth infotainment pairing have found 

that phonebook and message information can be recovered from paired devices, and near-field-communication 

(NFC) key schemes using a smartphone can be suggested as replacements for mechanical and radio-frequency 

(RF) immobilizers. On the defense side, in this paper, we find that a machine-learning and deep-learning based 

intrusion detection system (IDS) achieves up to 99.995 percent accuracy when detecting CAN traffic and 99.88-

99.99 percent accuracy with intra-vehicle and external network datasets, although the values are dataset dependent 

and do not necessarily align between studies. The paper also draws parallels between the complementary layers 

of a secure mobile platform that are the paper's topics, namely blockchain-based credential management, provably 

secure authentication protocols, Bayesian game-theoretic defense allocation, and the ISO/SAE 21434 risk-

engineering standard. To organize these mechanisms, a five-layer reference architecture is proposed, and 

comparison of the various detection, cryptographic, and governance approaches shows that, despite these 

advances, there are still challenges with cross-dataset validation, the real-time computational viability of 

embedded devices, and the harmonization of regulations for OTA software updates. The authors conclude that 

only a layered approach of combined anomaly detection, paired mutual authentication, and standards-based risk 

management can provide sufficient security for connected vehicles, as attackers are increasingly coming from 

paired mobile devices instead of the vehicle itself.   

Keywords—connected vehicles; automotive cybersecurity; Controller Area Network; intrusion detection system; 

Bluetooth infotainment; over-the-air updates; vehicular ad hoc network; blockchain authentication; ISO/SAE 

21434; telematics; mobile vehicle key; risk assessment 

I. INTRODUCTION  

Today's cars are mechanically independent systems 

that are now integrated as computing systems with 

dozens of electronic control units (ECUs) that 

communicate with each other over an internal 

Controller Area Network (CAN) bus as well as with the 

outside world via Bluetooth, cell phones and the 

Internet and cloud-based mobile applications [1, 2]. As 

stated throughout the literature surveyed a defining 

cybersecurity challenge for the connected-vehicle era is 

this dual connectivity – both internal and external – 

with traffic that can be reached indirectly via a paired 

smartphone, telematics dongle or over-the-air (OTA) 

software update channel [7], [8]. The basic 

demonstration of this risk was given by Koscher et al. 

[14] who were able to demonstrate experimentally that 

a single invader could compromise the safety-critical 

functions while performing arbitrary actions on the 

individual wheel brakes and the engine and 

disregarding the instructions of the driver. They also 

found that a corrupted packet could be able to jam a 

brake even after a power off, which will not be possible 

when using manual override. By design, this early work 

found the CAN bus does not offer any authentication 

for message sources and thus any device with electrical 

access to the bus (including those accessed via a 
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compromised mobile interface) can insert arbitrary 

control frames [14, 27]. The paper summarizes the 27 

references focusing on intrusion detection, 

cryptographic key management, authentication using 

blockchain, vehicular ad hoc network (VANET) 

architecture and cybersecurity governance to describe 

secure mobile platforms for connected-vehicle 

ecosystems. 

II. MOBILE-LINKED ATTACK SURFACE OF 

CONNECTED VEHICLES 

The smartphone-based digital key, the Bluetooth-

compatible infotainment head unit, the cellular 

telematics control unit and the OTA update channel are 

the most frequently mentioned mobile interfaces in the 

reviewed literature that represent main entry points into 

the vehicle. The results of the quantitative detection are 

summarized in Fig. 1 and the mobile-linked topology 

discussed below is summarized in Fig. 2, a separate 

topology diagram being presented as Fig. 3 in Section 

III for sequentialness of the figures and tables. In an 

argument similar to the one offered by Busold et al. [5] 

for the replacement of the mechanical and RF-based 

key with an application for a near-field-communication 

(NFC) enabled smart phone, they propose that a 

cryptographically secured mobile credential can 

decrease the relay and cloning attacks that exist in 

traditional remote keyless-entry systems, while also 

providing additional convenience features like 

temporary key sharing. The authors note that the 

security of the mobile operating system and secure 

element restrains the security of the vehicle itself—the 

mobility aspect of the scheme's key strength and its key 

weakness. Renganathan et al. [20] conducted a 

systematic security evaluation of the Bluetooth 

network that was exposed by an automotive 

infotainment unit, concentrating on the pairing process 

that is employed to synchronize a personal device with 

the head unit. When paired together, the Phonebook 

Access Profile (PBAP) and related object-exchange 

profiles enable the infotainment system to download 

and store a driver's contact list and messages, leaving a 

persistent privacy exposure that persists long after the 

pairing session is completed, the authors write, which 

they dub a valet attack because a temporary or 

unauthorised driver of the car can access the previously 

synced personal data. They standardise the level of 

severity of such exposures using a standard rating 

measurement, and suggest countermeasures that could 

be implemented, such as tighter profile access control 

and regular credential expiration. 

 

Table I. Mobile-Linked Attack Surface of 

Connected Vehicles, Synthesized from References 

Through 2023 

Interface Principal 

Risk 

Source(s) Representat

ive 

Counterme

asure 

Smartph

one / 

NFC 

digital 

key 

Relay 

attack, key 

cloning, 

secure-

element 

compromis

e 

Busold et 

al. [5] 

Cryptograp

hic mutual 

authenticati

on; time-

bounded 

ranging 

Bluetoot

h 

infotain

ment 

pairing 

Persistent 

access to 

synced 

phonebook 

/ message 

data (“valet 

attack”) 

Renganat

han et al. 

[20] 

Profile-

level access 

control; 

credential 

expiry; 

severity 

rating 

Cellular 

telematic

s unit 

Data 

exfiltration

; potential 

pivot 

toward 

CAN 

gateway 

Gao et al. 

[9]; Joy 

& Gerla 

[13] 

Network 

segmentatio

n; 

encrypted 

telemetry 

channels 

Over-

the-air 

(OTA) 

update 

channel 

Malicious 

or 

unauthentic

ated 

firmware 

installation, 

fleet-wide 

Mahmoo

d et al. 

[17] 

Signed 

packages; 

rollback 

protection; 

secure boot 

Another outward-facing interface is telematics 

units for the cellular uplink for remote diagnostics, 

insurance telematics, and emergency calling. Gao, 

Meng, and Wüthrich [9] examined the use of 

telematics-based driving data, traditionally gathered for 

usage-based insurance, as it is transmitted via mobile-

attached equipment and cloud-based pipelines that 

could be breached, potentially releasing driving-

behavior information and, given the level of 

integration, routes into vehicle systems. Also, Joy and 

Gerla [13] list some privacy and security concerns that 

are unique to Internet of Vehicles (IoV) and how the 

combination of vehicular ad hoc networks and cloud 

and mobile infrastructure complexify the attacker's 
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probe of trust boundaries. In particular, Mahmood, 

Nguyen and Shaikh [17] have studied an OTA update 

channel in isolation, performing a systematic threat 

analysis of the automotive OTA mechanisms and 

believe that a compromised update server or an 

unauthenticated update package could, in principle, 

install malicious firmware across the fleet as update 

pipelines have high privileges to update ECU firmware. 

Their security-testing strategy focuses on the security 

minimum of verifying the signing of the update-

package, rollback protection and secure boot chaining. 

 

Fig. 1. Mobile-linked interfaces feeding into the in-

vehicle Controller Area Network, synthesised 

from references [5], [9], [13], [17], and [20]. 

III. INTRUSION DETECTION AND PREVENTION FOR 

IN-VEHICLE NETWORKS 

Opportunities for intrusion detection and 

prevention solutions in the in-vehicle network. As the 

CAN bus does not have authentication built in, the most 

common defence approach reported in the surveyed 

literature is to watch the bus and look for suspicious 

activity. Among the sources examined, Al-Jarrah et al. 

[1] offer the most formal taxonomy of such IDSs, 

which can be broken down into flow-based, payload-

based, or hybrid approaches. This taxonomy is 

reproduced here schematically in Fig. 2. A one-class 

support vector machine (OCSVM) was applied to real 

traffic from a Ford Explorer in the flow-based category, 

with results ranging from Al-Jarrah et al. [1] 0.8720 to 

1.0000 depending on the message insertion and 

deletion rates, showing that the detection rate of this 

class of methods is not a single value but varies with 

the composition of the dataset and the intensity of the 

attack. Later deep-learning methods report 

significantly higher point-accuracy results on the 

respective evaluation set. Hossain et al. [12] trained a 

classifier using LSTM architecture with an optimized 

Nadam (Nadam Optimizer) and sigmoid activation 

function on an experimental vehicle with injection of 

denial-of-service, fuzzing, and spoofing attacks from 

CAN traffic and reported an overall detection accuracy 

of 99.995 percent and greater detection rates when 

compared with a baseline of classifiers created using 

the survival-analysis method. When testing on the 

previously unseen, zero-day-style attacks, the proposed 

multi-tiered hybrid system, MTH-IDS, recorded F1-

scores of 0.963 and 0.800 on the CAN-intrusion dataset 

and the CICIDS2017 dataset of external network traffic 

respectively, which is a significant drop from the near-

perfect accuracy results on the known-attack data sets, 

highlighting the difficulty of the open problem of 

generalization to novel attacks. To capture the local 

features and learn the most important time steps in a 

message window, the authors of [22] proposed a 

complementary design that uses one-dimensional 

convolution to extract the local features, and a 

bidirectional LSTM and an attention mechanism 

(CLAM) to determine the most relevant time steps for 

an anomaly.  

 

Fig. 2. Reported detection performance of 

intrusion detection approaches surveyed in 

Section III, drawn from [1], [12], and [26]. Values 

are not a controlled cross-study benchmark. 

To illustrate the point in a comparative way, the 

point-accuracy results reported by [1, 12, 26] have been 

plotted on a common axis in Fig. 3; the three studies 

differ in the type of vehicle, the type of dataset, and the 

attack injection protocol and so should not be regarded 

as a controlled benchmark. This is explicitly 

formulated by Bozdal et al. [4], who propose the 

wavelet-based IDS, WINDS, which identifies 

behavioural change points in CAN transmission 

patterns, since the thresholding-based IDS methods in 

both time and frequency domains frequently have high 

false alarm rates and are tuned to a particular vehicle. 

To test this cross-vehicle generalisation concern, the 

real traffic data gathered at two research centres were 

evaluated for WINDS. Signal-domain and physical-

layer options are alternatives to just data-driven CAN 
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payload analysis. Xun, Zhao and Liu [25] developed an 

external intrusion detection system that tracks the 

voltage signals on the bus instead of the content of the 

messages sent, since an attacking device installed 

electrically on the bus would alter the voltage signals 

that a software-based monitor would not be able to 

detect. The deployment constraint mentioned 

throughout this literature is that the deep learning 

models are often accurate but require high 

computational resources in comparison to the 

processing resources of a gateway ECU. Bloom [3] 

introduced an adaptive cumulative sum (CUSUM) 

algorithm with low computational requirements for the 

resource-constrained ECU. De Araujo-Filho et al. [6] 

took this a step further and proposed a low-cost 

intrusion prevention system (IPS) that would make it 

more difficult for cyber-attacks to occur in real time as 

opposed to identifying them only as a post-facto 

occurrence; this is an important distinction because 

detection is not enough to prevent an in-progress brake- 

or engine-control attack like the one demonstrated by 

Koscher et al. [14]. An earlier structured survey of this 

design space was given by Young et al [27] who 

pointed out the trade-off between detection latency and 

false-positive rate that occurs repeatedly. 

A widely used evaluation quantity across this 

literature is the true positive rate (recall), computed as 

𝑇𝑃𝑅 =  𝑇𝑃 (𝑇𝑃 

+  𝐹𝑁)                                             (1) 

where TP denotes correctly flagged attack frames 

and FN denotes attack frames the classifier misses; the 

accuracy and F1 figures reported by [12] and [26] and 

summarized in Fig. 3 are derived from statistics of this 

form computed on each study's own held-out test 

partition. 

 

Fig. 3. Taxonomy of intra-vehicle intrusion 

detection system designs, adapted from the flow-

based / payload-based / hybrid classification of Al-

Jarrah et al. [1]. 

Table II. Intrusion Detection Approaches for In-

Vehicle Networks Synthesized from the Reviewed 

Literature 

Method Sourc

e 

Evaluation 

Data 

Reported 

Outcome 

OCSVM 

(frequency-

based, flow) 

Al-

Jarrah 

et al. 

[1] 

Ford 

Explorer 

field data 

AUC 

0.8720–

1.0000 

LSTM 

(Vanilla, 

sigmoid/Nad

am) 

Hossa

in et 

al. 

[12] 

Experiment

al vehicle, 

injected 

DoS/fuzz/sp

oof 

99.995% 

accuracy 

MTH-IDS 

(signature + 

anomaly, 

hybrid) 

Yang 

et al. 

[26] 

CAN-

intrusion 

dataset 

99.99% 

accuracy 

MTH-IDS 

(external 

network tier) 

Yang 

et al. 

[26] 

CICIDS201

7 

99.88% 

accuracy; 

F1 

0.963/0.80

0 (zero-

day) 

CNN-Bi-

LSTM with 

attention 

(CLAM) 

Sun et 

al. 

[22] 

In-vehicle 

signal data 

Qualitative

: attention-

weighted 

temporal 

features 

Wavelet-

based 

(WINDS) 

Bozd

al et 

al. [4] 

Two 

independent 

vehicle 

fleets 

Qualitative

: cross-

vehicle 

generalizat

ion 

emphasis 

Voltage-

signal 

external IDS 

(VehicleEID

S) 

Xun 

et al. 

[25] 

Physical-

layer 

voltage 

traces 

Qualitative

: 

hardware-

level 

anomaly 

cues 

IV. AUTHENTICATION, KEY MANAGEMENT, AND 

DISTRIBUTED-LEDGER APPROACHES 

Even though a mobile device or external network 

peer has been detected, there are noways for it to 

establish an initial connection to the vehicle; a second 

stream of the surveyed literature deals with how a 

mobile device or external network peer can prove its 
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legitimacy to the vehicle before any data exchange, 

communication or interaction. Nurkifli and Hwang 

[18] design a provably secure Internet of Vehicles 

(IoV) authentication protocol by analysing the 

resistances to impersonation and replay attacks, to 

enable the mobile client (e.g. a mobile phone key or a 

fleet-management system) to start a session key with 

the vehicle without entering the long-term credentials 

in the wireless channel. 

Another blockchain proposal that secures 

connected and autonomous vehicles (CAVs) is by 

Rathee et al. [19] who suggest that a distributed ledger 

could offer tamper-evident logging of credential 

issuance and revocation events on the network, 

eliminating the single point of failure that a centralized 

key-management server would incur in a fleet of 

CAVs. Since implementing the consensus requires 

latency and computational resources, the authors place 

the mechanism for credential governance and audit on 

the CAN bus itself, which is consistent with the layered 

architecture recommended in Section VI, where we 

propose to place the mechanism for real-time message 

authentication. 

Table III. Authentication and Credential-

Management Mechanisms Synthesized from the 

Reviewed Literature 

Mechanis

m 

Sourc

e 

Threat 

Addressed 

Core 

Principle 

Provably 

secure 

IoV 

authentica

tion 

Nurki

fli & 

Hwan

g [18] 

Impersonation/r

eplay resistance 

Formal 

cryptogra

phic proof 

NFC 

smartphon

e digital 

key 

Busol

d et 

al. [5] 

Key 

cloning/relay 

Mobile 

secure-

element 

root of 

trust 

Blockchai

n 

credential 

ledger 

Rathe

e et 

al. 

[19] 

Centralised 

key-server 

compromise 

Distribute

d tamper-

evident 

logging 

Bayesian 

Stackelber

g defense 

allocation 

Halab

i et al. 

[11] 

Advanced 

persistent 

threats (APT) 

Game-

theoretic 

resource 

commitm

ent 

VANET 

architectu

re / QoS 

survey 

Al-

Sulta

n et 

al. [2] 

V2V / V2I 

routing 

exposure 

Foundatio

nal 

protocol 

survey 

V. STANDARDS, RISK ASSESSMENT, AND POLICY 

FRAMEWORKS 

The technical mechanisms, in the literature 

surveyed, are always described as essential but not 

enough if they are not coupled with the engineering 

process and, of course, regulatory structure. 

Weimerskirch and Wolf [24] present a review of the 

ISO/SAE 21434 standard for automotive cybersecurity 

engineering that normalizes the threat analysis and risk 

assessment (TARA) as a mandatory task in the 

development lifecycle of a vehicle programme, and 

makes cybersecurity engineering into a co-equal 

discipline with functional safety. Luo et al. [16] discuss 

TARA (threat analysis and risk assessment) techniques 

more generally, categorizing the qualitative and semi-

quantitative scoring schemes (also called threat trees or 

severity-likelihood matrices) that TARA processes 

often use, and Sommer, Kriesten and Kargl [21] survey 

complementary model-based security testing 

approaches that convert such a risk assessment into 

concrete test cases that are exercised against a vehicle's 

mobile and network interfaces before it's released to the 

public. As noted in Section II, ECU firmware is 

typically safety-critical and, in the case of firmware 

accessed via OTA, it is highly desirable to use formal 

verification techniques that go beyond testing by 

verifying that a certain class of faults are not present. 

Liu et al. [15] survey formal verification methods and 

tools for automotive software and argue that the safety-

critical nature of ECU firmware, especially firmware 

accessed through the OTA channel discussed in Section 

II, makes formal verification desirable beyond simple 

testing, since it can prove that a class of faults is not 

present in the firmware. At a more abstract level, Van 

der Heijden and Haber [23] provide insight into the 

policy and regulatory landscape for CPVs, positing that 

while the rollout of connected vehicles is accelerating, 

regulatory harmonisation across jurisdictions is 

following at a slower pace, especially in terms of cross-

border OTA update approval and liability assignments 

when an occurrence is caused by a software update 

rather than a physical fault. 

Table IV. Standards, Risk Assessment, and Policy 

Frameworks Synthesised from the Reviewed 

Literature 
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Framework Source Primary 

Function 

ISO/SAE 

21434 

cybersecurity 

engineering 

Weimerskirch 

& Wolf [24] 

Lifecycle threat 

analysis and 

risk assessment 

(TARA) 

Threat 

analysis and 

risk 

assessment 

survey 

Luo et al. [16] Attack-tree / 

severity-

likelihood 

scoring 

Model-based 

security 

testing 

Sommer et al. 

[21] 

Test-case 

generation from 

risk models 

Formal 

verification of 

automotive 

software 

Liu et al. [15] Proof-based 

defect 

elimination in 

firmware 

Policy and 

regulation for 

cyber-physical 

vehicles 

van der 

Heijden & 

Haber [23] 

Cross-

jurisdiction 

OTA and 

liability 

harmonisation 

VI. TOWARD A LAYERED SECURE MOBILE 

PLATFORM ARCHITECTURE 

The mechanisms developed in Sections II- V don't 

compete, they occupy different layers of a defence-in-

depth architecture. They are grouped into five layers in 

Fig. 4, starting from the mobile and external interfaces 

described in Section II at the bottom, followed by 

network segmentation and intrusion detection, and then 

cryptographic access control, and finally, at the top, the 

governance layer defined by ISO/SAE 21434 and the 

policy literature of Section V. In the reviewed sources, 

there is a recurring trend that authentication and 

detection mechanisms are presented and evaluated as 

engineering controls, whereas standards, like [24] and 

surveys like [16] and [21] are presented as the process 

of an organisation choosing, testing, and maintaining 

the appropriate mix of these controls for a specific 

vehicle program. These findings align with those of [1], 

[14] and [27] that the initial and most harmful attacks 

targeted the lack of separation between the safety-

critical and infotainment facing bus segments; Koscher 

et al. [14] claimed that their test vehicle's primitive 

separation was overcome by bridging between the 

subnetworks. IDS is placed above segmentation and 

not as a replacement for it, because, as also stated by 

Bloom [3] and De Araujo-Filho et al. [6] some traffic 

sent by an attacking host will make it to the bus, so 

detection and prevention systems must rely on this 

traffic and therefore must be able to detect it in real 

time. 

 

Fig. 4. Proposed five-layer reference architecture 

for secure mobile connected-vehicle platforms, 

synthesising mechanisms from Sections II through 

V. 

VII. COMPARATIVE DISCUSSION AND OPEN 

CHALLENGES 

The first observation is comparative, relating to the 

two. Note that the detection performance numbers are 

not directly comparable across studies: the 99.995 

percent accuracy from [12] is based on a different 

vehicle, attack-injection protocol, and data set than the 

99.99/99.88 percent accuracy reported by [26] and the 

range of AUCs reported in [1] of 0.8720–1.0000 

indicate that high point-accuracy can be obtained under 

favorable conditions, but should not be interpreted as a 

leaderboard. Second, literature consistently reports a 

known-attack detection to zero-day generalisation gap, 

with the best quantitative evidence for this gap found in 

[26], which found that the ability to perform and detect 

novel-attack generalisation was materially more 

difficult, with F1-scores of 0.963 and 0.800 for the 

unseen attacks. Third, in the literature on the IDS, the 

accuracy of lightweight statistical methods, e.g. the 

CUSUM approach of Bloom [3] is explicitly motivated 

by ECU resource constraints, whereas the accuracy of 

deep-learning methods, e.g. [12], [22] and [26] is 

reported without uniformly reporting inference latency 
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or memory footprint on representative gateway 

hardware, leaving real-time deployability an open 

empirical question across much of this body of work. 

Fourth, cryptographic and governance mechanisms 

deal with different failure modes than detection does: 

authentication protocols like [5] and [18] seek to 

prevent an unauthorised mobile device from forming a 

session with the bus in the first place, while blockchain 

credentialing like [19] focuses on maintaining integrity 

in the bus's session(s) after the fact. This 

complementary, not competing, relationship is 

summarized in Table V in the context of the four 

mechanism families discussed in the paper. 

Table V. Comparative Roles of the Four 

Mechanism Families Synthesised in This Paper 

Mechanis

m Family 

Primary 

Objective 

Comparati

ve Strength 

/ Limitation 

Represent

ative 

Sources 

Anomaly / 

intrusion 

detection 

Detect 

malicious 

traffic 

already on 

the bus 

High point-

accuracy 

achievable; 

weaker on 

zero-day 

attacks; 

latency/foo

tprint 

under-

reported 

[1], [3], 

[4], [6], 

[12], [22], 

[25], [26], 

[27] 

Authentic

ation / key 

managem

ent 

Prevent 

unauthori

zed 

session 

establish

ment 

Strong 

formal 

guarantees; 

dependent 

on mobile-

device 

secure-

element 

integrity 

[5], [18] 

Distribute

d-ledger 

credential

ing 

Tamper-

evident 

governanc

e of 

credential

s at fleet 

scale 

Removes 

single point 

of failure; 

adds 

consensus 

latency, 

unsuited to 

real-time 

bus 

messages 

[19] 

Standards 

/ risk 

governanc

e 

Organizat

ional 

process 

for 

selecting 

and 

validating 

controls 

Provides 

lifecycle 

assurance; 

harmonizat

ion across 

jurisdiction

s 

incomplete 

[15], [16], 

[21], [23], 

[24] 

VIII. CONCLUSION  

The goal of this paper was to capture the essence of 

research on secure mobile platforms for connected-

vehicle ecosystems, ranging from the initial discovery 

that a single compromised ECU could turn off the 

brakes and engines of all vehicles in a vehicle-to-

infrastructure communication scenario [14] to today's 

attack surfaces enabled by Bluetooth, telematics, and 

OTA, and the measures put in place to detect, 

authenticate, and govern them. The survey of the 

detection literature highlights the ability of machine-

learning and deep-learning IDS to obtain a high point-

accuracy on individual evaluation datasets, with 

reported results of 99.995 percent [12] and 99.99/99.88 

percent for intra- and inter-vehicle traffic, respectively, 

and shows that generalization to unseen attacks and 

feasibility on embedded devices are comparatively 

under-explored. Various authentication protocols [5] 

and [18] as well as distributed-ledger credentialing [19] 

and ISO/SAE 21434 risk-engineering standard [24], 

were demonstrated to solve complementary failure 

modes, which inspired the five-layer reference 

architecture presented in Section VI. The policy and 

standards literature examined in this synthesis suggests 

that future research should focus on three key areas 

relating to cross-dataset IDS benchmarking, 

embedded-hardware latency reporting, and harmonised 

cross-jurisdiction governance of the OTA update 

channel identified throughout this synthesis as the 

mobile-linked interface of greatest structural concern. 
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