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Abstract: To enhance the security of IT infrastructure, especially in cloud computing platforms that host entire applications
and data, anomaly detection plays a critical role. This paper introduces a multi-order Markov chain-based framework for
anomaly detection, expanding upon the traditional Markov chain model. Our approach incorporates both high-order Markov
chains and multivariate time series, embedded within algorithms designed under a statistical learning framework. To address
time and space complexity, our algorithms employ non-zero value tables and logarithmic values in initial and transition
matrices. For validation purposes, we utilized system calls and their return values from the DARPA intrusion detection
evaluation dataset to construct a two-dimensional test input set. The test results indicate that our multi-order approach
produces more effective indicators. Both the absolute values derived from single-order models and the changes in rankings
across different-order models are strongly correlated with abnormal behaviors, thereby enhancing the detection of anomalies.

Keywords: Markov processes, training methodologies, cloud computing, algorithm design and analysis, mathematical
modeling, equations, and server management

1. Introduction learning or data mining. These algorithms extract
patterns from extensive training datasets and
identify deviations to trigger alerts. Anomaly or

intrusion detection methods are typically classified

A growing number of academic and industrial users
are increasingly relying on cloud computing
servers to host entire applications and storage

solutions. These distributed and open-structured
cloud services have become prime targets for
potential threats. Consequently, ensuring the
security and availability of both business and
personal data on these servers is crucial. This safety
is vital for both individuals and society. However,
during catastrophic events such as intrusions,
crashes, or breakdowns, anomalies must be
detected promptly to apply effective remedies.
Early-stage issues often lack clear indicators,
leading to delayed responses and potentially
irreversible damage.

Fortunately, server behavior generally follows
consistent statistical patterns, which underpins
anomaly detection algorithms using machine
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into three categories: statistical approaches,
machine learning techniques, and data mining
methods.

Statistical Approaches: These methods observe the
behavior of objects to create statistical distributions
during the training phase, forming a set of trained
profiles. During detection, new profiles are
compared against these trained profiles, and
anomalies are identified if the profiles do not
match. Incidents that deviate significantly from
statistical norms trigger alarms.

Machine Learning Approaches: These methods
minimize the need for extensive supervision during
the training phase. Machine learning systems
autonomously  learn and  improve their
performance, adapting based on feedback from
execution results, such as system call sequence
analysis, Bayesian networks, and Markov models.
Techniques like neural networks and Hidden
Markov Models have proven effective.

Data Mining Approaches: These methods uncover
hidden rules and patterns by analyzing large
datasets collected either online or offline. Anomaly
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detection systems benefit from additional insights
such as hidden patterns, associations, changes, and
events found in the data. Common data mining
techniques include classification, clustering, and
outlier detection. Methods like K-nearest neighbor,
clustering, and association rule discovery are
commonly applied in anomaly detection.

In this work, we focus on statistical and machine
learning approaches. We utilize classic Markov
model theories to detect anomalous patterns in
systems, leveraging the ordering property of
events. The high-order Markov chain, as
introduced by Ju and Vardi, is a key component,
and we address the high computational costs with
methods such as hybrid models and support vector
machines.

Time series of system calls are recognized as
powerful tools for identifying system behavior.
System calls, due to their privileged nature, have
been extensively researched for intrusion detection
by analyzing and modeling audit data. In 1998,
MIT Lincoln Laboratory’s Cyber Systems and
Technology Group conducted a seven-week
simulation of intrusions, releasing the data as the
DARPA Intrusion Detection Evaluation Data Set.

Our major contribution is a multi-order Markov
chain approach, which significantly improves upon
single-order models at a reasonable cost. This
approach, initially used in rainfall modeling, is
effective for anomaly detection, with the relative
ranking of probabilities from multi-order models
serving as an indicator for anomalies. Ascending
order indicates normal behavior, while descending
order signals anomalies. Our approach differs from
recent models that use n-gram transitions to
analyze HTTP requests rather than system calls.
We also consider a new input category: the return
values of system calls, forming a two-dimensional
model to enhance the effectiveness of the multi-
order Markov chain-based approach. Traditional
methods that use system calls to identify behavior
are limited as they do not consider execution
outcomes. Recent studies have begun incorporating
return values to better detect and interpret
anomalies.

Cloud computing has become an indispensable part
of networked computer systems, despite the well-
known risks associated with its security and
reliability. Many academic and industrial users are
now relying exclusively on cloud computing
servers to host entire applications and storage

solutions. This reliance on cloud computing
services, which are inherently distributed and open
in structure, makes them clear targets for potential
threats. As a result, ensuring the security and
availability of both business and personal data on
these servers is crucial. The invulnerability of these
servers is of paramount importance to individuals
and society alike. System calls and their
corresponding return values are extracted from the
classic DARPA intrusion detection evaluation
dataset to create a two-dimensional test input set.
Testing results demonstrate that the multi-order
approach generates more effective indicators: in
addition to the absolute values provided by
individual single-order models, changes in the
ranking positions of outputs from different-order
models also closely correlate with abnormal
behaviors. We focus on statistical and machine
learning-based approaches. Classic Markov model
theories are applied to detect anomalous patterns in
the system, using the ordering property of events as
proposed by Ju and Vardi. They introduce the high-
order Markov chain as an extension. Several
approaches are then introduced to mitigate the high
computational cost associated with this model,
including hybrid models and support vector
machines.

Overview:

In statistical approaches, anomaly or intrusion
detection systems typically observe the behaviors
of objects to create statistical distributions during
the training phase, forming a set of trained profiles.
These systems then compare this set of trained
profiles against a new set of profiles of observed
objects during the detection phase. An anomaly or
intrusion is detected if these two sets of profiles do
not match. Generally, any incident whose
occurrence frequency exceeds standard deviations
from statistical normal ranges triggers an alarm.

2. Literature Survey

A Program-Based Anomaly Intrusion Detection
Scheme Using Multiple Detection Engines and
Fuzzy Inference

This work introduces a hybrid anomaly intrusion
detection scheme that utilizes program system
calls. 1t combines a hidden Markov model (HMM)
detection engine with a normal database detection
engine to exploit their respective strengths. A fuzzy
inference mechanism is implemented to create a
soft boundary between anomalous and normal
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behavior, which can be difficult to distinguish
when they overlap. To address the high
computational cost associated with HMM training,
an incremental HMM training method with optimal
parameter initialization is proposed.

Alert Correlation in Collaborative Intelligent
Intrusion Detection Systems—A Survey

Since it is impossible to prevent all computer
attacks, intrusion detection systems (IDSs) are
essential for minimizing damage from various
attacks. IDS methods include misuse-based and
anomaly-based  detection. A  collaborative
intelligent intrusion detection system (CIIDS) that
integrates both methods is proposed, as individual
detection engines often fall short. This survey
reviews the architecture and alert correlation
algorithms of current collaborative intrusion
detection systems (CIDSs). It explains and
compares different CIDS architectures,
highlighting the issues and challenges in alert
correlation when multiple security systems are
used. Various techniques for alert correlation are
discussed, focusing on CIIDS alerts. Computational
intelligence approaches and their applications in
IDSs are reviewed, with soft computing methods
providing  understandable and  autonomous
solutions.

Interpreting Chance for Computer Security by
Viterbi Algorithm with Edit Distance

This work highlights the importance of chance
discovery in computer security. Traditional
methods  often  detect anomalies  without
interpreting them. This study uses the Viterbi
algorithm to analyze state sequences and assess the
distance between the standard model of anomaly
types and the state sequence of discovered
anomalies. Since environmental factors can cause
inconsistencies in state sequences, the edit distance
is used to measure the distance effectively.

A Multi-Order Markov Chain-Based Scheme for
Anomaly Detection

This research introduces a scheme for anomaly
detection in server systems based on multi-order
Markov chains. It utilizes high-order Markov
chains and multivariate time series, along with
detailed training and testing algorithms. System
calls and their corresponding return values from the
DARPA Intrusion Detection Evaluation Data Set
form a two-dimensional input set. The results
demonstrate that this method effectively identifies

anomalies. In addition to the absolute values
provided by single-order models, the changes in
ranking positions from different-order models also
closely correlate with abnormal behaviors.

Spectrogram: A Mixture-of-Markov-Chains Model
for Anomaly Detection in Web Traffic

This work presents Spectrogram, a machine
learning-based statistical anomaly detection sensor
designed to protect against web-layer code-
injection attacks such as PHP file inclusion, SQL
injection, and cross-site scripting, as well as
memory-layer exploits like buffer overflows.
Unlike malcode samples, statistical anomaly
detection sensors are driven by the data being
protected. This work introduces a new model and
sensor framework that balances accuracy and false-
positive rates. Spectrogram dynamically
reconstructs content flows from assembled packets
and learns to recognize legitimate web-layer script
input using a mixture of Markov chains and a
corresponding training algorithm.

Modeling Rain Risk: A Multi-Order Markov Chain
Model Approach

This study explores the optimal frequency
description of a chain-dependent Markov process
for daily precipitation simulation. It compares a
mixed-order model to a first-order model to assess
its effectiveness in pricing a rainfall index put
option. Using Bayesian information criteria to
analyze rainfall data, the study determines the
monthly varying order of the mixed-order model.
The findings show that while the mixed-order
model offers a slight improvement in representing
rain statistics compared to the first-order model,
significant differences emerge when comparing
daily simulations to the burn method for pricing a
rainfall index put option.

Evaluating Intrusion Detection Systems: The 1998
DARPA Off-Line Intrusion Detection Evaluation

An intrusion detection evaluation test bed was
created to simulate normal traffic akin to that on a
government site, involving hundreds of users and
thousands of hosts. Over seven weeks of training
data and two weeks of test data, more than 300
instances of 38 different automated attacks were
launched against UNIX hosts. Six research groups
participated in a blind evaluation, with results
analyzed for probe, denial-of-service (DoS),
remote-to-local (R2L), and user-to-root (U2R)
attacks. The findings indicated that the best
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systems detected old attacks at moderate rates but
struggled with new and novel R2L and DoS
attacks.

Profiling Program Behavior for Anomaly Intrusion
Detection Based on the Transition and Frequency
Property of Computer Audit Data

Intrusion detection is a critical component of the
defense-in-depth strategy for network security.
This paper introduces two methods for profiling
normal program behavior using computer audit
data: Hidden Markov Models (HMM) and Self
Organizing Maps (SOM). The HMM method
leverages the transition properties of events, while
the SOM method focuses on frequency properties.
Both methods were evaluated using CERT
synthetic Sendmail system call data and Live FTP
system call data. The HMM method demonstrated
strong detection performance but required
significant computational resources. Conversely,
the SOM method, designed for real-time intrusion
detection, efficiently processed large data volumes
with minimal computational overhead.

3. Existing Methods for Anomaly or Intrusion
Detection

Anomaly or intrusion detection is typically
implemented using various approaches, classified
into three main categories: statistical, machine
learning, and data mining approaches.

Statistical Approaches

Statistical methods for anomaly detection involve
observing the behavior of objects to generate
statistical distributions during the training phase.
These distributions form a set of trained profiles,
which are compared against new profiles of
observed objects during the detection phase. An
anomaly or intrusion is detected when there is a
discrepancy between the trained and new profiles.
Generally, any incident whose occurrence
frequency deviates significantly from the normal
statistical range triggers an alarm.

Machine Learning Approaches

Machine learning methods aim to minimize the
supervisory requirements associated with training
phases in statistical methods. These systems are
designed to autonomously learn and improve their
performance. They generally function within a
framework that continuously adapts its strategies
based on feedback, which may include analyses of
system call sequences, Bayesian networks, and

results from Markov models. Techniques such as
neural networks and Hidden Markov Models
(HMMs) have demonstrated effectiveness in this
area.

Data Mining Approaches

Data mining techniques focus on discovering
hidden patterns and rules by analyzing extensive
datasets collected both online and offline. These
systems benefit from additional insights provided
by identifying hidden patterns, associations,
changes, and events within the data.. Data Mining
Approaches Data mining approaches focus on
uncovering hidden patterns and rules from large
datasets gathered both online and offline. Key
technologies used in these approaches include: -
Classification: Categorizing data into predefined
classes. - Clustering: Grouping similar data points
together. - Outlier Detection: Identifying data
points that significantly differ from the norm.

- Association  Rule  Discovery:  Finding
relationships between variables in large datasets.

Common algorithms used in data mining include
K-nearest neighbor and various clustering
techniques.

Disadvantages of Existing Methods

A notable drawback of current anomaly detection
methods is their often limited accuracy in
identifying anomalies.

4. Proposed System

The proposed system leverages a multi-order
Markov chain framework for detecting anomalies,
integrating  high-order Markov  chains and
multivariate time series within a statistical learning
model. The system's algorithms are designed to
address time and space complexity efficiently by
employing non-zero value tables and logarithmic
values in the initial and transition matrices.
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To validate the approach, system calls and their
return values from the DARPA Intrusion Detection
Evaluation Data Set are used to create a two-
dimensional test input set.

Advantages of the Proposed System

The main advantage of the proposed system is its
enhanced accuracy in identifying anomalies.

5. Implementation

Load Dataset:

1. Module Description

This module handles the DARPA Intrusion
Detection Dataset, which includes a variety of
training sequences. The system utilizes these
sequences for both training and testing purposes to
identify anomalies.

2. Training
3. Algorithm

1—designated as "Training"—processes the
training dataset to generate two key matrices: the
initial probability distribution matrix and the
transition probability distribution matrix. The
transition matrix is the main output of this training
phase.

4, Testing

Algorithm 2—referred to as "Testing"—uses the
transition probability matrices generated during
training and applies them to the test dataset to
calculate the likelihood of occurrence according to
the trained model. Both algorithms rely on two
functions: "Increase Transition Matrix" and "Get
Transition Matrix." These functions are responsible
for updating transition probabilities and retrieving
values from the matrices, respectively.

6. Conclusion

This work introduces a multi-order Markov chain-
based framework for anomaly detection, which
enhances the detection process by examining the
relative relationships among results from various-
order models. This method provides a new and
effective means of identifying anomalies. Given the
regular and periodic nature of cloud server
behaviors, if the probability of a test set under a
lower-order model surpasses that of a higher-order
model, it indicates the potential presence of
unusual events, prompting further investigation.

Incorporating  multi-dimensional, interrelated
sequences into a unified multivariate model could
improve detection sensitivity. The integration of
return value series with traditional system call data,
as previously demonstrated, adds another layer of
analysis. The Training and Testing algorithms are
designed to be efficient in terms of time and space,
reducing the likelihood of the system itself
generating anomalies and supporting online (or
real-time) detection. The training phase completes
in under 15 seconds for a dataset of 1.6 million
records, even with up to third-order models
combined

7. Future Enhancements

To enhance efficiency, strategies like constructing
equivalent spaces by introducing an artificial state
or employing binary representation for sparse
matrices could substantially decrease space
complexity.
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