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Abstract: This research paper focuses on the discuss the use of Al in cloud services as well as its effectiveness and flexibility in today’s
business world. The research examines the different Al technologies in the cloud structure, security, data management, and performance

enhancement. The literature review reveals realistic enhancements to resource management, threat identification, auto-scaling, and general
system performance of cloud solutions with concrete examples for all the improvements with the help of data analysis and case studies.
From the presented results one can conclude that Al in cloud services deliver signification value to enterprises by providing safer, cheaper,

and easily scalable services. However, there are still issues like the complexity of implementing, and ethical concerns that crop up, and

thus academic research and innovation on this ever-growing filed has to continue.
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1. Introduction
1.1 Background and Motivation

New advancements such as Cloud computing have
brought the issue closer to the delivery of IT resources on
demand and flexible. The global cloud computing market
size was estimated to be $368 in 2021. 97 billion and is
forecast to reach $1, 251 billion by the end of the year
2013. 09 billion in 2028, at a Compound Annual Growth
Rate (CAGR) of 19%. At the same time, their share in the
global population is to decline by 1% within the forecast
period. The result of this exponential growth has,
however, been an increased complexity concerning the
efficient administration of resources that are housed in
these clouds. In these challenges, Artificial Intelligence
(Al) is revealed as a potent solution, which intends to
increase  effectiveness and capacity in cloud
infrastructures.

Al in cloud services is motivated by the requirement of
smarter, self-managing, and self-healing systems as more
complexities continue to characterize the enterprise IT
environment. And as in the case of businesses, the amount
of data being created is at an all-time high — IDC estimates
that the global datasphere will reach 175 zettabytes by
2025 from 33 zettabytes in 2018 — the traditional
approaches to management are falling prey to the
emergence of the new age information society. Al
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provides, possibly, the only solution which allows
processing and analysing these tremendous amounts of
data, as well as stating and solving many problems at the
scale and speed not enough for humans.

1.2 Research Objectives

The focus of this work will be, therefore, the systematic
overview of various solutions, based on artificial
intelligence and offered by cloud computing services to
the contemporary organizations. Specifically, we seek to:

1. Discuss the degree of integration of Artificial
Intelligence in Cloud Services where current trends
and issues occurring around technology segments
used in Cloud Computing will be discussed.

2. Analyse the overall effects of incorporating Al into
cloud methods, measure the degree of enhanced
resource throughput of efficiency and scalability,
reduction of cost, and means of optimising
performance.

3. Recognize the biggest issues and possibilities in Al’s
deployment of cloud services, as well as
technological, managerial, and moral questions.

4. Present case studies and possible developments in
the implementation of the field in order to give
directions to enterprises that are planning to
incorporate Al in their cloud plans and strategies.

1.3 Scope and Limitations

The study centres the use of Al in cloud computing up to
the year 2021 for mostly corporate usage. Some of the Al
technologies and/or real-life applications covered are
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Machine learning, Deep learning, NLP (Natural Language
Processing), Computer vision and its applications in cloud
architecture; security; data and analytical systems
(Accenture, 2020).

To provide as much information as possible, some of the
most recent cigarette associated trends might not be

discussed here due to the vast area this field entails. This
research is based on literature and data review and does
not involve private or confidential data of the cloud
service providers. Furthermore, ethical and legal issues
should also be taken into consideration though, their
detailed examination is not within the scope of the
technical paper.

Al IN CLOUD
COMPUTING

5

2. Literature Review
2.1 Definition

Cloud computing has grown through the years from
simple virtualization platforms to complex, service-based
platforms. Mell and Grance (2011) opine that cloud
computing is “a paradigm for delivering on-demand,
readily available, easy and affordable access, through
value-added network technology to a shared, configurable
pool of computing resources including storage,
applications, networks, servers and services that are
instantiation with less or no management effort and or
interact with the service provider”.

This growth has added the features and uses of the cloud
from Infrastructure as a Service (laaS) to Platform as a
Service (PaaS) and to Software as a Service (SaaS). Of the
$129 billion total in 2020, Synergy Research Group said
that the market had expanded 35% from the prior year.
This growth has been coupled with complexity of
solutions where most of the enterprises are incorporating
multi-cloud and hybrid cloud models (Agarwal, Kakkar,
& Gupta, 2020).

Develop new Al capabilities
at lower costs

3 Access to serverless computing, container

Ability to quickly scale solutions
from proof-of-concept

Ready-made configurations
and ML models

orchestration, and batch processing

Al-ready Software as a
Service(Saa$S) application

2.2 Artificial Intelligence in Cloud Services

Al integration in the current state particularly in cloud
service has recently risen to a higher level of adoption.
Gartner (2020) also added that by 2025, 80 percent of
enterprises will decommission their conventional data
centre and adopt cloud solutions with possibilities of
integrating Al. Therefore, current developments in
machine learning algorithms, natural language
processing, and deep learning models are being utilized to
enhance different aspects related to cloud operations
(LeCun et al., 2015).

The global market size for Al was at $39. Nine billion in
the year 2019 and is predicted to reach a CAGR of forty-
two by the year 2026. 2 percent by 2027 starting from the
2020 level. Currently in the sphere of cloud computing,
artificial intelligence is used in scenarios like the
management of resources, security, and threat, analyses of
product wears and tear, and customer service, among
others. Most of the leading cloud vendors such as AWS,
Microsoft, and Google have also come up with a menu of
Al and ML services.
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2.3 Efficiency and Scalability Issues in Contemporary
Business Environment

The potential of cloud computing is still an open issue in
modern enterprises due to a range of problems on
resources usage, costs, security, and scalability.
According to the survey by Flexera 2020, 73% of
organizations indicate that their highest priority is cloud
cost optimization but lack proper tools for Cloud
management.

Another big issue is still the ability to provide dense,
scalable solutions that can accommodate growing demand
and be as available as on-premise infrastructure when
enterprises push more and more workloads to cloud. By
the next year 2022, IDC predicts that ninety percent of all
applications will include microservices architectures
which enhance the option of designing, debugging,
updating and utilizing third-party codes and
approximately one-third of all new production
applications globally will be cloud-native. This flow
towards even more sophisticated and distributed
structures only underlines the demand for rationalization
and Al-solutions (Barga, Fontama, & Tok, 2015).

3. Methodology
3.1 Research Design

This research thus uses both quantitative measures to
analyse and compare performances and qualitative
measures adopted from interviews of cases and opinions
of experts. The nature of research is exploratory and it
incorporates both, secondary and primary data collection
efforts that are derived from the analysis of articles,
industry reports, and case studies. It enables a clear look
at the effects of implementing Al in cloud services and, at
the same time, opt for empirical results and real-life case
studies.

2025 2026 2027 2028

Year

3.2 Data Collection Methods

Data was collected through multiple channels to ensure a
comprehensive and balanced view of the field:

1. A method used to access relevant research articles
from academic journals and conference proceedings
which was active between 2015 and 2021 to allow
the capture of information on the recent advances in
Al and cloud computing.

2. Survey of whitepapers and technical reports of some
of the prominent CSPs like Amazon Web Service,
Microsoft Azure, Google Cloud, and IBM Cloud.

3. Analysis of cases of enterprises using Al-based cloud
solutions, which are relevant for different industries
and companies’ sizes.

4. Collection of data from the current industry and from
academic papers and articles based on the following
sources: Gartner, IDC, and Forrester.

Therefore, a dataset was developed by gathering more
than 100 academic papers, 50 industry reports, and 30 case
studies.

3.3 Analysis Techniques

The collected data was analysed using a combination of
quantitative and qualitative techniques:

1. A performance audit of the pre-and post-
implementation times using the prominent ratios of
resource, energy, and cost usage.

2. Secondary analysis of the collected case studies’
qualitative data with the focus on patterns and
lessons learnt from Al adoption in the cloud
environment.

3. Computation of percentages, averages and
performing hypothesis tests on the survey findings
and ever evolving marketing trends in help of data
analysing tools like SPSS and R.
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4. Integrated analysis of results obtained in prior
studies to seek overall trends and disclose limitations
in present and previous knowledge (Barga, Fontama,
& Tok, 2015).

These involved analysis techniques were used
sequentially through the research process in a way that
enabled constant re-evaluation of the results and
conclusions.

4. The application of AI in Cloud Infrastructure
4.1 Intelligent Resource

Scheduling  Al-driven scheduling enhances the
reassignment of computing resources in relation to the

state_size, action_si

Thus, it is possible to teach this model based on historical
data of resource utilization and system performance
metrics for further rational decision making (Deloitte,
2020).

4.2 Predictive Maintenance

Al for predictive maintenance employs machine learning
to forecast possible hard-ware damages and schedule the
required works ahead of time. Gusto et al (2015) pointed
that through the employment of predictive maintenance in
cloud data centre, the downtime could be slashed by 35
percent. Self-learning system by Google known as
DeepMind was used in data centre cooling systems and
energy consumption was slashed by 40%.

4.3 Energy Efficiency Optimization

Deep learning is being used to manage the power usage
in data centres. Google appeared to reduce energy used for
cooling by 40% in a case where the firm adopted Al
cooling system (Gao, 2014). Likewise, Microsoft
proposed the employment of Al in the optimisation of its
data centre PUE, with the lowest result of 1. Newman 125,

volatility or the expected traffic. A well-known and
utilized machine learning algorithm in dynamic resource
allocation is reinforcement learning (Mao et al., 2016).
For instance, IBM researchers illustrated that
reinforcement learning could enhance the CPU resource
assignment by 20% while cutting off the SLA breaches by
35% in contrast to the threshold-based system.

The following Python code snippet illustrates a simplified
reinforcement learning model for resource allocation:

elu’, input_sh

while the industry average was 1. 58 in 2018 (Eisenbud et
al., 2016).

5. AI-Enhanced Cloud Security
5.1 Threating Recognition and Mitigation

The literatures have shown that various machine learning
algorithms technologies with especial reference to
anomaly detection technique have become widely used in
detecting the security threats within cloud computing
environments. Papadopoulos and colleagues in 2019
made a cross-sectional study to show that IDS Al models
have a maximal accuracy of 99%. The average
improvement is 9% in detecting evil activities in the
network. For example, Amazon Guard Duty is designed to
leverage machine learning to process around billions of
events from several AWS data resources in order to
identify threats at high accuracy (Flexera, 2020).

5.2 Automated Incident Response

New technologies like artificial intelligence are
empowering  organizations to leverage security
orchestration, automation, and response or often called as
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SOAR. A report by Poniman Institute (2020) showed that
companies that integrated the use of Al in cybersecurity
had incurred 12% fewer expenses on data breaches. It is
important to note that, according to researches, the use of
IBM Watson for Cybersecurity cuts the time required to
comprehend the threats by half.

5.3 Intelligent Access Control

Security measures are subsisting and NLP along with
behavioural analysis are helping in enhancing the access
control systems. For instance, Google Beyond Corp shift
towards the use of machine learning in applying context-
based access controls (Ward & Beyer, 2014). Such a
strategy is said to cut the number of hours spent on access
decisions by 90% while at the same time enhancing the
organization’s general security (Gao, 2014).

6. Machine learning as a service commonly referred
to as MLaaS

6.1 Platforms and Implementations

Most of the giant clouds provide MLaaS offering tools
like Amazon Sage Maker, Google Al Platform, and ML
Studio of Microsoft Azure. These platforms offer out-of-
the-box solutions as well as the means for the deployment
of tailor-made solutions based on ML. Currently, the
global Market for MLaaS was estimated at $1 Billion in
2021. 7 billion by the year 2021 and is anticipated to rise
to $24. 2 billion by 2027, they are expanding at a CAGR
of 49%. 3% (Gartner, 2020).

6.2 Applications and Advantages

Through use of MLaa$, enterprises are able to employ Al

solutions in their business processes while not requiring
huge resources and knowledge to install them. Common
use cases include:

1. Customer churn prediction: The companies such as
Airbnb can use MLaaS to help to estimate and reduce
the customer churn, the improvement is 2%.

2. Demand forecasting: A real-life example of MLaaS
is found in Walmart for demand forecasting to help
pull out-of-stock products down by 30%.

3. Sentiment analysis: Real-time sentiment analysis at
a rate of half a billion tweets per day is done using
MLaaS by Twitter.

4. Image and speech recognition: Pinterest use MLaaS
in image recognition to increase the relevant search
by 50% (Gartner, 2020).

6.3 Performance Evaluation

Comparative performance analysis of chief MLaaS
providers conducted by Agarwal et al. (2020) proved high
accuracy and scalability of the platforms across the main
classes of machine learning tasks, though some
differences in efficiency were outlined depending on the
type of work. For example, in the benchmark on analysing
image classification tasks, Google Cloud Vision API
scored 93% of accuracy. 2 %, although Amazon
Recognition achieved 92 % of accuracy 7% (Gartner,
2020).

Performance Improvement: Traditional vs Al-Driven Cloud Services
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7. Al in the management of large amounts of data and
analysis

7.1 Information Storage and Retrieval System

Thus, Al enhances database operations, optimizing
queries’ functions, and cutting storage expenses. For
example, Big Query ML employed at Google automates
the assigning of query optimization procedures by using
machine learning (Sato et al., 2012). This has provided
30% better performance that had a positive impact on
analytical query performance especially for the more
elaborate ones.

7.2 Automated Data Governance

Al works through NLP and machine learning to categorize
data; track data lineage; and check on the compliance.
Forrester’s 2020 global survey revealed that most
organizations that employed AI for data governance
received a 30% boost in data quality and a 25% decrease
in compliance threats. For instance, IBM Watson
Knowledge CatLog leverages Al to help categorize and
catalog data assets which in effect slash the time it takes
to perform data governance by as much as 60% (Mao,
Alizadeh, Menache, & Kandula, 2016).

mport DecisionTreeClassifier

onTreeClassifier()

8.2 Load Balancing and Traffic Management

7.3 AI-Powered Business

Business Intelligence Advanced analytics platforms called
BI and used advanced art techniques such as Al to give
informative and anticipative forecasts. For instance,
Microsoft’s Power Bl employs an atomised machine
learning method with the purpose of creating predictive
models primarily based on the data supplied by the users
(Barga et al., 2015). As for the actual impact of Al in the
sales and marketing process, there are testimonies that
reveal that Salesforce’s Einstein Analytics has helped
enhance better sales forecasts by up to a quarter for
enterprise clients relying on the Al-driven predictions
(Mell & Grance, 2011).

8. Scalability and Performance Optimization
8.1 AI-Driven Auto-scaling Mechanisms

Machine learning models are now being applied to
compute and forecast load patterns which in turn, initiates
the auto-scaling actions. Nikravesh et al. ’s (2017) study
showed that AI auto-scaling could optimize resource
usage by 15-25% compared to threshold-based
techniques. Netflix, for example, operationalises Al auto
scaling to manage over one billion hours of streaming per
week orderly and without interruption (Nikravesh, Ajila,
& Lung, 2017).

n range [: num_sa

Self-learning algorithms provide load balancing decisions on the real-time traffic and condition of the servers in the network.
Examples of load balancers at the network level are the Maglev load balancer developed by Google, a load balancer that uses
an algorithm of reinforcement machine learning to balance the traffic of the company’s data centres (Eisen bud et al., 2016).
This approach has been proved to take a shorter time of thirty percent compared to a round-robin load balancing mechanism

since it does not switch between the servers as frequently.

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2022, 10(2), 303-312 | 308



8.3 Performance Prediction Models

Machine learning solutions are also becoming used to forecast the application behaviour depending on configuration and
load. Yadwadkar et al., in their work (2017), noted that the application of Al for performance prediction could enhance the
job’s completion by up to 50% depending on cloud heterogeneity. These techniques are used in Microsoft Azure Anomaly
Detector service as it can help predict performance problems before reaching the end-users thereby cutting the mean time to
restore (MTTR) by about 25%-75% (Papadopoulos, Maggio, & Kragic, 2019).

9. Results and Discussion
9.1 Cloud Operation Improvements

Our analysis of various case studies and industry reports indicates significant efficiency gains from Al integration in cloud
services:

. Resource utilization improvements of 15-30 percent with some of the organizations achieving up to 40 percent
improvement in the CPU utilization (Ponemon Institute, 2020).

. Twenty-to-forty per cent energy saving in data centres; for instance, Google Al cooling system cutting down energy
use by forty per cent.

. The total cost of ownership of enterprises that have shifted to using artificial intelligent cloud solutions has reduced
by about 10-25 percent depending on their size with some big clients claiming to have getting a reduction of about
35 percent.

Such efficiencies amount to deeper costs reductions and optimization of the environment for cloud functioning (Sato et al.,
2012).

Al-Driven Efficiency Improvements in Cloud Services
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9.2 Scalability Improvements These enhancements allow the end-users, especially the
enterprises to accommodate increasing work load more

Al-driven auto-scaling and load balancing mechanisms o .
proficiently and sustain the performance no matter the

have demonstrated:

conditions.
. It predicted that the over-provisioning was likely 9.3 Cost-Benefit Analvsi
to be cut by 30-50% hence utilizing the resources - ost-benelit Anatysis
more effectively. Somewhat similar to the issue with adopting Al
. Reduction of the time an application takes to ?echnologles |n. g.er-1eral, there s the ques.t|0n of
- . investments; while it is true that many cloud services cost
respond by 20-40%, overall increasing the user . L . .
experience money and require a significant investment from the side
' of enterprises, in most cases the later forges major benefits
. From 15% to 25% and sometimes up to 35% for the enterprises investing in the technology. According
improvements in their ability to handle to Deloitte (2020), it was established that companies that
additional boon in traffic (Susto et al., 2015). adopted the use of Al in their cloud structures received an

average return on investment of 25% in the initial year. To
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substantiate the Al investment, it is possible for businesses months based on the degree of cloud service implement
to have a payback period that ranges from 6 up to 18 (Synergy Research Group, 2021).

Timeline of Al Adoption in Cloud Services

PY Microsoft's Power BI
Al features

® Amazon GuardDuty
launched

® Google Al cooling
system

® IBM Watson for
Cybersecurity

® Al-drjiven auto-scaling
becoming standard

° Widespread MLaaS
adoption

2016 2017 2018 2019
Year

9.4 Case Studies

Several case studies highlight the successful
implementation of Al-driven cloud services:

1. Netflix: Optimisation of video content delivery
through Al as well as maintenance that boosted
streaming quality problems by 20%.

2. Airbnb: These incorporated better search ranking
and personalization, and this had made it to rise to
the 3. Group two has reported satisfying results, that
include a 75% improvement in bookings and 5%
improvement in customers’ satisfaction scores. 3

3. Capital One: Savings of more than $150 million per
annum through reducing fraud detection false
positives by 35 % with the help of machine learning
models in the cloud (Ward & Beyer, 2014).

4. Uber: Applied Al-based dynamic pricing and
demand prediction that ultimately raised the driver
occupancy rate by 20 percent and decreased the
customers’ waiting time by 15 percent. 5. Coca-
Cola: Implemented the Al of inventory management
and demand forecasting in cloud infrastructure,
which provided the 20% decrease in stockouts and
the 30% increase in inventory turnover.

In these examples, potential utilization of Al in CIS
context is evident from practical improvements it may
generate within the cloud sector of various industries and
applications.

10. Challenges and Future Directions

10.1 Technical and Operational

20‘20 20‘21

Integration complexity with existing systems:
Seemingly, many enterprises face the issues related
to the integration of Al solutions into existing
enterprise environments. A cross-industrial survey
of managers by O’Reilly revealed that integration
problems ranked high at number four, an area with
23 % of organizations complaining of integration
problems when implementing artificial intelligence.

Lack of skilled personnel: The most apparent one is
the scarcity of professionals in the sphere of artificial
intelligence and machine learning. About IBM, the
authors found out that there is a prospect that job
opportunities in the area of artificial intelligence and
machine learning will increase by 71% over the
course of the following five years.

Data quality and availability issues: Al models
presuppose the availability of big sufficient
megabytes of qualitive data sample. Alation
conducted a study that revealed that the data quality
challenge is cited as a significant concern by 87
percent of organizations seeking to engage in Al.

Interpretability and explainability of Al decisions: It
is a very pertinent issue that with the evolutionary
advancement of Al systems, the ways to make
decision-making fully transparent and accountable
are difficult to be determined. This is all the more
important in sectors that are strictly supervised by
the regulatory authorities.

10.2 Ethical and Legal Considerations

The use of Al in cloud services raises important ethical

and legal questions:

Hurdles Implementing Al in cloud services faces several
challenges:

Data privacy and protection concerns: Given that Al
mines big data that may contain personal information
which-is subject to privacy laws such as GDPR or
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CCPA, compliance is essential. According to one
insightful study by KPMG, only a blew of
Americans think that data privacy is becoming an
issue.

+ Biasin Al algorithms and decision-making: There is,
therefore, a risk in Al systems of the existing biases
being either reinforced or escalated. The biased
evaluation of Al systems was evident in Amazon’s
Al recruiting tool that was biased against women.

»  Compliance with regulations: Thus, new regulations
start appearing as Al is integrated into the essential
decisions. For example, there is the European
Union’s Al Act that targets an initiative to regulate
the high-risk artificial intelligence applications.

» Accountability for Al-driven actions and decisions:
Of course, deciding on culpability when an Al
system performs poorly or has negative
consequences is still one of the most debated and
unanswered legal and ethical questions (Yadwadkar
etal., 2017.

10.3 New Wave and Technologies

Future developments in Al-driven cloud services are
likely to focus on:

+ Edge computing integration for real-time Al
processing: According to the Gartner research, by
2025, organizations will be creating business value
through 75 percent of enterprise data, and this
information will be created outside the centralized
data centre and cloud.

e Quantum computing for advanced Al algorithms:
Currently, IBM and Google are rapidly progressing
in developing quantum computing that has the
prospect of enhancing the Al system in the cloud.

* Federated learning  for  privacy-preserving
distributed Al: This approach enables training of the
Al models across multiple  decentralized
devices/systems or servers that hold local data
instances that are sensitive to privacy (Yadwadkar et
al., 2017.

» Explainable Al (XAI) for transparent decision-
making in cloud operations: Further, under the
growing pressure of regulations, enterprises will
need interpretable models, which will ensure the
models’ integration into large-scale environments.

11. Conclusion

This extensive study proves that the options that are
associated with the usage of Al and cloud services provide
increased and scalable performance in contemporary
businesses. Al to different elements of cloud computing
solutions also in terms of structures like resource sharing,

security, and data processing proved to be efficient in
terms of cost cutting, optimized computational
performance, and improved operating procedures.

The results derived from the analysis show that
organizations that apply Al in its CSP infrastructure can
have resource optimization gains of between 15-30 9%,
power attic reduction in data centre of between 20-40%
and operation cost savings of between 10-25%. In
addition, the self-regulating and load distribution
processes that use artificial intelligence have proven to
help minimize the over-provisioning by about 30-50% and
increase the application’s response time by 20-40%.

The roles and applications of the above technologies are
illustrated in the real-life situations in the entertainment
and hospitality industries, finance industry, and transport
industry. The examples of such successes include the
cases of the companies like Netflix, Airbnb, Capital One
that have managed to improve the indicators of key
performance and save considerable amounts of money due
to the usage of artificial intelligence solutions based on the
cloud technologies.

However, some issues are still valid as far as
implementation is concerned, ethical issues, and the
expertise that is required. Therefore, for the further
development of the field, it is vital for the future studies to
work on mitigating these threats and try to expand the
knowledge regarding the new potentials in such
technologies as edge computing, quantum Al, and
federated learning. They represent the tendencies for the
future development of Al cloud applications and services
to improve their capacities, at the same time, responding
to the most important issues of privacy, security and
scalability.

The roles of artificial intelligence to redefine the cloud
computing market profound and the organizations that
master the new technologies hold a competitive edge
during the following years. Thus more and more,
intelligent and self-sufficient cloud services are going to
define the future of the IT infrastructure of enterprises as
well as of their operations.

In conclusion, let me say that at the current stage of
development of cloud services we still observe the initial
stage of integration of Al, however, the potential of such
an integration seems to be rather great. As life becomes
more complex and new solutions are discovered, the Al-
led cloud services should remain an important component
of any excellent enterprise group’s strategic development
across various industries.
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