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Abstract: Hackers are breaking into businesses employing an Advanced Persistent Threat (APT) strategy to wreak havoc, demand ransom, 

and malign the company website. The APT attacker breaches an enterprise's firewall using several techniques. As technology develops, 

hackers are employing cunning strategies to compromise an organization's security. The goal of an APT threat is typically driven by 

personal, business, or government-backed organizations with vested interests in achieving it. The results of the literature review indicate 

that the US, India, Russia, and the UK are the main targets of an APT attack. The time has come to concentrate on predictive analysis to 

foresee APT threats as a preventive strategy, in addition to methods and technology to secure an organizational network. Using statistical 

methods like regression and multicollinearity analysis on the available threat data, this paper gives predictive modeling for APT Attacks. 

Secure data transfer is accomplished using hash-based cryptographic methods like MD5, SA1, and SHA1. These protocols are more 

harmful than previously thought, according to a study, because attackers can impersonate a client while hashing for handshake transcripts 

by the server. Based on previous research on APT assaults, the current paper gives the prediction of an APT attack. Based on a study of 

4,296 hash keys, the distribution is 52% MD5, 11% SHA1, 28% SHA256, and 8% SHA1 according to the.exe download (Unknown). This 

analysis seeks to stop APTs from quickly expanding from infiltrating a single computer to controlling several computers or the entire 

organization. The designed model got trained with 60 types of APTs with varying signatures of MD5, SHA1, SHA256, and Unknown 

variants. The total number of threats used to analyze is 4,296. The proposed analysis significantly outperformed in comparison to the 

published accuracy of 91.80 percent [4] for early detection of APT from an unknown domain by 98.14 percent. 

Keywords: APT, Hashing, MD5, SHA1, SHA256, Regression, Multi Collinearity, Antivirus, Network Security, Hackers, Machine Learning, 

Threat Hunting, NIDS, EDR, Python, PyTorch. R. 

1. INTRODUCTION  

More security threats have been created for company IT 

and its users due to the increased use of networked 

computers. Unauthorized access to computers is what 

leads to most malicious attacks. It's important to make 

sure that computers have safe, approved internet 

connectivity to mitigate cyber dangers. Work-from-home, 

personal, and office desktop PCs are among the machines 

used. The primary goal is to resolve internet-specific 

identity access issues, guarantee access for remote 

workers, and ensure acces s to other online resources. The 

most harmful attacks on commercial business systems are 

some of the APTs. Since the methods used by hackers to 

attack are always changing, many businesses rely on 

identity and access control tools that are insufficient to 

fend against future APT versions. More than before, APT 

versions and distribution are improvised and arbitrary. 

APTs quickly move from a single computer to control all 

connected computers inside an organization in a matter of 

minutes. Malicious software such as Backdoor Trojan 

loads is typically installed by APT handlers on infected 

PCs within the captured company network. Hackers have 

been utilizing both known and unknown attack patterns 

ever since the first global network was connected. They 

are becoming more aggressive in putting their information 

online to use the patterns as a tool to perpetrate crimes 

including stealing significant amounts of classified 

material and defacing websites with data from important 

national institutions. The categories of APT attackers 

include the following: 

• Cybercriminals: Software developers using tools 

available on the dark web. 

•  Competitor: They intend to access classified 

information to be ahead of coemption.  

•  Cyber-mercenaries: Software tool developers 

selling malicious paid services. 

• Hacktivists: Causes dangerous security threats to an 

enterprise. 

• Government Institutions: Spy activities to gather 

inside information from institutions related to 

homeland security. 

A prediction model for assessing APT threats can be 

created by properly classifying, gathering information on 

attack patterns, and determining the purpose of the attack. 

Robust methodologies can also be established to evaluate 

and identify the attackers. 

A relatively recent APT detection technique is called 
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malicious file hash detection (MFHD). The novel 

approach that is suggested uses analysis of MD5, SHA1, 

and SHA256 hashing to foresee dangerous assaults. A 

review of the literature revealed that protocols that include 

parts that enable MD5, SHA1, and SHA256 are more 

frequently the target of authentication and impersonation 

attacks. The hashing used in the encrypted communication 

protocols increases the security risk. 

2. LITERATURE SURVEY  

The literature survey started with the study of the book 

Code E. to develop an understanding of the threat and 

ways to defend against APT [1]. Hyunjoo et al. presented 

Behavior-based anomaly detection on big data [2]. Luh et 

al. published their research on the development of 

anomaly-based threat detection and interpretation system. 

[3].   Ibrahim Ghafir et al. proposed a novel intrusion 

detection approach for APT prediction. The approach 

involves the attack scenario reconstruction and the attack 

decoding. Prediction accuracy of at least 91.80% was 

achieved [4]. An article presented different aspects of 

APT and collected, sources of information on the topic. 

This work provides a framework to detect multi-stage 

APT attacks and is an early work on APT attack analysis 

[5]. However, during the initial phases of an APT's 

lifecycle, analysis with an understanding of each phase, 

and with the appropriate security analytics solutions in 

place, the threat can be mitigated, explained Ross Brewer 

of LogRhythm [6]. An interesting finding states that 60% 

of security budgets will be spent on rapid detection and 

response approaches [7]. The most challenging part of 

detecting an APT is keeping track of and relating the 

various steps logged over months of surveillance. 

Guillaume Brogi and Valerie Viet Triem Tong described 

Termin APT or, an APT detector that detects and 

emphasizes the traces left by attackers in the monitored 

system at various stages of an attack campaign. This uses 

Information Flow Tracking (IFT). to highlight APTs [8]. 

The book on Cryptography and Consensus dealt with 

extensive knowledge of patterns for encryption during 

information flow [9].  J Vijaya Chandra et al. worked on 

data and information storage security from APT attacks in 

cloud computing. This work is one of the initial studies 

involving APT and cloud computing [10]. Another article 

proposes a novel anomaly detection approach for modern 

intrusion detection systems. This applies a kind of black-

list approach and considers only actions and behavior that 

match well-known attack patterns [11]. Diego et al. 

presented a thorough survey on Internet of Things (IoT) 

security and privacy challenges. This work deals with IoT 

intrinsic vulnerabilities and their implications [12]. Nurul 

Nuha et al. presented 4 case studies examining the reason 

for employee leakage behavior. The essence of these case 

studies is a maturity framework for organizational OSN 

Leakage Mitigation Capability (OSN-LMC) and lessons 

learned from the case analysis [13]. Terry Nelms et al. did 

a detailed analysis of APT risks and developed a 

categorization system to identify and organize the patterns 

used for the malicious purpose to gain unauthorized 

access. The work includes the characteristics of the 

network infrastructure used for attacks and uncovers 

several features that can be leveraged to distinguish 

between malicious and non-malicious software 

downloads [14]. Saurabh Singh et al. presented a survey 

on cloud computing security: Issues, threats, and 

solutions. This is a comprehensive collection of APT 

risks, mitigation strategies, and a comparison of published 

work by other researchers [15]. Xu Wang et al. analyzed 

the features of APT and found that the HTTP-based 

approach is widely used. They presented independent 

access, to differentiate between malicious and normal 

HTTP requests and validated the result based on a public 

dataset [16]. Another work presented an overview of 

different IoT operating systems, supported hardware, and 

future research directions in threat research [17]. 

Hasan, M.et al. discussed the performances of several 

machine learning (ML) models and compared them to 

predict APT attacks accurately. The ML algorithms 

developed are based on Logistic Regression (LR), Support 

Vector Machine (SVM), Decision Tree (DT), Random 

Forest (RF), and Artificial Neural Network (ANN). The 

metrics applied are accuracy, precision, recall, F1 score, 

and area under the Receiver Operating Characteristic 

Curve [18].  

The reason for the proposed method stems from the 

above findings. It suggests that most of the work is 

reactive. That means analysis carried out post-attack 

incident. The proposed work is more preventive. The 

proposed approach is an ML technique to learn from past 

incidents and apply the latest predictive modeling 

approach to forecast future potential threat areas.  

3. APT THREAT 

Researchers from the INRIA presented that the MD5 is 

significantly deadlier than earlier thought [19]. Hashing 

using MD5 (TLS 1.1) and improved hash functions like 

SHA-256 and SHA-512 (TLS 1.2). This is causing a high 

risk of APT. Table I shows the MD5, SHA1, and SHA256 

Hash signature samples. 
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Table 1:  Apt Signatures 

APT Type Hash Pattern 

Dark Hotel MD5 8aa069860d591119af2859856ad5f063 

Dragonfly SHA256 ace12552f3a980f1eed4cadb02afe1bfb851cafc8e58f

b130e1329719a07dbf0 

Dark Caracal SHA1 b0151434815f8b3796ab83848bf6969a2b2ad721 

 

A survey paper provides more about intrusion detection 

systems [20] and the implementation of ML and data 

mining to improve vulnerabilities for APT [21]. An APT 

attack goes undetected initially and differs widely 

between regions.  

Recent examples of APT havoc caused by intruders used 

a hacking tool previously associated with different 

country operatives and embedded some of their malicious 

code [22, 23].  

I. THEORY   

3.1. Multicollinearity 

Multicollinearity is a statistical occurrence that occurs 

when two or more predictor variables in Multiple Linear 

Regression (MLR) models are highly correlated, implying 

that one can be predicted linearly from the others with a 

non-trivial degree of accuracy. 

𝑃 =  𝛼𝑇 +  𝛽𝑇𝑅  +  𝑒    

 (1) 

𝑃 =  𝛼𝑇𝑅  + (𝛼 +  𝛽)𝑇𝑇𝑅  +  𝑒    

 (2) 

𝑃 =  (𝛼 +  𝛽) 𝑌 −  𝛽 𝑇𝑇𝑅 +  𝑒   

 (3) 

Where, 

P= real threat probability, T = real current threat 

𝑇𝑅
= real threat from intrusion,     𝑇𝑇𝑅  = real transitory 

threat 

𝑇𝑅
 and  𝑇𝑇𝑅   are uncorrelated. 

All these equations are equivalent. However, the 

correlations between the explanatory variables will be 

different depending on which of the three equations is 

considered. 

In equation (1), since T and 𝑇𝑅
 are often highly correlated, 

we would say that there is high multicollinearity. 

A measure that considers the correlations of the 

explanatory variable with the explained variable is Theil’s 

measure [24], which is a measure of inequality among 

values of a distribution. which is defined as 

𝑚 = 𝑅2 − ∑(𝑅2

𝑘

𝑖=1

− 𝑅−𝑖
2 )                                                    (4) 

Where,  

𝑅2 = squared multiple correlations from a regression of y 

on 𝑥1
, 𝑥2

,….., 𝑥𝑘
  

𝑅−𝑖
2  = squared multiple correlations from a regression of y 

on  𝑥1
, 𝑥2

,….., 𝑥𝑘
 with  𝑥𝑖

 omitted 

(𝑅2 − 𝑅−𝑖
2 ) is termed the “incremental contribution” to 

the squared multiple correlations by Theil. 

 If 𝑥1
, 𝑥2

,….., 𝑥𝑘
 are mutually uncorrelated, then m will 

be 0 because the incremental contributions all add up to 

𝑅2.  

In other cases, m can be negative as well as highly positive 

depending on α and  β (coefficients). The variance 

inflation factor (VIF) is a measure to analyze the 

magnitude of multicollinearity of model terms and the 

following inferences are drawn from a predictor with 

other predictors:  

• VIF < less than 5 - a low correlation  

• VIF > 5 and <10 - moderate correlation 

• VIF > 10 - high, not tolerable correlation. 

The Standard Error (SE) in the output indicator is used to 

know how much larger the prediction error is due to the 

correlation with other predictors. 

3.2. Regression 

Regression is a statistical method to determine the 

strength and character of the relationship between one 

dependent variable and a series of independent variables. 

Regression analysis is used to: 

• Predict the value of a dependent variable using at 

least one independent variable. 

• Describe how changes in an independent 

variable affect the dependent variable. 

• Dependent variable: the variable to be explained. 

• Independent variable: the variable that is being 

utilized to explain the dependent variable. 
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4. PREDICTIVE MODELING FOR APT 

Predictive modeling uses statistical algorithms to improve 

automated decisions through historical data.  

 

Fig 1:  APT Prediction Flow 

In the present work, an implementation is proposed as 

shown in Fig. 1 to predict malicious APT using MD5, 

SHA1, and SHA256 signatures. The proposed approach is 

to build a knowledge base using different signatures from 

public data [25] and do predictive modeling using R 

programming-based statistical analysis. The predicted 

model and the updated database can be used to validate a 

new authentication request from an unknown requester 

using a simple application using python. The algorithm is 

shown in Algorithm 1. Overall implementation of the 

algorithm involves a threat module comprising of an 

“Analysis module” using R programming. This includes 

multicollinearity test and regression analysis of a pattern, 

post analysis, and use of the finding to add in the alarm 

using the python-based ML implantation [26].   

Algorithm 1  APT prediction using MD5, SHA1, and SHA256  

 

For  Each Authentication Request  

Check if ask using MD5, SHA1, and SHA256 patterns 

If ask is Yes Then 

   Then activate the “Threat module” 

Else 

Proceed to the subsequent level of validation for several other negotiating protocols. 

End 

For  Each pattern 

Analyze using the “Analysis module”   

Check the existence in the database. 

If existence is Yes Then 

Send Alarm with details & history of attacks, multicollinearity.,  

Else 

Search in the cloud for the existence 

If the Search is True then   

Send Alarm with details & history of attacks, multicollinearity.,  

Else  

Send an Alarm stating “Unknown” 

Decline Request 

End 

End 

               Update History and Status information in the database.         

End 
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5. PREDICTIVE MODELING DATA  

Fig. 2 shows Malicious threats pattern was used to train the algorithm and perform statistical analysis. Each of the different 

types of attack has additional signature variants. 

 

Fig 2:  APT patterns used for analysis and training 

Fig. 3 shows the implementation methodology of the APT 

threat module.  Naive Bayes algorithm used for 

prediction. The threat module is trained with signatures of 

MD5 (TLS 1.1), SHA-256, and SHA-512 (TLS 1.2) to 

address a high risk of APT. Table I shows some of the 

sample signatures used. The model is utilized to know and 

understand the signatures, and the algorithm generates an 

alarm for any new requests based on the learning. 

 

Fig 3: Methodology of the ML 

Fig. 4 shows the number of variants based on APT. It also implies that, while the attack could take the same approach to 

breach the system, the signatures for the attack may differ. 

.  

Fig 4: Hash-wise variants of training data 

Type Hash Count Type Hash Count Type Hash Count

A01_E40 38 A001_F013 12 TA505 118

A42_D50 9 APT3 9 TEMP_Veles 54

Dark Caracal 37 APT30 45 A31_D57 27

A01_F13 11 A01_F46 45 A01_F29 27

Dragonfly 87 APT32 43 Threat Group-3390 261

Elderwood 66 A01_F44 43 A001_E088 86

FIN6 157 APT37 10 Thrip 6

A001_F049 47 A01_F11 10 A1_F8 6

A051_C104 53 APT39 5 Tropic Trooper 215

A106_C161 56 A1_F6 5 A001_F028 26

NEODYMIUM 101 APT41 121 A030_C089 60

A001_E063 61 Darkhotel 40 A091_C219 129

A084_C106 22 A01_F08 7 Turla 395

PLATINUM 178 A01_F74 73 A001_F327 325

A001_F056 54 Deep Panda 84 A329_D365 37

APT18 43 Gamaredon Group 217 A368_D462 95

A01_F37 36 A001_C219 217 A01_F07 5

APT19 8 APT-C-36 103 A09_D12 4

A1_F9 8 A001_F104 102 A14_D20 7

APT28 112 A032_C053 22 Whitefly 16

Number of # 4296

Type of APT 60
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6. THREAT MODULEAPPLICATION  

 

Fig 5:  APT Application Workflow 

Fig. 5 shows the designed application workflow. When a 

malicious request is received by the server, it sends 

information for analysis to the treat module. The threat 

module validates the signature and as detailed in 

Algorithm 1, necessary action is initiated. To test a pattern 

one can, get the public database created read from the 

DNS log.  

7. RESULTS 

7.1. Multicollinearity 

The objective of multicollinearity analysis is to validate 

the dependency of a predicting variable for an APT 

pattern on the targeted environment (Windows, OS X, 

Android, Linux) and Age (Years).    The APT attack 

goes undetected and differs widely between regions with 

the mean dwell time for 2018 in the Americas as 71 days, 

EMEA as 177 days, and APAC as 204 days [27]. Hence, 

age is important in analysis and detection. Table II shows 

input data used for multicollinearity analysis. 

Fig. 6 shows the designed application output using R. 

  

 

Fig 6:  Multicollinearity Result 
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Table 2:  Apt Signatures 

 

for analysis percent distribution of load patterns used is shown in Table III. That is the hash pattern used for download.  

Table 3:  Load Signatures 

Load 1 Load 2 Load 3 Load 4 

MD5 SHA1 SHA256 Unknown 

52% 11% 28% 8% 

 

As shown in Fig. 6 and 8, the result shows low collinearity 

amongst the identified environment parameter (Windows, 

OS X, Android, Linux) and Age (Years). 

This an important information as the predominantly 

conception was that there is a high degree of collinearity 

with environment variables and age of APT threat.   

APT_NAME FIRST_KNOWN Age (Years) Windows OS X Android Linux
TOPINAMBOUR 2019 3 1 0 0 0
TAJMAHAL 2013 9 1 0 0 0

SNEAKYPASTES 2018 4 1 0 0 0
OCTOPUS 1990 32 1 0 0 0
FRUITYARMOR 2018 4 1 0 0 0
MUDDYWATER 2017 5 1 0 0 0
OLYMPIC DESTROYER 2017 5 1 0 0 0
ZOOPARK 2015 7 0 0 1 0

WHITEBEAR 2016 6 0 0 0 0

SKYGOFREE 2014 8 1 0 1 0
SHADOWPAD 2017 5 1 0 0 0
SATELLITE TURLA 2007 15 1 0 0 0
PENQUIN TURLA 2010 12 0 0 0 1
LAMBERTS 2008 14 1 1 0 0
EXPETR 2017 5 1 0 0 0

BLACKOASIS 2015 7 1 0 0 0
ATMITCH 2016 6 1 0 0 0
WANNACRY 2017 5 1 0 0 0
SPRING DRAGON 2012 10 1 0 0 0
BLUENOROFF 2016 6 1 0 0 0
SHAMOON 2.0 2016 6 1 0 0 0
STONEDRILL 2016 6 1 0 0 0

STRONGPITY 2016 6 1 0 0 0
SAGUARO 2009 13 1 0 0 0
DROPPING  ELEPHANT 2016 6 1 0 0 0
CARBANAK 2.0 2015 7 1 0 0 0
PROJECT SAURON 2011 11 1 0 0 0
Animal Farm 2007 15 1 0 0 0
Kimsuky 2011 11 1 0 0 0

CROUCHING YETI 2010 12 1 0 0 0
COSMICDUKE 2012 10 1 0 0 0
BLACK ENERGY 2010 12 1 0 0 0
DESERT FALCONS 2011 11 1 0 0 0
HACKING TEAM RCS 2008 14 0 1 1 0
NETTRAVELER 2004 18 0 0 0 0
MINIDUKE 2008 14 0 0 0 0

EQUATION 2002 20 0 0 0 0
Naikon’s Aria 2009 13 0 0 0 0
TURLA 2007 15 0 0 0 0
BLUE TERMITE 2013 9 0 0 0 0
SOFACY 2008 14 1 0 0 0
ADWIND 2012 10 0 0 0 0
POSEIDON 2005 17 0 0 0 0

CLOUD ATLAS 2014 8 0 0 0 0
CARBANAK 2013 9 0 0 0 0
REGIN 2003 19 0 0 0 0
DARK HOTEL 2007 15 0 0 0 0
EPIC TURLA 2012 10 0 0 0 0
FINSPY 2007 15 0 0 0 0
MINIFLAME 2010 12 1 0 0 0

WINNTI 2009 13 1 0 0 0
SABPUB 2012 10 1 0 0 0
WILD NEUTRON 2011 11 1 1 0 0
COZYDUKE 2014 8 1 0 0 0
DUQU 2.0 2014 8 1 0 0 0
HELLSING 2012 10 1 0 0 0

LAZARUS 2009 13 1 0 0 0

PROJECT SAURON 2011 11 1 0 0 0
CARBANAK 2.0 2015 7 1 0 0 0
DROPPING  2016 6 1 0 0 0
SAGUARO 2009 13 1 0 0 0
STRONGPITY 2016 6 1 0 0 0
STONEDRILL 2016 6 1 0 0 0

SHAMOON 2.0 2016 6 1 0 0 0
BLUENOROFF 2016 6 1 0 0 0
SPRING DRAGON 2012 10 1 0 0 0
WANNACRY 2017 5 1 0 0 0
ATMITCH 2016 6 1 0 0 0
BLACKOASIS 2015 7 1 0 0 0
EXPETR 2017 5 1 0 0 0

LAMBERTS 2008 14 1 1 0 0
PENQUIN TURLA 2010 12 0 0 0 1
SATELLITE TURLA 2007 15 1 0 0 0
SHADOWPAD 2017 5 1 0 0 0
SKYGOFREE 2014 8 1 0 1 0
WHITEBEAR 2016 6 1 0 0 0
ZOOPARK 2015 7 0 0 1 0
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Fig 8: Multicollinearity plot using R 

7.2. Regression 

 

Fig 9:  Downloads used for different load types 

Figure 9 shows the count of an executable-based APT load of different types (Load 1 to 4) used for regression. 

 

Fig 9:  Load count distribution of 193 

APT Type Load Count Type 

A001_F011 2 1

A001_F013 2 1

A001_F327 34 1

A01_E40 1 1

A01_F29 5 1

APT28 2 1

APT37 2 1

TEMP_Veles 15 1

Turla 38 1

A030_C089 6 2

A032_C053 3 2

A368_D462 2 2

TA505 3 2

Tropic Trooper 6 2

Turla 2 2

 A42_D50 5 3

A001_E088 1 3

A001_F6 2 3

A31_D57 13 3

APT39 2 3

TEMP_Veles 30 3

Threat Group-3390 1 3

A001_C219 3 4

A001_F74 2 4

APT3 6 4

Deep Panda 2 4

Gamaredon Group 3 4

193
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Fig 10:  Current Vs. Predicted load count 

Based on the identified multicollinearity, age, and 

available public data insight a regression analysis was 

carried out on 193 loads (.exe downloads). The analysis 

predicted that the chances of further attack due to such 

loads are significantly low because of the historical insight 

into the patterns. 

The prediction accuracy of 98.15% is obtained as in Fig. 

11. 

 

Fig 11:  Predicted load Vs. Prediction Accuracy 

8. ANALYSIS OF RESULT 

We have taken 4296 test signatures for analysis and 

further testing the application with the breakup of the 

result as shown in Fig. 12.   

 

Fig 12: APT-specific distinct load 

As shown in Fig. 11, Turla, A001_F327, and Temp_Veles pose the highest probability of threat risks. 

9. COMPARISON ANALYSIS 

Table 4:  Load Signatures 

Reference Reported Accuracy 

I. Ghafir et al.   [4] 4% 

Wu et al.           [28]         76% 

T. Javaheri et al.   [29] 91.66% 

Present work  98.15% 
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As shown in Fig 2, 4296 test signatures for analysis were 

used with 60 types of APT. This provided better training 

for the algorithm and hence obtained better accuracy in 

prediction compared to others as shown in Table IV. It 

shows a comparison of the obtained result with other 

published APT work [4] and regression-based prediction 

work [28,29]. From the comparative analysis, we can 

observe that the prediction accuracy of 98.15% for the 

present approach is significantly higher than the published 

result.  

10. CONCLUSION 

APT attacks use several mechanisms to breach the cyber 

security of an enterprise. Threat generators can 

impersonate clients on servers that support hashing for 

handshake transcripts. This work provides insight and 

prediction based on experimental data on APT attacks. 

The analysis of 4,296 hash keys based on the .exe 

download shows a distribution of 52%(MD5), 11% 

(SHA1), 28% (SHA256), and 8% (Unknown). The 

developed model is trained with 60 types of APTs with 

varying signatures of MD5, SHA1, SHA256, and 

Unknown variants the total number of threats used to 

analyze is 4,296. The proposed analysis has higher 

accuracy of 98.14% compared to the published accuracy 

of 91.80% [4] for early detection of APT from an 

unknown domain. Also, a comparison of the regression 

approach shows the present approach is well ahead of 

76%, and 91.66% [28,29]. 

11. FUTURE 

The present work can be further extended to predict APT 

campaigns based on two, three, and four correlated alerts. 

Further work can be done to assess collinearity amongst 

the other environmental parameters such as processors, 

data lake used, IoT integration points, and firewall type. 
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