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Abstract: In the digital world security issues play an important role in data communications over unreliable network. Cryptography is 

most useful technique for transferring data in secure manner, the data sent is extremely expected to be received by authorized person over 

the public network. Since the Elliptic curve cryptography is introduced in 1985, elliptic curves have simulated a lot of research works in 

public key cryptography. At present, several cipher systems have been developed based on the Elliptic Curve Cryptography(ECC) for the 

purpose of secure data transformation. As security of ECC is related to hardness of discrete logarithm problem on elliptic curve (ECDLP) 

and there are endless possibilities to create cipher system using ECC we have used elliptic curves in a different way from the way in 

traditional ECC. In this paper, we have proposed a cipher system, called Quadratic Residue Non- linear Variant to ECC over the finite field 

𝐹𝑝 to intensify security and privacy 
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1. Introduction 

 In the modern world, information and communication 

technology is an essential part of society.  As the secured 

data transmission is the major issue in communication 

system, cryptography successfully deals almost all security 

issues in data communication on public network. The 

reliable communication system means that which provides 

superior level security in the transmission of personal 

information and  important documents. At present the whole 

world depends on internet and its applications in every part 

of life. Every second a sufficient amount of data is 

interchanged through unsecured channels in internet and it 

is indispensable to product data from unauthorized usage 

and harmful attacks. 

For most of its history, cryptography is used to conceal 

military strategies and sensitive diplomatic secrets. 

Nakamoto. S. Bitcoin [18] has created crypto currency as an 

application of cryptography with block chain technology.  

Elliptical Curve Cryptography (ECC) is an encoding 

technique of data files so that only certain individuals can 

decode them.  Srinivasa  Rao O. et al [17] and Scott A. 

Vansfone [16] have stated that ECC key assures more 

security than RSA  (Rivest R., Shamir A. and Adleman  L. 

algorithm)[10] and DSA (Data Structures and Algorithms) 

key of the same size. Couvreur C. et al [7] has implemented 

a fast  decryption algorithm for RSA public key 

cryptosystem. Neal Koblitz [19] has explained about the 

theory of numbers, algebraic group structure and finite field 

applications in cryptography. Also Neal Koblitz [1, 5, 12] 

has interpreted public key cryptosystems with elliptic curves 

arithmetic over finite fields.  

T. El-Gamal [15]  has independently developed a public key 

cryptosystem and a signature scheme based on the discrete 

logarithm problem. Miller Victor S [2] has expressed 

cryptographic use of Elliptic curves and proposed a new 

encryption algorithm, which is similar to Diffie - Hellman 

key exchange but faster than that.  Kenji Koyama. et al [6] 

has developed a new trap door one-way function (TOF) 

based on elliptic curves over the Ring 𝑍𝑛 instead of elliptic 

curves over finite field  𝐹𝑃. A new RSA variant on elliptic 

curves is proposed by Maher Boudabra. et al [8]. S. Ullah et 

al [9] have given elaborate work about the challenges, recent 

advances and future trends on the applications of elliptic 

curves cryptography. Laiphrakpam Dolendro Sing et al [13] 

and S. Maria Celestin Vigila et al  [14]  have proposed 

elliptic curves cryptosystems for the secure communication 

of text message using Mathematica. Lawrence C. 

Washington [20] has given the proof to several theorems on 

elliptic curves. Hinek M [21] has written about 

cryptographic variants of RSA and its analysis in detail.  

   D. Sravana Kumar et al [3] and Lo’ai Tawalbeh et al [4] 

have mentioned that cryptography plays vital role in each 

layer of data transmission in the internet and it ensures the 

data integrity, security and confidentiality. The significant 

advantage of ECC than RSA is that working in less storage 

area with smaller key size. ECC is based on the Abelian 

group concept that it is possible to use the set of 𝐹𝑝 rational 

points defined by an elliptic curve over finite prime field. 

Security and secrecy level of data communication through 

ECC is based on the hardness of discrete logarithm problem 
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(DLP) on elliptic curves. In  ECC, the point location on the 

elliptic curve is used to encrypt and decrypt the message. It 

is started with the brief introduction of the field 

“Cryptography”, some basic definitions and properties of 

elliptic curves in section 3.  In Section 4, a new non - linear 

variant to Elliptic Curve Cryptography is proposed, in 

addition to that a numerical example  is given to support the 

work. 

2. Cryptography 

The science of keeping communication private and the 

study of cyphers which are message sending techniques in 

disguised form so that only authorized individual can 

eliminate the disguise and look through  the message, called 

Cryptography. Almost all ciphers in  cryptography 

classified into two types [20], which are Private key 

cryptography and Public key cryptography, a single key 

used to encrypt and decrypt in private (symmetric) key 

cryptography. in the later, encrypting key can be made as 

public information so that anyone to read the secret 

messages. The RSA is the most famous one in public key 

cryptography, which is based on the difficulty of factorizing 

an integer into two primes. ECC is the best alternative to 

RSA in  public key cryptography, it works with smaller key 

size compared to key used in RSA and its difficulty based 

on reaching solution to discrete logarithm problem on 

elliptic curves 

3. Elliptic Curve Cryptography 

Elliptic curves have been studied since seventeenth century 

[8], which has a long and glorious history. Elliptic curves 

are not ellipses. The elliptic functions, provided  by problem 

of finding arc length of an ellipse and it satisfies the cubic 

equations. Here cubic curves are called elliptic curves, the 

most general form of elliptic curves in 𝑥 and 𝑦 are  𝑦2 +

𝑎𝑦 + 𝑏 = 𝑥3 + 𝑐𝑥2 + 𝑑𝑥 + 𝑒. An elliptic curve is a one 

dimensional abelian group, equipped with a smooth 

projective group structure which is defined by rational 

maps. Elliptic curves are valid in any field, but in 

cryptography only the elliptic curve over finite field with 

large characteristic is considered.  Almost in all applications 

of ECC, the Weierstrass equation is used, the equation is 

𝑦2 = 𝑥3 + 𝑐𝑥 + 𝑑, where x, 𝑦 are variables and the 

constants 𝑐, 𝑑 are elements in the finite field 𝐹𝑝.  Elliptic 

curve 𝐸𝑝(𝑐, 𝑑) is the set of all rational ordered pairs (x, y) 

which satisfies the equation 𝑦2 = 𝑥3 + 𝑐𝑥 + 𝑑, that is, 

𝐸𝑝(𝑐, 𝑑) = {(𝑥. 𝑦) ∶  𝑦2 = 𝑥3 + 𝑐𝑥 + 𝑑}. Each rational 

ordered pair is called rational point (or point) on elliptic 

curves 𝐸𝑝(𝑐, 𝑑) and the order of the elliptic curves is 

denoted by #𝐸𝑝(𝑐, 𝑑). If the discriminant 4𝑐3 + 27𝑑2 ≠

0 then 𝐸𝑝(𝑐, 𝑑) is non-singular elliptic curve.   Since any 

line passing through two points on elliptic curve intersects 

the curve in the third rational point, so that the addition of 

two different points is defined as the projection of third point 

about 𝑥 - axis and adding a point to itself is same manner 

when the tangent line passing through the point is 

considered. In the case of vertical line, the addition of two 

points is point at infinity. The existence of a group law for 

adding points on the elliptic curve is one the most important 

property. The set of all rational points together with point at 

infinity over the finite field forms an abelian group [1], 

where the binary operations are point addition and point 

doubling. 

3.1. Point Addition and  Point Doubling 

Let  𝐸(𝑐, 𝑑): 𝑦2 = 𝑥3 + 𝑐𝑥 + 𝑑  be an elliptic curve and let 

𝑃 = (𝑥1, 𝑦1) and 𝑄 = (𝑥2, 𝑦2) be two points on it. The line 

through the points P and 𝑄 uniquely intersects the elliptic 

curve in third point 𝑅 (see Fig. 1). The addition of two points 

𝑃 = (𝑥1, 𝑦1) and 𝑄 = (𝑥2, 𝑦2)  is  𝑅 = (𝑥3, −𝑦3), 𝑥3 =

𝑚2 − 𝑥1 − 𝑥2 𝑎𝑛𝑑 𝑦3 = 𝑚(𝑥1−𝑥3) − 𝑦1 

where  slope  𝑚 =
𝑦2−𝑦1

𝑥2−𝑥1
   𝑖𝑓 𝑃 ≠ 𝑄  and 𝑚 =

3𝑥1
2+𝐴

2𝑦1
  𝑖𝑓 𝑃 = 𝑄. The addition of two different points 𝑃 

and 𝑄 is called Point addition ( see Fig.1.) and if the point 𝑃 

is added to itself  then the addition is called Point doubling 

(see Fig.1.) 

 

Fig.1.  Point addition and Point doubling. 

For any prime 𝑝 = 2(𝑚𝑜𝑑 3) and c ∊ 𝐹𝑝,  Kenji Koyama. et 

al [6] have proved that the elliptic curve  𝐸𝑝(0, 𝑑):  𝑦2 =

𝑥3 + 𝑑 is a cyclic group, there are exactly 

(𝑝 − 1) 2  ⁄ elements in finite field 𝐹𝑝, such that  𝑥3 + 𝑑 

having quadratic residues, including the point at infinity, the 

order of 𝐸𝑝(0, 𝑑) is 𝑝 + 1, that is, #𝐸𝑝(0, 𝑑) = 𝑝 + 1.  And 

also proved that for any prime 𝑞 = 3(𝑚𝑜𝑑 4),  elliptic curve  

𝐸𝑞(𝑐, 0): 𝑦2 = 𝑥3 + 𝑐𝑥 is a cyclic group, there are exactly 

(𝑞 − 1) 2  ⁄ elements in finite field 𝐹𝑞, such that  𝑥3 + 𝑐𝑥 

having quadratic residues, including the point at infinity, the 

order of 𝐸𝑞(𝑐, 0) is 𝑞 + 1 that is, #𝐸𝑞(𝑐, 0) = 𝑞 + 1 where, 

0 < c < q.  For  example, 𝑝 = 23 = 2(𝑚𝑜𝑑 3), and 𝑐 =

5 ∊ 𝐹23, the elliptic curve 𝐸23(0,5) has 24 points, that 

is, 𝐸23(0,5) = {(1, 12), (2, 6), (3, 3),  

(4,0), (7,7), (10,4), (11,5), (12,13), (14,9), (18,8), (20,1), (22,2), 

(1, 11), (2,17), (3, 20), (7,16), (10,19), (11,18), (12,10), (14,14),  

(18,15), (20,22), (22,21), 𝒪23}, where 𝒪23 is point at 

infinity, and the order of 𝐸23,(0,5) is 24, that is, 

#𝐸23(0,5) = 24. This example leads to the proposed work 

that the construction of a non-linear variant to elliptic curve 

cryptography with quadratic residues over finite field. 
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4. Proposed Work 

The work non - linear variant to ECC for providing security 

in data communication. The hyperbola passing through two 

points on elliptic curve intersects in two more points (see 

Fig. 2.). For each 𝑥 ∊𝐹𝑝 and 𝑎 ∊ 𝐹𝑝 such that x ≤ −𝑎  or  x ≥

𝑎, there are two real values for 𝑦 ∊ 𝐹𝑝, which satisfy the 

hyperbola 𝐻:   
𝑥2

𝑎2 −
𝑦2

𝑏2 = 1 and the values of are   

𝑦 = ±
𝑏

𝑎
√𝑥2 − 𝑎2          

(1) 

With this property it is possible to define the binary 

operator, called point addition of two different points on the 

elliptic curve 𝐸𝑝(𝑐, 𝑑) in different manner as follow.  Let 

𝐸𝑝(𝑐, 𝑑):  𝑦2 = 𝑥3 + 𝑐𝑥 + 𝑑   

      (2) 

be the elliptic curve with non-singular condition , 4𝑐3 +

27𝑑2 ≠ 0. And let  𝑃 = (𝑥1, 𝑦1) and  𝑄 = (𝑥2, 𝑦2),  𝑃 ≠ 𝑄 

be two rational points on it. The hyperbola 𝐻: 
𝑥2

𝑎2 −
𝑦2

𝑏2 = 1  

passing through two points P and 𝑄 intersects elliptic curve 

in two points 𝑅′ and 𝑅 (= −𝑅′), clearly 𝑅′, 𝑅 are different 

from 𝑃, 𝑄, −𝑃, −𝑄 and they are symmetric about x axis (see 

Fig. 2.). Since the hyperbola 𝐻 intersects elliptic curve 

𝐸𝑝(𝑐, 𝑑) in two symmetric points 𝑅′ and 𝑅 about 𝑥 axis. 

From the equation 2. the positive value of 𝑦 is obtained by 

𝑦 = √𝑥3 + 𝑐𝑥 + 𝑑        (3) 

the hyperbola 𝑯  passing through two points 𝑷  and 𝑸 which 

intersects the elliptic curve 𝑬𝒑(𝒄, 𝒅) at the point 𝑹′ =

(𝒙𝟑, 𝒚𝟑), Reflection of 𝑹′ across the x- axis is 𝑹= (𝒙𝟑, 𝒚𝟑) 

(see Fig. 3. & 4.). The addition of the points 𝑷  and 𝑸  as 

𝑷 + 𝑸 = 𝑹, the coordinate of 𝑹 is the coordinates 

combination of 𝑷 and 𝑸.   

 

Fig. 2. The Addition of two Point. 

the hyperbola 𝐻:   
𝑥2

𝑎2 −
𝑦2

𝑏2 = 1  can be re written as     

𝑦2 =
𝑏2

𝑎2 (𝑥2 − 𝑎2)       (4) 

Combining the equations (2) and (4) we have a cubic 

polynomial equation  

𝑥3 −
𝑏2

𝑎2  𝑥2 + 𝑐𝑥 + 𝑏2 + 𝑑 = 0  (5) 

There are three roots for cubic polynomial equation in which 

at least one of them is real,  if the roots are 𝑥1, 𝑥2, 𝑥3, 

equation 3. gives the values 𝑦1 ,  𝑦2 , 𝑦3 of 𝑦 corresponding 

to 𝑥1, 𝑥2, 𝑥3. By the properties of roots of polynomial, sum 

and product of the roots are 𝑥1 + 𝑥2 + 𝑥3 =
𝑏2

𝑎2 and 

𝑥1𝑥2𝑥3 = −𝑏2 − 𝑑 respectively, so that     

𝑥3 =
𝑏2

𝑎2 − 𝑥1 − 𝑥2    

      (6) 

Since 𝑥1 and 𝑥2 are roots, the points P, Q are in 𝐸𝑝(𝑐, 𝑑) and 

H, the equation 3. gives third  point  𝑅′ = (𝑥3 , 𝑦3). The 𝑦- 

coordinate of 𝑅′ is obtained as follow, the points 𝑃 and Q 

are on hyperbola 𝐻, the two equations are obtained 

𝑥1
2

𝑎2 −
𝑦1

2

𝑏2 = 1        (7)  

𝑥2
2

𝑎2 −
𝑦2

2

𝑏2 = 1       (8) 

By solving equations 7. & 8. using Cramer’s rule, values of 

𝑎 and 𝑏 are obtained from the equations 

1

𝑎2 =
|
1 −𝑦1

2

1 −𝑦2
2|

|
𝑥1

2 −𝑦1
2

𝑥2
2 −𝑦2

2|
        (9) 

and      

1

𝑏2 =
|
𝑥1

2 1

𝑥2
2 1

|

|
𝑥1

2 −𝑦1
2

𝑥2
2 −𝑦2

2|
     (10) 

Equations 9. & 10. implies that                         

𝑏2

𝑎2 =
|
1 −𝑦1

2

1 −𝑦2
2|

|
𝑥1

2 1

𝑥2
2 1

|
      (11) 

The point 𝑅′ = (𝑥3 , 𝑦3) in terms of 𝑥1 and 𝑥2 is given by 

the equations  

𝑥3 =
|
1 −𝑦1

2

1 −𝑦2
2|

|
𝑥1

2 1

𝑥2
2 1

|
 − 𝑥1 − 𝑥2      (12) 

and   

𝑦3 = √𝑥3
3 + 𝑐𝑥3 + 𝑑     (13) 

Hence the point addition of two different points 𝑃 and 𝑄 in 

this work is defined as 𝑃 + 𝑄 = 𝑅, where. 𝑅 = (𝑥3 , −𝑦3).  

And adding a point to itself (Point Doubling) is as in the 

work of  Koblitz Neal. et al [1], that is, for any point  𝑃 =

𝑄 = (𝑥0, 𝑦0),  𝑃 + 𝑄 = 𝑅 (see Fig. 3.) where 𝑅 =

(𝑥3 , −𝑦3) and 

𝑥3 = (
3𝑥0

2+𝑐 

2𝑦0
)2 − 2𝑥0    (14) 

𝑦3 = −𝑦0 +(
3𝑥0

2+𝑐 

2𝑦0
)(𝑥0 − 𝑥3)   (15) 

and the gradient of the tangent at 𝑃 = (𝑥0, 𝑦0)  is                                 



International Journal of Intelligent Systems and Applications in Engineering IJISAE, 2024, 12(4), 3949–3954  |  3952 

𝑚 =
3𝑥0

2+𝑐 

2𝑦0
;    𝑦0 ≠ 0             

(16) 

 

Fig. 3. Adding a point to itself. 

Suppose 𝑥1 =  𝑥2  but 𝑦1 ≠  𝑦2. Then the line passing  

through 𝑃 and 𝑄 is a vertical line. Since every vertical line 

passes through the point at infinity 𝒪 = [0: 1: 0] and also on 

E. thus the line intersects E at this point. Reflecting this point 

across the x- axis gives the point [0:-1:0]= [0:1:0]. Therefore 

𝑃 + 𝑄 = 𝒪, P + 𝒪 = 𝑃 and 𝒪 + 𝒪 = 𝒪. Point at infinity 𝒪 

acts as additive identity. 

 

Fig. 4. Adding two vertical points. 

4.1. Nature of Addition 

Addition of two different points 𝑃 = (𝑥1, 𝑦1) and 𝑄 =

(𝑥1, 𝑦1) is 𝑅 = (𝑥3 , −𝑦3), since 𝑅 = (𝑥3 , −𝑦3) is a point 

on the hyperbola H, it satisfies 𝐻, that is,  
𝑥3

2

𝑎2 −
𝑦3

2

𝑏2 = 1, 

which implies that 𝑦3 = ±
𝑏

𝑎
√𝑥3

2 − 𝑎2,  𝑦3 is rational 

number if and only if  𝑥3
2 − 𝑎2 ≥ 0, so that  𝑥3 ≤ −𝑎   or  

𝑥3 ≥ 𝑎. The eccentricity of hyperbola is  𝑒 = 1 +
𝑏2

𝑎2.  

4.2. Group Law  

The binary operators point addition (adding two different 

points) and point doubling (adding a point to itself) on the 

set of rational points as follow.  If  𝑃 = (𝑥1, 𝑦1) and  𝑄 =

(𝑥2, 𝑦2) are two points on elliptic curve 𝐸(𝑐, 𝑑) then the 

point addition is defined as  

(i) If 𝑥1 ≠ 𝑥2 then 𝑃 + 𝑄 = 𝑅,  

where 𝑅 = (𝑥3, −𝑦3),   𝑥3 = 𝜆 − 𝑥1 − 𝑥2 ,   𝑦3 =

√𝑥3
3 + 𝑐𝑥3 + 𝑑    and   𝜆 =  

𝑏2

𝑎2 =  
|
1 −𝑦1

2

1 −𝑦2
2|

|
𝑥1

2 1

𝑥2
2 1

|
 

(ii)  If   𝑥1 = 𝑥2 but 𝑦1 ≠ 𝑦2 then 𝑃 + 𝑄 = 𝒪 

 

(iii)  If 𝑃 = 𝑄 that is 𝑥1 = 𝑥2 = 𝑥0  and  𝑦1 = 𝑦2 = 𝑦0 ≠

0 then 𝑃 + 𝑄 = 𝑅  where  𝑅 = (𝑥3, −𝑦3),    𝑥3 = 𝜆2 −

2𝑥0,    𝑦3 = −𝑦0 +   𝜆(𝑥0 − 𝑥3)   and   𝜆 =
3𝑥0

2+𝑐 

2𝑦0
  

(iv) If P = 𝑄 and  𝑦0 = 0 then 𝑃 + 𝑄 = 𝒪. Moreover P +

𝒪 = 𝑃 for all points 𝑃 on 𝐸(𝑐, 𝑑)  

5. Example  

Let  𝐸(𝑐, 𝑑) ∶  𝑦2 = 𝑥3 + 𝑐𝑥 + 𝑑  be an elliptic curve with 

coefficients from 𝐹𝑝, the set of all rational points on elliptic 

curve 𝐸(𝑐, 𝑑) over finite field  𝐹𝑝 is denoted by  𝐸(𝐹𝑝) =

{ (𝑥, 𝑦) ∶    𝑦2 − 𝑥3 − 𝑐𝑥 − 𝑑 = 0,   𝑥, 𝑦 ∊ 𝐹𝑝} ∪ {𝒪} 

where 𝒪 is point at infinity. The set 𝐸(𝐹𝑝) with above binary 

operator is a group in the finite field 𝐹𝑝. Consider the elliptic 

curve  𝐸(1,1): 𝑦2 = 𝑥3 + 𝑥 + 1 over the finite field 𝐹5. 

Maher Boudabra. et al [8]. has explained that direct 

computation to find the set of all rational points on the 

elliptic curve 𝐸(𝐹5) =

{ (0, ±1), (2, ±1), (3, ±1), (4, ±2)} ∪ {𝒪}, for example, if  

x=0  then  𝐸(1,1) ∶  𝑦2 = 1 (𝑚𝑜𝑑 5)  implies 𝑦 = ±1, two 

points(0, ±1) are obtained, similarly if 𝑥 = 2  then 𝐸(1,1) ∶

 𝑦2 = 8 + 2 + 1 = 1 (𝑚𝑜𝑑 5) implies 𝑦 = ±1 , got two 

points (2, ±1). Thus 𝐸(𝐹5) is an abelian group and  

#𝐸(1,1) = 9 over the finite field 𝐹5.  

5.1. Point Addition for two different points 𝐏𝟏 and 𝐐𝟏 

Let  𝑃1 = (0, 1) and  𝑄1 = (2 ,1) be two points in 𝐸(𝐹5), 

Here 𝑥1 = 0, 𝑥2 = 2,   𝑦1 = 1, and 𝑦2  = 1, using group 

law (i), the value of 𝜆 = 
|
1 −𝑦1

2

1 −𝑦2
2|

|,
𝑥1

2 1

𝑥2
2 1

|
=

|
1 −1
1 −1

|

|
0 1
4 1

|
= 0 (𝑚𝑜𝑑 5), 

𝑥3 = 0 − 0 − 2 = −2 = 3(𝑚𝑜𝑑 5) and 𝑦3 =

√33 + 3 + 1 = 1 (𝑚𝑜𝑑 5),  thus 𝑅1 = (𝑥3, −𝑦3) =

(3, −1) = (3, 4)(𝑚𝑜𝑑 5). Hence 𝑃1 + 𝑄1 = 𝑅1, that is  

(0, 1) + (2 ,1) = (3, 4). And let 𝑃2 = (2, 1) and 𝑄2 =

(4, 2) be another two points, then   
𝑏2

𝑎2 =  
|
1 −1
1 −4

|

|
4 1

16 1
|

= 4,  𝑥3 =

−2 = 3  and  𝑦3 = 1, thus  𝑃2 + 𝑄2 = 𝑅2 = (3, −1) = (3,

4). 

5.2. Point doubling for single point 𝐏𝟏 

Let  𝑃1 = (0, 1), For finding 2𝑃1 and 3𝑃1,  here  𝑥0 =

0 ,  𝑦0 = 1, Using group law (iii), 𝜆 =
3𝑥0

2+𝑐 

2𝑦0
=

1

2
𝜆2 =

(
1

2
)

2

=  
1

4
=

16

4
= 4(𝑚𝑜𝑑 5),  𝑥3 = 𝜆2 − 2𝑥0 =  4  and  

𝑦3 = −𝑦0 +   𝜆(𝑥0 − 𝑥3) = −1 + 4(0 − 4) = −17 =

−2 = 3 𝑚𝑜𝑑 (5), therefore  2𝑃1 = (𝑥3, −𝑦3) = (4, −3) =

(4, 2).  Similarly 3 𝑃1 = (2, 4) and 4𝑃1 = (3, 4). It can  

easily be proved that 𝐸(𝐹5) is a group, in particular which is 

a cyclic group with generator 𝑃1, that is 𝐸(𝐹5) =< 𝑃1 >. 

6. Conclusion 

Using elliptic curves, in this work, a new public key 

cryptographic technique is proposed, which is a non-linear 

variant to ECC. The operator point addition is defined in 

different way with the property that every hyperbola passes 

through any two points on elliptic curve intersects the 

elliptic curve in another two different points, which are 

symmetrical points about x –axis. An example has been 
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given for the elliptic curves having (𝑝 − 1)/2 quadratic 

residue elements to support the cryptosystem. Also 

proposed cryptosystem is demonstrated with an example. 

Public key cryptosystems are increasingly being used by 

organizations and ECC is a central part of database 

management. Since security is an important component in 

the communication system, proposed cryptosystem would 

be a better alternative to ECC for providing high level 

security in data transmission. And this technique assures the 

cipher text more confused. In future, comparative study of 

proposed cryptosystem NLECC (Non-Linear Elliptic Curve 

Cryptography) with ECC will be carried out, also 

advantages and disadvantages will be studied while using 

this technique in Diffie - Hellman Key Exchange and El 

Gamal Public Key Encryption algorithm. 
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