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Abstract: Rapid growth in wireless networks with high demands for speedy, reliable, and secure communication necessitates
advanced techniques in wireless network design and security. This paper will discuss the advanced techniques in the design and
security of wireless networks by studying heatmap-based design and Al-driven optimization. A three-phase approach combines
data-informed heatmap evaluation, Al optimization, and security assessment into five different environment types: the urban high-
density, office space, industrial region, university precinct, and household. The approaches used included predictive heatmaps built
using ConvLSTM, a PSO placement of access points, and the use of reinforcement learning to modulate power signals to maximize
received signal strength whilst minimizing interference between access points; security threats had been assessed utilizing Al-aided
anomaly detection with Isolation Forest. Results show that there are significant improvements in signal strength, interference
reduction, and security detection accuracy than in previous methods. This study contributes towards using Al and heatmap-based

techniques for performance optimization of wireless networks with security improvements.
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1. Introduction

In today's world of wireless networks, with the fast
growth in high-speed, reliable, and secure
communication, comes the need to advance network
design techniques (Chu et al., 2023). Today, with ever-
increasing network complexity, issues have emerged
that revolve around optimal wireless coverage,
minimum interference, and robust security (Althar et
al.,, 2023). Heatmap design and access points
placement are one of the main optimizing network
performance to have a better coverage without much
signal degradation (Srikamta et al., 2021).
Visualization by using a heatmap has now become an
important tool for designing a wireless network which
depicts spatial data like signal strength, network
latency, packet loss, and interference levels (Zafar et
al., 2022). All these visualizes the overall network
performance in all kinds of environments that
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highlight the weakly covered areas, possible
bottlenecks, and areas with high interference (Ziegler
& Yrjola, 2020).

Such methods were advanced with the integration of
machine learning and artificial intelligence in the
building of networks (Hegde et al., 2023). A few
examples of promising models include spatio-
temporal deep learning for predicting network
behavior, particle swarm optimization for optimizing
access points, and reinforcement learning for dynamic
parameter adjustment (Gao et al., 2023). With these
Al-based techniques, wireless networks perform
better, and therefore, they have increased efficiency
that reduces interference and ensures optimal coverage
(Cao et al., 2019).

Network security is vital, however, as wireless
networks are becoming more pervasive (Liu et al.,
2022). It is important to include security mechanisms
while designing and optimizing wireless networks due
to their vulnerability to attacks such as jamming, rogue
access points, and man-in-the-middle attacks (Dubey
et al., 2020). A powerful technique for improving
network security, heatmap-based anomaly detection
can leverage machine learning algorithms such as

International Journal of Intelligent Systems and Applications in Engineering

JISAE, 2024, 12(21s), 4857 - 4863 | 4857



Isolation Forest to detect and prevent these types of
attacks in real time (Wang et al., 2019). This paper
includes modern methods on designing and securing
wireless networks: creating heatmaps, optimization in
the placement of access points using artificial
intelligence for power control, and the introduction of
security evaluation using anomaly detection. To meet
the emergent needs of modern communication
systems, it will be essential to investigate in great
detail how such techniques can be instrumental in
developing very optimized, highly secure, and
efficient wireless networks.

2. Literature Review

Ji et al. (2022) described a novel optimization
problem that optimizes cache location, multiuser
association, UAV trajectory, and transmission power
during a flight length to minimize user content
acquisition latency. Due to the unpredictable
environment (e.g., random content requests and
variable UAV positions), typical optimization
methods are sometimes impractical. Our challenge is
a partially observable stochastic game in which the
UAVs and mega base stations (MBS) interact with the
environment as agents to obtain unique observations.
Our innovative Dual-Clip PPO-based approach uses
Proximal Policy Optimization (PPQO) learning to tackle
the transformed problem. A new exploration criterion
rewards UAV agents for exploring outside explored
regions (BeBold). Remember that the MBS agent only
receives extrinsic rewards from the environment.
Numerical findings show that the recommended
technique outperforms PPO-based deep reinforcement
learning. Compared to benchmark systems, the
collaborative design scheme can significantly reduce
content acquisition latency (Ji et al., 2022).

Zhou et al. (2022) suggested a streamlined signal
coverage model for quick measurements by analyzing
petrochemical industry on-site data and examining the
variables influencing positioning accuracy in a non-
linear operating space (NLOS) setting using a
positioning precision heatmap analysis technique to
encourage the advancement and use of positioning
technology on building sites. In order to analyze the
impact of obstacles on building sites, a positioning
system for complex construction scenarios must be
applied because the typical positioning system is
limited in a non-line-of-sight (NLOS) environment.

The viability of a Passive Phased Array Radar-
Bluetooth Hybrid Positioning System (PPAR-B HPS)
was demonstrated by a quantitative measurement
experiment of positioning precision in an NLOS
environment carried out in a petrochemical
construction site. A significant amount of engineering
data was obtained. Research that is empirical and
comparative demonstrates the efficacy of these
approaches (Zhou et al., 2022).

Mohammadnejad et al. (2023) conducted an
exhaustive investigation on energy optimization issues
within 5G networks, giving special attention to the
identification of the most preferable locations for
constructing network infrastructure. They applied
their research using an advanced version of the
Barnacles Mating Optimizer (BMO), which is a
nature-inspired algorithm created to improve
optimization processes' efficiency. The study
highlighted the need to minimize energy consumption
without compromising on high-quality service
delivery, which is a basic requirement for modern
telecommunication systems. Improving the BMO
algorithm, the authors were able to outperform
traditional optimization techniques in terms of faster
convergence and better solutions. In addition to energy
efficiency, the creative strategy illustrated that
sophisticated metaheuristic algorithms might be used
to meet the growing demands of future networks and
open the door to more effective sustainable 5G
network infrastructure design (Mohammadnejad et al.,
2023).

Getuli etal. (2020) considered how immersive Virtual
Reality and Building Information Modelling might
improve manual workplace planning. This research
stressed the necessity of workstation organization in
site design and construction activity scheduling for
worker safety and job efficiency. The authors used
direct feedback throughout the simulation and indirect
methods like position-tracking data analysis to learn
from experienced employees and construction
supervisors. In an actual case study, they showed
considerable improvements in project participants'
planning and safety data interchange, which was
eventually codified in a Health and Safety Plan. This
study showed that cutting-edge technologies can
improve workspace planning, including safety and
communication (Getuli et al., 2020).
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3. Research Methodology

This is a three-phase methodology in which data-
driven heatmap analysis integrates Al-based
optimization with security evaluation.

3.1. Research Design

The quantitative experimental framework-based
research uses live data acquisition, Al-optimized
optimization, and security testing in three phases. Data
was collected in urban, office, industrial, university,
and residential settings. Heatmaps showed signal
strength, interference, latency, packet loss, and
security risk. Al-based optimization methods included
ConvLSTM predictive heatmaps, PSO AP placement,
and reinforcement learning dynamic power regulation.
Finally, security concerns were detected utilizing
heatmap-based and Isolation Forest anomaly
detection. The results were verified by comparing
them to traditional network design.

3.2. Data Collection & Heatmap Generation

To analyze the performance of the network, we gather
real-time information from five various environments:

1. Urban High-Density Area (Commercial
district)

2. Indoor Office Space (Multi-floor building)

3. Industrial Complex (Warehouse with loT
devices)

4. University Campus

5. Residential Apartments

Metrics captured for heatmap generation:
«  Signal Strength (RSSI)

* Interference Levels (SINR - Signal to
Interference plus Noise Ratio)

*  Network Latency

+  Packet Loss

»  Security Vulnerabilities (Unauthorized APs,
Jamming Attacks, Anomalous Traffic
Patterns)

Heatmaps have been generated based on Kriging
interpolation as well as deep learning models for
highly accurate spatial prediction.

3.3. Al-Based Optimization Framework

We applied machine learning and optimization
algorithms for network placement and security
optimization by making use of the following models:

> Deep Learning for Spatio-Temporal
Predictive Heatmaps

A Convolutional LSTM model was designed and
trained on past heatmap data to predict the changes in
signal over time. The prediction equation is:

Ht = f(Hi_1,X:;0)

where Ht denotes the output heatmap, Xt the input of
the actual real-time environment, and 0 is the learned
model parameter.

> Particle Swarm Optimization for Access
Point Allocation

Optimal location of the access point was achieved by
the usage of PSO, which locates AP with minimal
interference and maximum coverage. The objective
function:

N

Minimize F(x) = Z (
i=1

+ a X Interference;)

1
RSSI,

where RSSI i is the signal strength, and o\\alphaa is a
weighting factor for interference.

» Reinforcement Learning for Dynamic
Power Control

A Q-learning model was adopted to adapt the
transmission power adaptively:

Q(s,a) « Q(s,a) + n[r + ymaxQ(s',a")
—Q(s,a)]

where Q(s,a) denotes the expected reward associated
with the adoption of power level a in state s.

3.4. Security Evaluation Using Heatmap-Based
Anomaly Detection

Security vulnerabilities were assessed via heatmap-
based intrusion detection with the aid of Al-driven
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anomaly detection. The primary evaluation parameters
for these threats were

* Rogue Access Points
*  Man-in-the-Middle Attacks
* Jamming Attacks

Isolation Forest Algorithm was applied for intrusion
detection:

1 n
AQx) = EZ h(x)

where the path length of data point x in an isolation
tree is denoted by h(x).

4. Data Analysis

This proposed model was tested in five different
environments and was compared with the traditional
static  network  planning. Its  performance
improvements are compared in signal strength,
interference reduction, and security detection
accuracy.

4.1. Signal Strength and Coverage Improvement

Table 1 shows comparison of average RSSI
improvements:  Al-driven heatmap optimization
versus static placement strategies.

Table 1: Signal Strength Improvement Using Heatmap-Based Optimization

Environment Static Planning (dBm) Al-Based Optimization (dBm) Improvement (%)
Urban High-Density -74 -58 21.6%
Indoor Office Space -69 -53 23.2%
Industrial Complex -81 -60 25.9%
University Campus -76 -55 27.6%

Residential Apartments -72 -56 22.2%

As can be seen in Table 1, the RSSI improves by
means of Al-driven optimization when designing the
network versus static placement approaches. For each
of the five environments, there was a dramatic
improvement of the signal strength that Al-driven
heatmap optimization yields compared to others:
Urban High-Density Areas improve by 21.6% and
University Campuses improve by the largest, at
27.6%. The average gain of signal strength, ranging
from 22.2% to 25.9%, was realized with the Al-based
optimization across environments like Industrial
Complexes and Indoor Office Spaces. All of this
reflects the strong capability of Al algorithms in

updating wireless coverage and enhancing signal
strength, thereby being able to maintain a more
consistent and efficient connectivity especially in
harsh or denser environments. Graphic display clearly
shows how using Al-based heatmap generation and
optimization is a better alternative over the traditional
method of static network planning.

4.2. Interference Reduction

Table 2 shows the number of SINR improvements
attained.

Table 2: Interference Reduction via Al-Based Optimization

Environment Static Planning (dB)

Al-Based Optimization (dB)

Improvement (%)

Urban High-Density 75

18.2 142%

Indoor Office Space 9.3

22.1 137%
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Industrial Complex 5.8 16.7 188%
University Campus 6.2 17.4 180%
Residential Apartments 8.0 19.5 144%
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Figure 1: Interference Reduction via Al-Based Optimization

Table 2 shows how Al-based optimization
significantly outperforms static planning in terms of
SINR for different environments. The results obtained
show that Al-driven optimization brought about a
substantial reduction in interference, with the
Industrial Complex showing the highest improvement
at 188%, and the University Campus at 180%. Other
environments, including the Urban High-Density Area
and Residential Apartments, also recorded excellent
improvements in SINR by 142% and 144%,
respectively. This means that even though Al
optimization improves the signal strength, it at the
same time efficiently reduces interference, hence

making the performance of the wireless network more
reliable and efficient. Improvements in SINR in
diverse environments further underpin the promise of
Al-based optimization for the reduction of network
congestion and interference, important to enhance
general network quality, particularly in high-traffic
environments or those with more complex network
topologies.

4.3. Security Threat Detection Accuracy

Table 3 shows comparison of Performance: Heatmap-
Based Intrusion Detection vs Traditional Methods.

Table 3: Security Threat Detection Accuracy

Security Threat Traditional IDS (%) | Heatmap-Based Al IDS Improvement (%)
(%)
Rogue AP Detection 725 94.3 30.1%
Jamming Attack Detection 68.2 91.5 34.2%
Anomalous Traffic 71.8 93.1 29.7%
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Figure 2: Security Threat Detection Accuracy

Table 3 presents improvement in accuracy for security
threat detection through heatmap-based Al-driven
intrusion detection systems compared to traditional
IDSs. The artificial intelligence-based IDS
significantly improve the detection accuracy for
various security threats. Rogues AP: improvement by
30.1%, with Al-driven systems achieving detection
accuracy of 94.3% in comparison with traditional
approaches at 72.5% accuracy. The other method
Jamming Attack Detection reported a significant
improvement of 34.2% with Al while achieving an
accuracy of 91.5% versus 68.2% with the traditional
approach. Anomaly traffic detection improved by as
much as 29.7% achieving 93.1% accuracy with
heatmap-based Al systems versus 71.8% in the
traditional method. These enhancements reflect the
heat map-based Al-driven IDS's ability to provide
improved accuracy along with timeliness for the
identification of security threats, thus enhancing
security posture in the deployment of wireless
networks. Data indicate that Al can significantly
outperform traditional intrusion detection systems,
offering greater protection against various risks in
network security.

5. Conclusion

The conclusion of this study addresses the ground-
breaking features of Al-based heatmap design and
optimization pertaining to enhancing wireless network

security and performance. These studies were
facilitated by incorporating state-of-the-art Al
techniques such as reinforcement learning, Particle
Swarm Optimization (PSO), and spatiotemporal deep
learning models for dynamic power control, thereby
significantly improving key performance indicators
such as signal strength, interference reduction, and
security threat detection. Results showed that the
networks performed significantly better and that Al-
based optimization approaches were superior to
simple static placement strategies. Some other areas
where the ability to use heatmap-based anomaly
detection for the purpose of enhancing wireless
network security have been realized include the
success rate of rogue access points, jamming assaults,
and odd traffic patterns. This research has
demonstrated how Al and machine learning could
thoroughly transform the design, optimization, and
security of the current systems of wireless
communication by addressing those problems of
coverage, interference, and security. These results
provide important new information for future studies
and the development of wireless networks that are
effectively, robustly, and securely implemented in
various real-world environments.
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