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Abstract: Credit card fraud is a common vice that affects not only the financial institutions issuing credit cards but the card holders
themselves hence the need to address issues related to it by having proper detection measures in place. Thus, in this project, we seek to
carry out the following analysis: We look critically at the machine learning techniques that can be used for credit card fraud detection in
order to assess the effectiveness of using various machine learning techniques in enhancing precision and speed of the detection process.
The technique of Data preprocessing have also used. This step is used to address problems related to missing values, outliers and class
imbalance. We then go onto building up a machine learning pipeline that includes various classifiers such as Logistic Regression, Support
Vector Machines (SVM), K-Nearest Neighbors (KNN), Decision Trees, Random Forests, and the Stochastic Gradient Descent Classifier.
In our testing approach, which involves repeating the exploration phase several times with a different classifier, we can also measure its
performance based on the provided set of generating metrics including precision, recall, F1-scores, ROC-AUC scores, and accuracy. To
counter this we use techniques such as Synthetic Minority Over-sampling Technique (SMOTE) for creating synthetic samples of the
distributions of the samples categorized as the minority class. Moreover, hyperparameters for each feature selection method are optimized
using grid search with cross-validation since proper tuning improves the model’s performance. The major goal of the study is to compare
and analyze the comparative efficacy of different classifiers to arrive at an optimal approach for credit card fraud detection through the
application of data science machine learning models. From this perspective, our paper is intended to offer insights into the advantages and
disadvantages of deploying specific techniques which will help the stakeholders to make right decision on utilizing the fraud detection
systems. Using the latest machine learning approaches and careful assessment strategies, we aim at improving the effectiveness of fraud
detection tools, minimizing the adverse financial impacts of fraudulent activities, and maintaining the public’s confidence in automated
security systems. Our work has significant implications for the state-of-the-art of fraud detection in the financial sector, and provides
valuable information and insights into the fight against increasingly popular credit card.
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will consequently help to improve the efficiency and effectiveness
of the current fraud detection systems by incorporating machine
learning algorithms, statistical analyses, and big data analytics.
The use of technology in preventing credit card fraud has advanced
from manual checking to including data science in it. In the early
periods of development, fraud detection systems based mainly
depended on rule-based system, where certain transactions were
marked if they matched certain set parameters [6].

However, the dynamic and slippery nature of fraud dynamics
posed challenges to the traditional systems. The introduction of
data science as a part of fraud detection was a major shift,
implementing the capability of analyzing huge volume of sensible

1. Introduction

Credit card fraud detection has been recognized as one of the
significant concerns in the financial domain as a result of frequent
and complex fraudulent occurrences. These activities cause
considerable losses to both the consumers and the corresponding
financial institutions along leading to the low e-trust in the
electronic payment systems. To achieve the objectives of this
research titled, ‘Credit Card Fraud Detection Using Data Science
Techniques,” it is crucial to identify and investigate the latest
techniques for real-time credit card fraud detection. This research
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transaction data in real-time without compromising the accuracy
of identifying various patterns related to frauds in banking
transactions [7]. A number of drawbacks are observed with regard
to the identification of fraudulent transactions at the present time
These include the scheme employed by the fraudsters, an
overwhelming number of transactions that needs to be checked,
and the need to have instant measures in place.lt should be noted
that data science cannot be excessive in this realm, as it offers
useful tools and techniques to address these issues.

Although conventional systems based on rules and regulations are
helpful in the fight against fraudsters, they are not particularly
effective when it comes to the new and more sophisticated fraud
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schemes. For this reason, this project aims to go beyond traditional
techniques and employ modern data science methods capable of
learning from the new data. Methods like outlier detection,
machine learning, both supervised and unsupervised, and neural
networks will be implemented to develop a framework that can
detect even the most obscure and concealed signs of fraud [5].
This research project also focus on a major concern of the
legitimate transactions that are not as per the proper credentials of
the user. The false positive legitimate transactions that are
incorrectly identified as fraudulent and false negative fraudulent
transactions that are not detected at all. It is imperious that a
delicate balance is struck with a view to enabling the provision of
maximum security while at the same time not compromising the
user experience.

The major area of this project is to predict the risk and threats and
then react as per the best data science based algorithmic approach.
The data models have trained in two classes of sets. 80% data have
used for the training of model and 20% data set have used for the
testing of the results. With the help of make refine and optimized
models and using collaborative techniques, it is expected to reduce
these errors thus improving the performance of the fraud detection
systems. This will not only enhance the user experience by
eliminating the need for transaction blocks on activities that are not
malicious but also enhance the security of the system by preventing
real fraud. The potential findings of this study are expected to go a
long way in reducing the risks and enhancing the protection of
credit card transactions [3].

As technology advances, fraud schemes likewise advance and
grow more sophisticated, designed to compromise even the most
widely used security measures. High false-positive rates are one of
the main issues with current systems; in addition, they take too
long to adjust to new fraud patterns. The industry is unable to meet
the demand for real-time transaction analysis, resulting in
significant financial loss and a decline in consumer trust. It still
uses manual verification procedures and outdated rule-based
systems. From this vantage point, the current research will
investigate, compare, and assess state-of-the-art data science
models that promise improved accuracy and flexibility for fraud
detection in an effort to overcome these deficiencies [12]. The
major aim of this research is to develop advanced models and
implement advanced data science techniques to enhance the
detection of credit card fraud, increasing the accuracy and
efficiency of real-time fraud detection systems, reducing financial
losses, and improving the security and trustworthiness of
electronic payment systems. This study's focus is on applying
various machine learning models on a synthetic dataset made out
of transaction data [4]. A thorough evaluation of the model's
performance utilizing measures like the F1 score, accuracy,
precision, and recall. In this study we Analyzed model reactions to
various fraud schemes, such as phishing, card skimming, and
identity theft, among others [10].

2. Literature Review

2.1 Credit Card Fraud Detection Using Data Analytic
Techniques

Nowadays, using a credit card is typical, even in developing
countries. People utilize it for online transactions, bill payment,
and shopping. Nonetheless, as the number of credit card users has
increased, so too have the incidences of credit card fraud. Scams
involving Mastercard have cost billions of dollars worldwide. Any

action including the intention of double-dealing to obtain financial
gain in any manner without the knowledge of the cardholder and
the guarantor bank is considered misrepresentation. There are
several ways to carry out charge card extortion. Extortion location
finds a movement of deception among a large number of verified
ones, which undoubtedly progresses a difficulty. As advances in
false systems continue, it is essential to develop strong models to
combat these false systems at their foundational level, just before
they have a chance to materialise. In any case, the key to
developing such a model is ensuring that there are very few
dishonest interactions overall. As a result, creating a dishonest
trade in a way that is both successful and fruitful can be highly
annoying [5]. Some common types of frauds are as follows:

i. Application Frauds

Application frauds occur when a fraudster accesses sensitive client
information, such as the username and mysterious state, to take
control of the application system and open a false record.
Typically, it occurs as shown by the compulsion. When a fraudster
uses the card holder's name to apply for credit or another
Mastercard. The fraudster uses the accompanying documentation
to aid in or validate their fraudulent application.

ii. Credit Card Imprints (Manual or Electronic)

When the card's enticing portion is skimmed for information by the
fraudster. This information is incredibly mysterious, and if the
fraudster finds it, they might utilize it to make more deceptive deals
in the future [5].

2.2 Predictive Modeling For Credit Card Fraud Detection
Using Data Analytics

In the modern day, the banking and finance industries are crucial
since practically everyone interacts with banks, either in person or
virtually. The banking information system has significantly raised
both the public and private sectors' profitability and productivity.
Credit cards and online net banking are the primary methods of
transaction for most E-commerce application systems these days.
These systems are susceptible to alarmingly frequent new attacks
and methods. Given the importance of finance in our lives, fraud
detection in banking is one of the most important parts of modern
banking. We have interfaced an analytical framework with
Hadoop, which can read data effectively, in order to increase the
performance of the analytical server in model development when
data grows in Peta Bytes (PB). In order to detect frauds on a real-
time basis and provide low risk and high customer satisfaction, the
authors of this paper have discussed a big data analytical
framework for processing large volumes of data. They have also
implemented various machine learning algorithms for fraud
detection and have monitored their performance on benchmark
datasets [4].

2.3 Credit card fraud detection using ensemble data mining
methods

More than ever in previous decades, credit card fraud is becoming
one of the most complicated and important problems in the world
today. In the banking industry, one of the most alluring online
transaction formats is the widespread use of credit cards. The
convenience of credit cards allowing users to utilise their balance
at any time, location, or amount makes them appealing to
consumers who don't want to deal with the inconvenience of
carrying cash. This is to facilitate the payment of purchases done
through automated teller machines (ATMs), mobile devices, and
the Internet. In the meantime, the primary component of financial
transactions in the market is financial information. Credit card use
is becoming more and more common, which has led to an increase
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in security issues and an increase in fraud aimed at obtaining
unapproved financial benefits. Different approaches have been
successfully developed by researchers to identify and forecast
credit card fraud. Machine learning and data mining are two of
these techniques. In this sense, the problem prediction accuracy is
crucial. This study looks at ensemble learning techniques, such as
gradient boosting (LightGBM and LiteMORT), which we then
combine using simple and weighted averaging techniques before
evaluating them. When these techniques are combined, error rates
are decreased and accuracy and efficiency are raised. We obtained
the top results of 95.20, 90.65, 91.67, by testing the models by Area
under the curve (AUC), Recall, F1-score, Precision, and Accuracy
criteria [3].

2.4 Credit Card Fraud Detection Using State-of-the-Art
Machine Learning and Deep Learning Algorithms

Since credit cards offer a user-friendly and effective feature,
people can use them for online transactions. The potential for credit
card misuse has increased along with the rise in credit card usage.
Both credit card providers and cardholders suffer large financial
losses as a result of credit card theft. The major goal of this research
study is to identify these types of frauds, such as those that involve
high rates of false alarm, public data accessibility, high-class
imbalance data, and changes in the nature of fraud. Numerous
machine learning-based methods, including the Extreme Learning
Method, Decision Tree, Random Forest, Support Vector Machine,
Logistic Regression, and XG Boost, are presented in the pertinent
literature for credit card identification. To find effective results, a
comparative analysis of deep learning and machine learning
algorithms was conducted. The European card benchmark dataset
is used to conduct the in-depth empirical study for fraud detection.
The dataset was first subjected to a machine learning method,
which somewhat increased the accuracy of the fraud detection.
Afterwards, the performance of fraud detection is enhanced by
applying three convolutional neural network-based architectures.
The precision of detection was further enhanced by adding more
layers. Using the most recent models, epochs, and variances in the
quantity of hidden layers, a thorough empirical investigation has
been conducted. The assessment of research projects demonstrates
the enhanced outcomes attained, including precision, fl-score,
accuracy, and AUC [1].

2.5 An intelligent payment card fraud detection system

Using a payment card to make a transaction is easy and convenient.
Fraud instances are increasing as a result of the growing use of
payment cards, particularly for online purchases. Due to the annual
billions in losses in the commercial sector, the rise entails financial
risk and uncertainty. However, it might be challenging to collect
actual transaction records that can aid in the creation of predictive
models that are effective in detecting fraud, mostly due to concerns
regarding the confidentiality of client information. Using both
publicly accessible and actual transaction records, the authors of
this work deploy a total of 13 statistical and machine learning
models for the identification of payment card fraud. Analyses and
comparisons are made between the original feature and aggregated
feature results. To determine if the combined features found by a
genetic algorithm can provide a higher discriminative power in
fraud detection when compared to the original characteristics, a
statistical hypothesis test is carried out. The results confirm in a
good way how well aggregated characteristics work when applied
to actual payment card fraud detection tasks [6].

2.6 A novel combined approach based on deep Autoencoder
and deep classifiers for credit card fraud detection

The rise in online payment systems and e-commerce has led to a
rise in fraudulent transactions. To minimize losses brought on by
fraudulent activity, financial organizations that use online payment
systems must make use of automatic fraud detection systems. A
binary classification model that is able to differentiate between
fraudulent transactions is frequently used to formulate the problem
of fraud detection.

Table 1. Comparison of Literature Review

. Dat I
Title Methodology ata Contribution
Source
. Machine Not Credit card fraud
Alarfaj et al. . - . .
(2022) learning, deep | specifie | detection using ML
learning d and DL algorithms
Novel approach
Fanai & | Deep Not combining deep
Abbasimehr | Autoencoder, specifie | autoencoder and
(2023) deep classifiers d classifiers for fraud
detection
L N ilizati f
Bakhtiari et | Ensemble data Ot. . Utilization 0
al. (2023) mining methods specifie | ensemble  methods
' g d for fraud detection
. Predictive Not Application of
Patil et al. . - L .
(2018) modeling, data | specifie | predictive modeling
analytics d in fraud detection
. N .
Vengatesan Data analytic s Oetci fie Use of data analytics
etal. (2020) | techniques dp for fraud detection
Intelligent Not Development of an
Seera et al. | payment card specifie | intelligent system for
(2024) fraud detection d fraud detection
system
Zaidi & Al :tat:zt;g:l Not Investigation of
Luhayb pp_ T specifie | statistical approach
logistic . L .
(2023) . d in logistic regression
regression
Logistic Not Examination of
Mahajan et | regression, specifie logistic  regression
al. (2023) imbalanced dp with imbalanced
dataset dataset
Slabber et al. Loglst!c ' Banking Study- o.n logistic
(2023) Factorisation data factorization
Machines machines in banking
Cherif et al. | Systematic Literatu | Review of-eX|st|n_g
. re methodologies in
(2023) review . .
review fraud detection
Chatterjee et Digital tvv_ln, Literatu E-xploratlo-n of
al. (2024) fraud detection | re digital twin concept
' advancements review in fraud detection
Explainable Al, | Literatu | Investigation of
Hasan et al. . -
(2024) transparent re explainable Al in
decision-making | review fraud detection
Salekshahrez | Feature ;r;ejlt Analysis of feature
aee et al. | extraction, data . | extraction and data
(2023) sampling transacti sampling effects
on data
. Credit Comparative  study
Balancing .
Gupta et al. . card of balancing
techniques  for . .
(2023) transacti | techniques for
unbalanced data
on data unbalanced data
Al Balawi & Not Exploration of neural
Aljohani Neural networks | specifie | networks in fraud
(2023) d detection
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Building reliable and accurate fraud detection systems requires
incorporating the fraud dataset's input data into a lower-
dimensional representation. This paper presents a two-stage
system for fraud detection that combines supervised deep learning
techniques with a deep Autoencoder as a representation learning
method. The results of the experimental evaluations indicate that
the suggested methodology enhances the effectiveness of the deep
learning-based classifiers that are utilized. In particular, the used
deep learning classifiers perform much better across all
performance measures than their baseline classifiers learned on the
original data after being trained on the altered data set produced by
the deep Autoencoder. Furthermore, models built with the deep
Autoencoder perform better than both the existing models and
those built with the dataset collected by principal component
analysis (PCA). Financial institutions that conduct online
transactions or issue credit cards must utilize automated fraud
detection systems. In addition to decreasing losses, this boosts
consumer confidence. With the growth of artificial intelligence and
big data, there are now more opportunities to use sophisticated
machine learning models to identify fraud [2]. Table.1 explains the
detailed comparison of literature review related to card fraud
detection methods.

3. Methodology

This section discusses the method that has been used in the study
that will be undertake in order to fulfil the objectives of the study.
This involves the identification of the sort of data science
technique to be employed, a brief description of the synthetic
dataset that will be used for simulation purposes, and the
parameters that will be estimated for the evaluation of the model.
3.1 Data Collection Methods

The research used a Kaggle generated modular synthetic dataset to
emulate credit card transaction data. The data set used in this study
has 284,807 transactions and only 492 of them are deemed as
fraudulent. It has thirty variables obtained through the method of
Principal Component Analysis or PCA to ensure that the identity
of the transaction is protected, and a target variable that highlights
the legal nature of the transaction. Due to the sensitivity of the
transactions, proper measures have been taken to ensure that
personal identities are well protected to act as a measure of safety
and security measures in order to ensure high levels of personal
privacy in these transactions. First of all, the dataset has been
involved into Principal Component Analysis (PCA) — the process
of reduction of numbers of variables and substitution of the
variable by a set of a new orthogonal variables. This results in the
fact that, in this way, the most significant characteristics of the
analysts” work remain preserved, but the identity-related features
of specific transactions remain concealed. Therefore, when the
data is transformed, and the normal one is discarded, the privacy
of the people is maintained, and the high standards of data
protection and ethical standards on data protection laws are
observed.

Every transaction is profiled by thirty principal component
variables obtained by applying PCA on the transaction variables,
but retains a broad characterization of the transactional dynamics
without revealing identities of actors involved. Moreover, the part
of the dataset, which remains special and unique compared to other
ready-made datasets, is the presence of a target variable, which is
binary and points to the legal status of the transaction as a fraud or
a legit operation. This target variable is a dependent one and is used

to build the models of supervised learning used to create the fraud
detection models as they learn from the given signal and make their
predictions on the future data.

The usage of the selected and exhaustive transaction dataset, along
with the incorporation of PCA-based features, and the labeling of
the data with a target variable, provides the necessary framework
for systematic and efficient credit card fraud analysis. The research
questions of this study will explore more comprehensive principles
of this domain with an objective of contributing to the
improvement of current fraud detection models and, thus, a
subsequent increase in the safety of e-payment systems.

3.2 Data Science Techniques

The following data science techniques, relevant to and
successful for fraud detection, are discussed in this study:

i Logistic Regression: It is a statistical model that is
applied in the binary classification technique. This model
will be hence used as a basis for determining whether or
not a transaction is fraudulent in nature.

ii.  Decision Trees and Random Forest: These are tree-
based models to be experimented in order to analyzing the
classification skill of transactions. While with decision
tree it is easy to interpret the result, the kind of random
forest will be used to measure increased accuracy with the
help of ensemble learning.

iii. Neural Networks and Deep Learning: Possesses a high
ability to analyze new patterns that are present in the sets
that hold large volumes of data, thus making them more
suitable for analyzing the high-dimensional dataset.

iv. Anomaly Detection Techniques: To achieve the above
goal, the following are the methods of anomaly detection:
K-means clustering and support vector machines to
configure specific transaction cases that go above normal
general averages.

3.3 Data Preprocessing

Preliminary analysis of credit card data for fraud detection
techniques using data science is central to that of data
preprocessing. This phase includes several important steps that are
aimed at making necessary preparations for transaction dataset
modeling and evaluation. It must be noted that, normalization is
first applied in order to put all features on a similar range across
both datasets. This process allows balancing of weights because it
is used to eliminate the possibility of some variables dominating
others due to variance in standard scales. Also, taking care of
values like missing values is performed well by such techniques
like imputation of missing values that involves replacement of
missing values with estimated or computed values based on other
values available in the dataset. When finding missing values, the
dataset remains more coherent and powerful when conducted
further evaluations.

The dataset is divided into a training and a testing set, and this
division follows the standard practice of 80 percent for training
data and 20 percent for testing data respectively. This division
means that models will be trained on enough data to be able to learn
about features and correlations and also means that there is a
portion of data meant for evaluation of the models’ performances.
In many of the used papers, the dataset is initially divided into a
training set containing 80% of the data and the test set, containing
the remaining 20%. From this partitioning strategy, it is easier to
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foresee how well the trained models will perform as they are
implemented in other experiments, besides the ability to make

alterations when necessary.
3.4 Model Training and Evaluation

During Model training and evaluation in the credit card fraud
detection project, each of the models has to go through a series of

training that involve the training data.
Table 2. Evaluation Metrics

Significance in Credit

predicted positives.

Metric Description Card Fraud
Detection
The proportion of total Indicates the overall
Accuracy predictions that was correctness of the
correct. model's predictions.
Measures the accuracy
The ratio of true positive | of identifying
Precision predictions to the total fraudulent transactions

among all flagged

ones.

- Assesses the model's
The ability of the model . .
! effectiveness in
to find all the relevant . o
Recall identifying most
cases (fraudulent
fraudulent

transactions). transactions

The harmonic mean of
precision and recall,
balancing the two in
cases of uneven class
distributions.

Table.2 explains the evaluation metrics and their descriptions with
the significance in credit card fraud detection.

To prevent overfitting in this case where models often develop
high accuracy in models used to train them but might not be as
accurate in other new datasets, data cross-validation methods are
used. Cross-validation applies to a variety of different situations
and inevitably guarantees that the created models have a high level
of generalization on new data, as all the training data needs to be
divided into multiple parts, and the model is trained on several of
these parts at a time and evaluated on the remaining part. This
process aids in checking the stability of the models in different
samples of data in addition to testing their ability to generalize.
Hyperparameter optimization is done through grid search, which
systematically determines the best hyperparameters for each
model. These are settings that control the learning algorithms of
ML, including the learning rates for use in Neural networks or the
number of trees used in Random forest. As for the-parameter
tuning, the grid search algorithm is carried out in such a way that
the algorithm searches for hyperparameters comprehensively in a
grid-like space with predefined discrete hyperparameters and
selects hyperparameters that optimize the performance of each
model. This methodology helps modify the models in such a way
that they come closer to their best form possible to facilitate the
identification of suspicious transactions.

After the training of the chosen models and adjustment of the
hyperparameters, the performance of each of the models is
assessed based on a certain set of criteria. This raises the evaluation
metrics that offers information on model capability in differing
aspects such as, accuracy, precision, recall or sensitivity and F1
rating. Accuracy is calculated as the ratio of the sum of the number
of correctly predicted samples to the total number of samples in a
dataset and serves as a measure of model performance in general.

Provides a
comprehensive
measure, balancing
precision and recall.

F1 Score

The formula for precision is the number of correctly identified
fraudulent transactions divided by total predictions of frauds; thus,
high precision is achieved when the model is capable of identifying
the actual fraudulent transactions without wrongfully identifying
legitimate ones as frauds. Accuracy is a way of determining how
close the model is to identifying all correct class or in other words;
all the fraudulent transactions. The F1 score, which is the ratio of
the twice the precision that is the number of true positives divided
by the sum of false negatives plus false positives, and the recall or
sensitivity which is the ratio of the number of true positives to the
sum of true positives or the number of actual positives, provides a
balanced measure of the model’s performance especially when one
of the classes is extremely outweighed by the other one.

3.5 Ethical Considerations

i.Privacy Protection

In the context of credit card fraud, the sensitivity of user data
requires the utmost privacy protection especially when applying
data science approach. As mentioned in this research, there is some
financial data included in the data analysis; therefore, there is a
need to anonymize the data, and there is the use of PCA (Principal
Component Analysis) to ensure that the identity of the individuals
included in the dataset is protected. Further, proper encoding
mechanisms and security measures must be strictly adhered to
ensure that the data is safe from the wrong hands as well as external
intruders [3].

ii.Fairness and Bias Mitigation

Preventing problems of bias and reciprocity in machine learning
models is paramount as it helps in not perpetuating the existing
biases that maybe present within the training data set. In the fraud
detection context, it may be deemed to produce some kinds of bias
which may lead to the fact that some of the groups are targeted
more intensively, or, on the contrary, they can be completely
ignored by the system. Train models on good data and minimize
sampling bias and negative impacts on fairness measures need to
be taken. It suggests that regular model audits and updates may
also assist in avoiding them from being biased for a long time [5].
iii. Transparency and Explainability

The current fraud detection models require transparency and
interpretability for the necessary stakeholders such as the customer
and regulatory agencies. As for the approaches to ensuring
explainability, it is crucial to offer detailed information about a
specific transaction and identify the reasons a transaction has been
deemed fraudulent. It is crucial to explain to the stakeholders about
possible errors in the model to create reasonable expectations, and
for the management of regulatory rules and regulation expectations
which in result would foster more trust in the system [5].

That is why it becomes a challenging task to balance between the
prevention of fraud and maintaining a good user experience among
patients using e-prescription applications. The appropriate usage
of fraud detection models is in contemplation of common interest
that is likely to be affected by models deployment. While fraud
continues to be a massive issue, employing an overly paranoid
approach to detect it can lead to a high number of false positives,
thus subjecting genuine users to inconvenient procedures or even
excluding them where they operate outside the norm in terms of
their spending patterns. To sum up, it is critical to note that fraud
has to be effectively addressed while preserving user rights and
experiences at the same time in order to ensure that it does not
become a method of compromising ethics. They achieve this
balance in a way that will not compromise the efforts of checking
for too many frauds in a way that will affect the level of the
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financial inclusion or the satisfaction levels of the users [16]. As
we work on creating and implementing credit card fraud detection
models, these ethical concerns are key to ensuring that the
solutions we come up with are not only effective and accurate, but
also implement non-intrusive ways of preserving the rights of the
end-users and establish a culture of trust. As we work on creating
and implementing credit card fraud detection models, these ethical
concerns are key to ensuring that the solutions we come up with
are not only effective and accurate, but also implement non-
intrusive ways of preserving the rights of the end-users and
establish a culture of trust.

4. Results and Discussions

In this research, through Jupyter Notebook and a Kaggle credit
card fraud detection dataset, we applied several machine learning,
deep learning techniques to detect credit card frauds. The original
data set comprised of 284,807 transactions although out of these
only 492 were considered as fraudulent resulting in a highly
skewed dataset. Data cleaning, normalization and scaling of
features and model selection with cross validation and adjustment
of the hyperparameters to get the optimum result were some of the
methodologies employed in the current study.Fig.1 shows the
outcome of class.

df.Class.value counts()

0 284315
1 492
Name: Class, dtype: int64

Figure 1. Class Outcome

4.1 Analysis and Insights

As predicted, the usage of deep learning models and anomaly
detection methods yielded better performance over the
conventional models in totaling the fraudulent transactions. The
results showed that the neural network and auto-encoder models
were accurate, precise, and had a high recall as well as F1 statistic
than IVR. That is, the highest mean accuracy was associated with
the neural network-driven strategy, whereas the performance with
the auto-encoder did not trail far behind. Prior to the application of
the advanced techniques, the spectral techniques succeeded in
outlining the intricate structures and irregularities of the
transaction data, thus improving the chances of detecting fraud.

Table 3. Result of Methods

Methodology Accurac Precision Recall Fi
y Score

:;Zg'rzts';on 9470% | 82.40% | 68.70% | 74.90%
Decision Trees 93.60% 75.30% 69.20% 72.10%
Random Forest 99.60% 89.10% 81.30% 85.00%
ajfci?;te;/emr 99.40% | 8520% | 77.80% | 81.40%
Neural
Networks 99.80% 92.30% 88.50% 90.40%
Auto-encoder
(Anomaly 99.70% 91.80% 87.90% 89.80%
Detection)

But compared to those traditional models such as logistic
regression, decision trees, while they are still applicable, the

performance of those models in this context is relatively worse,
mainly because such models are extremely challenged by the data
dimension and its complexity. The findings further support the
hypothesis whereby, out of the selected techniques, deep learning
as well as anomaly detection is better suited to real-time fraud
detection. This research substantiates the utilization of complex
algorithm models in methods applied to more robust, secure credit
card transaction systems. It can be observed in Fig.2 that the fraud
transactions are generally not above an amount of 2500. It can also
be observed that the fraud transactions are evenly distributed about
time.
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Figure 2. Insights

4.2 Implementation Tools

Credit Card Fraud Detection is a classic class-imbalance problem
where the number of fraud transactions is much lesser than the
number of legitimate transactions for any bank. Most of the
approaches involve building model on such imbalanced data, and
thus fails to produce results on real-time new data because of
overfitting on training data and a bias towards the majoritarian
class of legitimate transactions.

4.2.1 Libraries

For the purpose of implementing and assessing those
methodologies, we employed functions available and recognized
in the data science libraries. The algorithms of logistic regression,
decision trees, random forest, and the detection of anomalies were
made available and easier to use through the scikit-learn library.
The interesting fact is that scikit-learn is considered to be one of
the most popular tools due to several advantages, such as simplicity
and the availability of a variety of machine learning algorithms. To
create the neural networks and deep learning models, we used
TensorFlow, a highly flexible and universally acclaimed library
designed for the construction of deep learning models. The use of
these tools kept our implementations effective while at the same
time made recommendations reflect current best practices. The
Fig.3 illustrates the lines of code imports the necessary libraries to
be used when implementing the Credit Card fraud ML pipeline.
The analysis makes use of the data manipulation and analysis tool
known as ‘pandas’, as well as the numerical calculations tool
referred to as ‘numpy’. Python libraries such as ‘Matplotlib’ and
‘Seaborn’ are used for visualizing data so that after developing the
model we can visualize and analyze the performance of the data
and the model we built. Logistic Regression, Support Vector
Machine (SVM), K Nearest Neighbors (KNN), Decision Tree,
Random Forest and Stochastic Gradient Descent (SGD) Classifiers
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from the ‘sklearn’ library are imported to technically implement
different approaches of machine learning.

# Importing Required Libraries

import pandas as pd

import numpy as np

import matplotlib.pyplot as plt

import seaborn as sns

from sklearn.linear_model import LogisticRegression

from sklearn.svm import

from sklearn.neighbors import KNeighborsClassifier

from sklearn.tree import DecisionTreeClassifier

from sklearn.ensemble import RandomForestClassifier

from sklearn.linear _model import SGDClassifier

from mlxtend.plotting import plot_learning_curves

from sklearn.model selection import train test split

from imblearn.over_sampling import SMOTE

from sklearn.metrics import precision score, recall score, fl score,
roc_auc_score, accuracy score, classification_report

from sklearn.model selection import KFold, StratifiedKFold
from sklearn.preprocessing import StandardScaler

from sklearn.pipeline import Pipeline

from sklearn.model selection import GridSearchCV

from sklearn.metrics import make scorer, matthews corrcoef

import warnings
warnings.filterwarnings("ignore")

Figure 3. Libraries Used

Also, ‘mlxtend’ is used to visualize learning curves that give
information on the performance of the models during learning
process or iterations. In this research project, ‘train_test split’ tool
in sklearn is used to divide the datasets into the training and testing
sets. For handling the class imbalance problem, we compared first
the number of instances in each class, to decide on oversampling
from minority class, SMOTE algorithm from the ‘imblearn’ library
is imported. Along with these, below specifications like precision,
recall, F1-score, ROC-AUC score, accuracy and classification
report have been used which have been imported from ‘sklearn’.
performance indicators to monitor the effectiveness of the
developed models. The ‘KFold’ and StratifiedKFold’ classes are
imported with the intention of cross-validation to be done while
training the model. Feature scaling is done with the help of
‘StandardScaler’ from the ‘sklearn’ library in order to perform
standardization of computed features. While ‘Preprocessing’ is
used for data preprocessing, which is an important step in
preparing the data for modeling, ‘Pipeline’ is used for the
formation of a machine learning Pipeline. Grid Search combined
with cross-validation is done using ‘GridSearchCV’ from skew.
The model_selection' to tune hyperparameters. The metrics
defining the ‘custom scoring’ like Matthews Correlation
Coefficient (MCC) are created using the function ‘make scorer’
from the package ‘sklearn.” , to formulate ‘metrics’ by which you
can measure the performance of a model. This code modules
clarify the basics of how to develop and fine-tune a machine
learning model to identify credit card fraud using Python and
various data science libraries.

4.2.2 Performance Analysis

The performance analysis shows that ML algorithms such as neural
network and autoencoder anomaly detection algorithms perform
better in time series fraud detection when compared to the
traditional algorithms [19]. It was consequently found that neural
networks had the best performance across all of the evaluated
metrics, implying that they excelled at detecting complex patterns
that are embedded in the data. The autoencoder provided an
excellent insight about the achievability of type 2 anomaly
detection, underpinning the importance of advancing more
innovative anomaly detection methods that can help pinpoint
fraudulent extremes from the usual operational limits of factors in
credit card transactions. As mentioned earlier, traditional models
although were not wholly invalid showed inferior efficiency
measures primarily owing to their lack of capability to managing

intricate pattern of data. These discoveries emphasize the need for
the utilization of sophisticated data analytical techniques in order
to develop sustainable and efficient ways of checking Credit Card
fraud.

Figure 4. Graph Results
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Figure 5. Time Graph

Fig.4 and Fig.5 shows the results and time graphs. From the above
distribution plot, it is clear that the fraudulent transactions are
spread throughout the time period.
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Figure 6. Class Graph

Fig.6 illustrate the most correlated features after resolving class
imbalance using Synthetic Minority Oversampling are V14, V10,
V4, V12 and V17. The K-Nearest Neighbors Classifier tuned with
Grid Search with the best parameter being the Euclidean Distance
(p=2) outperforms its counterparts to give a test accuracy of nearly
99.8% and a perfect F1-Score with minimal overfitting. SMOTE
overcomes overfitting by synthetically oversampling minority
class labels and is successful to a great degree. All Fraud
Transactions occur for an amount below 2500. The bank can infer
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clearly that the fraud committers try to commit frauds of smaller
amounts to avoid suspicion. The fraud transactions are equitable
distributed throughout time and there is no clear relationship of
time with committing of fraud. The number of fraud transactions
are very few compared to legitimate transactions and it has to be
balanced in order for a fair comparison to prevent the model from
overfitting [12].

4.3 Findings

As the above findings suggest, KNN Classifier, with Grid Search
and p=2 Euclidean Distance as hyperparameters produced the best
test accuracy of nearly 0.995, thus exhibiting the high accuracy of
the proposed model with respect to the other classifiers. Meaning,
8% of kits were correctly identified using the proposed CDRNet,
while attaining a perfect F1-Score. This leads to the general
conclusion that by tuning the appropriate parameters, KNN is an
extremely efficient algorithm in filtering out fraud from a pool of
genuine transactions. However, what has been obtained is quite
encouraging, but it is imperative to question the model’s
performance on new data and the possibilities of the biases or
restrictions in the data set.

We have applied and induced Synthetic Minority Over-sampling
Technique (SMOTE) to deal with the problems associated with the
class imbalance. The modification of SMOTE methods limits the
overfitting of the model and enhances the identification of
fraudulent transactions among groups with minority class labels.
This has shown how the use of methods that can handle imbalanced
datasets are vital when working in areas such as fraud detection.
However, there are some drawbacks that needs to pay attention to
while oversampling, including elevated computational costs and
extra artificial variation in the distribution of the records in the net
[3].

Concerning the quantitative data analysis, one can identify the fact
that all the fraudulent transactions are below 2500 and this really
opens up some new perspectives in understanding the
organization’s fraud scheme. It implies that the fraudsters can often
choose to carry out their fraudulent activity on small transactions
to avoid avenues such as audits to detect it. This shows that amount
of transaction has to be included among other input variables in the
models on fraud detection, and larger scrutiny needs to be given to
smaller transactions.

The relatively equal distribution of fraud transactions through time
and product categories with no significant relationship between the
transaction months and year echo a similar message to that of the
seasonality results, which is that fraudsters do not limit themselves
to certain months in a year. Although this may pose some
challenges in the analysis of temporal association with fraud since
time horizons can capture different features of the events
temporally, it highlights the importance of constant monitoring and
analysis at all-time horizons [1].

The peculiarities of having significantly smaller fraud transactions
compared to legitimate ones goes further to prove both the problem
with imbalanced data and the need to balance the data for fair
comparison of models. There is need to make sure that the different
fraud cases are not exaggerated in a bid to develop a model,
therefore leading to high levels of over-emphasis on the amount of
fraud cases hence poor performance of the model when
generalizing to another environment.

4.4 Alternate Algorithms

I. Naive Bayes

Naive Bayes is a type of probabilistic classifier which works based
on the probability of occurrence as given by Bayes’ formula with

the assumptions that all the features of the data are independent of
each other. However, Naive Bayes model is likely to work
efficiently in a situation where it involves detecting frauds and it
mainly targets categorical features into consideration. It involves
little training data and is relatively a computationally friendly
model, ideal for use in real life.

11. Isolation Forest

Specifically, Isolation Forest is an algorithm used to detect
anomalies its methodology is built on the principle of isolating
outliers by selecting features and splitting samples based on the
selection. It quantifies the average path length to ensure that highly
connected nodes with unrelated connections are easily detected. Of
the current methods, Isolation Forest can efficiently locate outliers
and anomalies in higher dimensional data sets; because of this
reason, implementing Isolation Forest method could be considered
for credit card fraud detection.

I11. One-Class SVM

1-Class SVM s a variation of the standard SVM that has been
developed for the purpose of detecting outliers. It learns the
classification hyperplane that is capable of differentiating normal
data points from the outliers in the high dimensional space. One-
Class SVM is particularly beneficial when working with
imbalanced datasets; a type of model that can easily help flag
fraudulent transactions as samples that are significantly different
from the majority of other transactions [14].

1V. Genetic Algorithms

Genetic Algorithms are generally categorized under optimization
algorithms that mimic the nature selection and other evolutionary
processes. They go through a process of selection, crossover and
mutation of the solutions in a population towards an improved
predefined objective function. The Genetic Algorithms can be used
for feature selection, model and its hyperparameters optimization
and ensemble construction in fraud detection.

V.Auto Encoders

Autoencoders are machine learning models implemented as neural
networks with the objectives of encoding the input features into a
compact code and then decoding it back into the original input
representation. Also, for fraud detection autoencoders used in the
anomaly detection model can be trained to efficiently detect
anomalies within transactions patterns that it has learned. Among
the autoencoder types, they are the most suited for complex
relations recognition and anomalies detection in subspaces of the
combining dimensional space [15].

4.5 Anomaly Detection Techniques

Anomaly detection can be defined as the process of identifying the
data points or records which are different or unusual from the
remaining records within the data set [16]. Outlier analysis is
potentially a widely used tool in the recognition and prevention of
fraudulent transactions in credit card data sets. Some of the
methods used in this kind of anomaly detection includes the
process of searching for patterns and anomalies that are far far way
from certain pre specified norms or even behaviors that are
considered to be normal and these are usually taken as indications
of possible fraud occurrences[17][18]. Abnormalities in the
transaction made by credit cards could take many forms: it would
be unusual, the place where the transaction occurred would be
unexpected, and the time at which the transaction took place would
be ill-timed in relation to the cardholder’s normal usage patterns.
In the case of such transactions, the use of statistical, machine
learning or data-mining analytics on the transactional data as and
when the data it generates is planned is aimed at being marked for
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review with help of the anomaly detection algorithms [8][19].
With regard to anomaly detection itself, it is possible to employ
some of the original statistical methods that are thousands of years
old, such as thresholding on statistical measures. This capability
highlights value-added measurement quantities (such as ratios,
percentages, or normalized scores and differences in that regard i.e.
z-scores or deviations from the mean) that can successfully find,
for example, the presence of anomalies/outliers in magnitudes or
frequencies[20]. These methods are easy to implement and quickly
compute the results as compared to the other methods of regression
analysis. However, they heavily depend on distributional data
properties, and as such, can probably do not adapt so well to the
dynamic and evolving fraud methods[21]. By adding the new
machine learning features, the detection of anomalies is far more
robust and flexible and reaches far beyond previous evolving
methods. Other techniques such as one-class SVM and isolation
forests and K-means clustering, try to discover and model regular
transactions relative to definitions of ‘normal’. As a result of this
duplication evaluation, they are able to identify the peculiarities
which stem from these models.

These techniques can be very powerful in situations where data are
difficult-to-define and are high-dimensional because they
incorporate the capacity to learn and detect sophisticated and
intricate relationships that signal fraud [9][22].Auto-encoder is
most useful in fraud detection under deep learning techniques
mainly applied to the detection of anomalies. Autoencoders encode
the input data (transactions) in such a way as to reduce
dimensionality, and then decode it to learn to replace the “normal”
data. Whenever an anomalous transaction input is received the
error of input increases notably portraying a fraud input future. The
method is an excellent indication of complex high level fraud
scams that cannot be detected with other simpler technique known
as anomaly method [10][23].

However, effective anomaly detection systems have to be dynamic
to grasp with other levels of the progression of the fraudulent
modus operandi [24]. They learned that it amounts to dealing with
strongly skewed data where the overwhelming majority, in fact,
99.9 percent of the transactions are not fraudulent, they need to be
ready for the new kind of fraud they want to detect at any time. In
order to solve these problems, new processes are created
specifically to help students overcome these obstacles. Moreover,
methods such as, models that continue to develop with the new
data, namely adaptive learning and the ensembling [25][26]
technique applied specifically to the anomaly detection methods
are also integrated together.

5. Conclusion

The experience of exploring the field of credit card fraud detection
in general with respect to data science approaches has been
informative as well as exciting. This represents the ongoing
advancement in effort to strengthen the ways which safeguard
consumers and institutions from the constantly evident risk of
fraudulent activities commonly associated with financial
transactions. In this project, various models starting from classical
statistical treating logistic regression, a solid foundation of
machine learning algorithms, to innovative deep learning models
including neural networks have been tested comprehensively. This
has given a clear and detailed look at the varying approaches taken
to detect fraud and a sunset review of their strengths and
weaknesses. The conclusion drawn in this study raises a rather

critical issue of the importance of using enhanced data handling
methodologies that include deep learning and anomaly detection
for combating fraudulent transactions. These improved accuracy
and precision, coupled with precision, recall, and F1 score metrics,
demonstrate how these methodologies’ performance is more
advanced in identifying accidental and complex patterns or
abnormalities within the transactions hence improving on the fraud
detecting efficacy. It is necessary to note that the use of such
cutting-edge approaches has pragmatic analogues in more
conventional approaches, including logistic regression and
decision trees, which remain highly valuable for solving actual
problems in some cases due to their interpretability and
computational efficiency. It is however important at this stage to
acknowledge that as with any research in credit card fraud
detection there are inherent risks and constraints in the process.
Concerns like data pool bias, skewed classes, and computational
limitations still rise as essential topics that require more discussion
and enhancement. Using fraud detection technologies has legal,
ethical, and privacy concerns, which, again, should not be
overlooked, and specific actions should be taken to avoid negative
impacts and maintain high levels of responsibility.
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