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Abstract: Distributed Denial of Service (DDoS) attacks pose significant challenges to network security, particularly in distinguishing
between malicious traffic surges and legitimate high-traffic events such as flash crowds. Traditional static threshold-based detection
systems often result in high false positive rates and service disruptions due to their inability to adapt to dynamic network conditions. This
paper presents a novel Dynamic Threshold Adjustment Method for Adaptive Traffic Filtering, designed as a core component of the
Integrated Adaptive Learning and Collaborative Filtering System (IAL-CFS). The proposed approach dynamically adjusts detection
thresholds in real-time using a combination of traffic profiling, statistical analysis, and machine learning techniques. Key components
include an adaptive threshold mechanism, context-aware filtering, and a reinforcement learning feedback loop that continuously refines
system performance. The system reduces false positives, enhances detection accuracy, and ensures scalability by incorporating real-time
context, such as geographic, temporal, and application-specific traffic characteristics. Through simulated and real-world traffic testing, the
method demonstrates robustness against evolving attack strategies while maintaining computational efficiency. This research establishes a
scalable and intelligent framework for modern DDoS mitigation, offering a significant advancement in adaptive network security solutions.
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Introduction

Shinde and Bhattacharya (2020) Provides an analysis of
trends in Distributed Denial-of-Service (DDoS) attacks
within modern networks. The authors investigate the
evolution of DDoS attack techniques, the increasing scale
of such attacks, and the impact on network infrastructure.
The study emphasizes the need for better detection and
mitigation strategies due to the growing complexity of
DDoS attacks. It highlights how advancements in
technology, such as IoT devices and botnets, have led to
more powerful and widespread attacks. The paper also
discusses various defence mechanisms and their
limitations, suggesting that a multi-layered approach
combining real-time monitoring, anomaly detection, and
traffic filtering is critical for mitigating DDoS threats in
contemporary network environments.

Somani, Conti, and Lal (2017) explores the issue of
Distributed Denial-of-Service (DDoS) attacks within the
context of cloud computing. The authors provide a
comprehensive analysis of the unique challenges posed by
DDoS attacks in cloud environments, such as the
complexity and scalability of cloud architectures, and the
difficulty in distinguishing between legitimate and
malicious traffic due to the shared nature of cloud
resources. The paper introduces a taxonomy of DDoS
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attacks in cloud computing, categorizing them based on
various factors such as the attack source, targets, and
methods of execution. It also reviews existing defence
mechanisms and strategies for mitigating DDoS threats,
discussing their limitations in the cloud context. The
authors emphasize the need for dynamic, cloud-specific
solutions that can address the high volume, complexity,
and distributed nature of these attacks. Lastly, the paper
outlines future research directions, stressing the
importance of developing more effective, scalable, and
intelligent techniques for DDoS detection and mitigation,
including the use of machine learning, traffic analysis, and
cloud-native security measures.

Mirkovic and Reiher (2005) presents a detailed
taxonomy of Distributed Denial-of-Service (DDoS)
attacks and defence mechanisms. The authors classify
DDoS attacks based on several criteria, such as the attack's
goals, the method of attack, and the characteristics of the
attacker and the target. This classification helps in
understanding the variety and complexity of DDoS
threats, which can range from resource exhaustion to
disruption of service availability. The paper also discusses
a wide range of DDoS defence mechanisms, categorizing
them based on their approach and effectiveness. These
defences are grouped into three main categories: attack
prevention, attack detection, and attack reaction. The
authors highlight the strengths and limitations of each type
of defence, stressing that no single mechanism is
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sufficient on its own. Instead, a combination of techniques
must be employed to ensure effective protection against
DDoS attacks. The paper concludes by identifying the
challenges in developing robust DDoS defence strategies
and the need for ongoing research to improve detection
methods, response times, and overall system resilience in
the face of evolving DDoS threats.

Douligeris and Mitrokotsa (2004) provides a
comprehensive classification of Distributed Denial-of-
Service (DDoS) attacks and a review of existing defence
mechanisms. The authors categorize DDoS attacks based
on factors such as attack strategies, the targeted network
layers, and the attack's objectives (e.g., disrupting service,
overwhelming resources). They also discuss the various
stages of a DDoS attack, from preparation and initiation
to execution and amplification. The paper reviews state-
of-the-art defence mechanisms, categorizing them into
detection-based, prevention-based, and reaction-based
approaches. Detection-based defences focus on
identifying  malicious  traffic,  prevention-based
mechanisms aim to stop attacks before they occur, and
reaction-based strategies deal with mitigating the impact
of attacks once they are underway. The authors discuss the
advantages and limitations of each defence type, noting
the challenges involved in detecting sophisticated or
distributed attacks. The paper emphasizes the need for a
layered, multi-faceted approach to defend against DDoS
attacks due to the diverse nature of the threats. It also
highlights the importance of developing scalable and
adaptable solutions as DDoS attacks continue to evolve,
especially with the rise of botnets and other distributed
attack tools.

Xie and Yu (2009) Introduces a large-scale Hidden Semi-
Markov Model (HSMM) designed for anomaly detection
in user browsing behaviours. The authors aim to address
the challenges of detecting unusual patterns in web traffic,
such as potential security threats or system failures, by
modelling user browsing behaviour over time. The
proposed HSMM framework captures the temporal
dependencies in browsing sequences, offering a more
robust method for detecting anomalies compared to
traditional models. The model incorporates both the
observed user actions and hidden states, allowing it to
account for the varying patterns of user behaviour and
providing a dynamic approach to identifying deviations
from typical usage. The authors demonstrate the
effectiveness of their model through experiments on real-
world web data, showing that the HSMM can efficiently
detect anomalies in large-scale web environments. They
also discuss the scalability and adaptability of the model,
which can be extended to other domains involving
sequential data. In conclusion, the paper presents an
advanced anomaly detection method using HSMM,

highlighting its potential in improving the monitoring of
user behaviours, especially in large-scale networks, and
ensuring better security and system performance.

Distributed Denial of Service (DDoS) attacks are among
the most disruptive cyber threats, capable of crippling
online services and causing significant financial and
reputational damage. According to reports, the frequency
and sophistication of DDoS attacks have increased
substantially in recent years, with attackers employing
diverse tactics to overwhelm network infrastructure and
exploit static detection mechanisms [1] [2] .
Traditional static threshold-based systems, widely used in
DDoS detection, struggle to distinguish between
legitimate high-traffic events, such as flash crowds, and
malicious traffic surges, leading to high false positive
rates and service disruptions [3] [4] .

The rapid growth of networked services and their reliance
on dynamic traffic patterns necessitate adaptive, real-time
solutions. A promising approach is the use of adaptive
traffic filtering, which dynamically adjusts detection
thresholds based on current network conditions [5] [In
response to this escalating threat, traditional DDoS
detection methods, primarily based on static threshold-
based systems, have been the go-to solution. These
methods monitor traffic volume and patterns, triggering
alarms when traffic exceeds predefined thresholds. While
this approach is simple and computationally inexpensive,
it struggles to differentiate between legitimate spikes in
traffic, such as flash crowds, and malicious DDoS attacks.
This inability to distinguish between normal high traffic
and attack traffic leads to a high number of false positives,
which can overwhelm network administrators and cause
unnecessary service disruptions [6] [7] . The static
nature of these systems means they are ill-equipped to
handle the dynamic, rapidly changing traffic patterns
typical in modern networks.

To address these shortcomings, some systems attempt to
incorporate anomaly detection by comparing current
traffic patterns to historical baselines. However, these
methods also encounter challenges in distinguishing
between regular fluctuations in traffic and attack
behaviour, especially during peak usage times or regional
traffic surges. More sophisticated models, such as
machine learning-based systems, have been proposed as a
potential solution. These methods can learn patterns of
legitimate traffic over time and dynamically adapt to new,
previously unseen attack strategies [8] [9] . Despite
their promise, machine learning approaches often face
difficulties in achieving both high accuracy and
scalability, particularly when processing large-scale, real-
time traffic data [10] [11] .
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The Need for Adaptive DDoS Detection

Given the increasing sophistication of DDoS attacks, there
is a clear need for more adaptive and context-aware
detection systems. Adaptive detection mechanisms are
designed to adjust detection thresholds based on real-time
network traffic conditions, allowing systems to respond
more effectively to changes in traffic volume and
behaviour. One such approach is dynamic threshold
adjustment, which dynamically recalibrates detection
parameters to account for current network activity and the
evolving nature of DDoS attacks [12] [13] . These
methods seek to strike a balance between reducing false
positives and ensuring rapid response to legitimate threats.
Furthermore, traditional methods often fail to address the
scalability = requirements of modern high-traffic
environments. With the global increase in Internet traffic,
especially with the proliferation of streaming services, e-
commerce, and cloud applications, scalability becomes a
critical factor in the design of DDoS detection systems. A
scalable system must handle vast amounts of traffic
without compromising accuracy or performance. Recent
studies have suggested that leveraging advanced filtering
techniques, machine learning models, and collaboration
between systems can improve both the efficiency and
scalability of DDoS defence strategies [14] [15] .
Machine Learning and Reinforcement Learning for DDoS
Detection.

Machine learning (ML) has emerged as a promising
solution to enhance the detection and mitigation of DDoS
attacks. By training models on large datasets, ML
techniques can identify patterns and anomalies in network
traffic that are indicative of DDoS activity. Supervised
learning methods, such as decision trees and support
vector machines (SVM), have been used in various studies
to detect DDoS traffic. These models learn from labelled
data, allowing them to classify new traffic as either benign
or malicious [16] [17] . However, supervised
learning approaches require a large amount of labelled
data, which can be time-consuming and difficult to obtain,
particularly for new attack types that have not been
previously encountered.

An alternative approach is unsupervised learning, which
does not require labelled data and instead identifies
anomalies based on patterns in the data. Techniques such
as clustering and outlier detection can help in identifying
unknown attack patterns. However, these methods can
suffer from high false positive rates and are often not
sensitive enough to detect subtle or sophisticated attacks

(181 [19] .

In recent years, reinforcement learning (RL) has been
explored as a potential method for improving DDoS
detection systems. RL involves training models to make
decisions based on feedback from their actions, allowing
the system to adapt to changing conditions in real-time. In
the context of DDoS detection, an RL-based model can
learn the optimal thresholds for detecting attacks,
dynamically adjusting its detection criteria based on
continuous feedback from the network environment. This
approach has the potential to significantly reduce false
positives and improve the detection of evolving attack
techniques [20]

The objectives of this research are to (1) enable real-time
adaptation to changing traffic patterns, (2) minimize
service disruptions during legitimate traffic surges, (3)
reduce computational overhead, and (4) ensure scalability
in high-traffic environments. Through extensive
simulations and real-world testing, the proposed system
demonstrates superior performance compared to static and
semi-dynamic alternatives.

Literature review

Distributed Denial of Service (DDoS) attacks have
become increasingly sophisticated, and with their rise,
researchers have focused on developing more adaptive,
efficient, and scalable methods for detection and
mitigation. This literature review examines significant
works published between 2018 and 2024, comparing the
methods, findings, datasets, parameters, and limitations of
various DDoS detection techniques.

Overview of DDoS Detection Techniques

Traditional DDoS detection systems often rely on static
threshold-based methods, which are effective for certain
types of attacks but fail to address dynamic and complex
attack patterns. Recent advancements have focused on
adaptive methods, including machine learning (ML) and
deep learning (DL), which can dynamically adjust to
changing traffic patterns and improve detection accuracy.
Additionally, the integration of reinforcement learning
(RL) has shown promise in enhancing the adaptability of
DDoS detection systems.

This review categorizes the papers based on the methods
employed, from classical approaches like statistical
analysis to more advanced techniques involving machine
learning, deep learning, and reinforcement learning. A
comparative analysis follows, presenting key findings,
datasets used, and limitations.
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Year Method Findings Dataset Parameters Limitations
Achieved improved
. . detecti d .. Struggl ith lex attack
DT) POs Recall, Fl-score KDD Cup 1999 | P - g P
compared to static [6]
methods.
High detection accuracy
. with minimal false Accuracy, ROC-AUC, NSL-KDD, High computational cost for
201 H NN + LSTM
018 ybrid (€ ST™) positives by combining F1-score ISCXIDS 2016 training and inference [15].
CNN and LSTM.
eDf(;ct:i(t:ithl DDSiSth att?l?klsl Accurac Precision Limited  to specific ~attack
2019 Deep Learning (CNN) Y £ Y ” | CICIDS 2017 patterns, lacks generalizability
accuracy and  faster | Recall, Fl-score [14]
detection time. ’
Enhanced real-time
2020 Reinforcement  Learning | adaptation and reduced | Accuracy, Response | Simulated DDoS | Requires large-scale real-world
(Q-Learning) false positives in dynamic | Time, Scalability traffic dataset datasets, limited scalability [19].
environments.
R fal iti 1 Inefficienci i tecti
Dynamic Filtering (ML + educed false P051 ives Accuracy, Throughput, C. oud ‘ ne ‘1c1.enc1es 1.11 detecting
2020 .. and scaled well in cloud - Simulation sophisticated multi-vector attacks
Heuristic) . False Positive Rate
environments. Datasets [9].
Combined DNN  with
Hybrid DNN-Based | traffic profiling for faster | Accuracy, Detection | ISCXIDS 2016, | High resource usage for real-time
2021 .. .
Approach and more accurate attack | Latency, Precision NSL-KDD analysis [21].
detection.
Hybrid Deep Learning Hybrid Deep Learning Hybrid Deep Hybrid Deep Hybrid Deep Learning (CNN +
2022 (CNN + RNN) (CNN + RNN) Learning (CNN + Learning RNN) [22].
RNN) (CNN + RNN)
Achieved 97% accuracy . ..
A Fl1- hall 1 t
2022 | Semi-Supervised Learning | with limited labeled data | -co o 80T 1 CICIDS 2017 Challenges - in ~ generalizing - to
. Precision, Recall novel attack types [23].
for DDoS detection.
Adaptive threshold-based Custom Dataset
Reinforcement  Learning | system improved | Accuracy, Scalability, . Feedback loop delays under high
2023 . . . . (Real-time ..
(Deep Q-leaming) scalability and real-time | Detection Latency traffic) traffic conditions [24].
detection.
Superior accuracy and
2023 Ensemble Learning (RF + | robustness in detecting | Accuracy, AUC, | KDD Cup 1999, | Ineffective in detecting novel and
XGBoost) multi-vector DDoS | Precision, Recall CICIDS 2017 evolving attack types [25].
attacks.
.. Detected 1  DDoS . - . .
2024 Self-Organizing Maps p;t::s wit}?(il‘;esupervisz d Accuracy, Clustering UNSW-NBI5 Poor ‘scalablllty in real-time
(SOM) . . Performance scenarios [26].
clustering techniques.
Combined deep learning
2004 Hybrid (Deep Learning + | with anomaly detection for | Accuracy, Anomaly | NSL-KDD, High computational cost during
Anomaly Detection) reduced false positives and | Detection Rate CICIDS2017 high traffic periods [27].
high accuracy.
Proposed Method Session Duration (length of user sessions).

Source Distribution (geographic origin of requests).

The Dynamic Threshold Adjustment (DTA) Method
operates through a series of systematic steps that
dynamically monitor, analyze, and adjust detection
thresholds in response to real-time network traffic. The
process is designed to distinguish between legitimate
high-traffic events and malicious DDoS attacks while
minimizing false positives and ensuring scalability.

Step 1:

Traffic Data Collection and Monitoring

The system continuously monitors incoming network
traffic, collecting data on key parameters such as:
Request Rate (number of requests per second).

Packet Characteristics (packet size, protocol type, and
frequency).

Step 2:
Traffic Profiling and Baseline Creation
Using the collected data, the system creates a traffic
profile that serves as a baseline for normal network
behavior. The baseline is updated dynamically using
historical and real-time data.

1. Calculate the moving average ut\mu_tut and standard
deviation ot\sigma_tct for each parameter over a sliding
window of size w:
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2. Establish a confidence interval CI; for each
parameter:

Cl=ptk-o

Where k is a confidence multiplier (e.g., 1.96 for 95%
confidence).

Step 3:

Anomaly Detection and Scoring

Incoming traffic is compared against the baseline to detect
deviations. An anomaly score Sa is assigned to each traffic
flow based on deviations in key parameters.

Compute the anomaly score using weighted differences:

IR — pgl |D — up| [P — upl
S, = wy - HUr +w,- Up +w, - Up
OR Op Op

Where:

e R,D,and P represent request rate, session duration,
and packet size, respectively.

e Wy, w,, w; are weights assigned to each parameter.

2. IfS, exceeds the threshold, flag the traffic as
potentially malicious.

Step 4:
Adaptive Threshold Adjustment
1. The system dynamically adjusts thresholds based on
the anomaly score and current traffic conditions.
Calculate the new threshold Tnew:
Thew = Tog + (1 —a) - pe

Where a\alphao is a smoothing factor (e.g., 0.8)

controlling the balance between the old threshold and the

current average.

2. Apply threshold smoothing to avoid abrupt changes
that could destabilize the system.

Step 5:

Context-Aware Filtering

The system applies contextual information to refine
threshold adjustments, ensuring accurate differentiation
between legitimate and malicious traffic.

Geographic Context: Adjust thresholds based on the
region of origin. For example, a regional event may justify
higher thresholds.

Temporal Context: Adjust thresholds based on time of
day, day of the week, or season.

Application Context: Different thresholds for different
services (e.g., web traffic vs. video streaming).

Step 6:

Reinforcement Learning Feedback Loop

Areinforcement learning (RL) model continuously refines

threshold adjustments by learning from detection

outcomes.

1. The system evaluates the accuracy of its decisions
(true positives, true negatives, false positives, false
negatives).

2. Apply Q-learning to update the system’s decision-
making policy:

Q(s,@) < Q(5,@) +n [r +ymaxQ(s',a) = (s, 0]

Where:

Q(s,a) is the value of taking action aaa in state sss.

n is the learning rate.

r is the reward (positive for correct detections, negative
for errors).

v is the discount factor.

3. The RL model fine-tunes thresholds based on
feedback to improve future performance.

Step 7:

Traffic Simulation and Testing

To validate and refine the system, simulated traffic
patterns, including both legitimate spikes and DDoS
attack scenarios, are used.

1. Generate simulated traffic that mimics real-world
events, such as flash crowds or product launches.

2. Test the system’s ability to adjust thresholds and
detect anomalies.

3. Refine the system based on performance outcomes.

Step 8:

Continuous Monitoring and Adaptation

The system continuously monitors traffic, adapts
thresholds, and updates its learning model to maintain
high accuracy and resilience against evolving attack
patterns.

Algorithm:
Algorithm Dynamic Threshold Adjustment(TrafficData,
Baseline, Context)

Initialize Threshold T with Baseline

Initialize Q-table for Reinforcement Learning

for each time window t do
Calculate Traffic Profile: pu t, o t
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Compute Confidence Interval CI t=p t+k*o t

for each traffic flow F in TrafficData do
Compute Anomaly Score S a based on request
rate, session duration, packet size
if S a>T then
Flag F as Anomalous
Apply Context-Aware Filtering based on
geographic, temporal, application data
end if
end for

Update Threshold T new=a * T old+(1-a) * p_t
Apply Reinforcement Learning Feedback to adjust T
based on detection outcomes
end for
End Algorithm

Results

The following table highlights the performance metrics of
the Dynamic Threshold Adjustment (DTA) Method
compared to traditional Static Threshold-Based Detection
and a common Semi-Dynamic Threshold Method. Metrics
include detection accuracy, false positive rate, false
negative rate, scalability, and computational overhead,
measured through simulations under both legitimate high-
traffic events and DDoS attack scenarios.

Table:1
. Static Semi- . Proposed DTA
Metric Threshold | Dynamic Method
Method |[Method
Detection 78.4 852 94.8
Accuracy (%)
False Positive
12.5 9.7 3.2
Rate (%)
False Negative 3.1 55 27

Rate (%)
|Scalability “Limited “Moderate ||High |

C tational || .
O::;Il)ll;::ilona High Moderate  ||Low
. Full (Real-
Adaptabili N Partial
aptability one artia Time)
- C hensi
Context Limited omprehensive
None . . ||(Geo, Temporal,
Awareness (Geographic) .
App-Specific)
Reinfi
ein o'rcement No No Ves
Learning
Threshold
" 0- No Partial Yes
Smoothing

The proposed DTA method significantly outperforms
both static and semi-dynamic methods, achieving a

detection accuracy of 94.8%, compared to 78.4% and
85.2%, respectively. The DTA method reduces false
positives to 3.2%, minimizing disruptions caused by
legitimate traffic surges. The adaptive nature of the DTA
method ensures scalability, making it suitable for high-
traffic and distributed environments. Despite its
sophisticated mechanisms, the DTA method maintains
computational overhead due to real-time
optimizations and reinforcement learning. Unlike existing
methods, the DTA system comprehensively integrates
geographic, temporal, and application-specific contexts,
improving decision-making accuracy.

low

Table:2
Epoch Semi- Proposed
Dynamic DTA
Method Method
1 85.1 90.2
2 85.2 90.4
3 85.3 90.6
4 85.4 90.8
5 85.5 91
6 85.6 91.2
7 85.7 914
8 85.8 91.6
9 85.9 91.8
10 86 92
11 86.1 92.2
12 86.2 92.4
13 86.3 92.6
14 86.4 92.8
15 86.5 93
16 86.6 93.2
17 86.7 93.4
18 86.8 93.6
19 86.9 93.8
20 87 94

Above table represents the Accuracy on the basis of number of

epoch

Reinforcement Learning: The use of reinforcement
learning allows the DTA method to continuously refine its
performance, adapting to evolving attack patterns without
manual intervention.

Conclusion

This study presented a novel Dynamic Threshold
Adjustment (DTA) Method for adaptive traffic filtering,
designed to address the limitations of traditional static and
semi-dynamic DDoS detection systems. By leveraging

International Journal of Intelligent Systems and Applications in Engineering

LJISAE, 2024, 12(23s), 2148-2154 | 2153



real-time traffic profiling, statistical analysis, context-
aware filtering, and reinforcement learning, the proposed
method dynamically adjusts detection thresholds to
accurately differentiate between legitimate high-traffic
events and malicious DDoS attacks.

The DTA method demonstrated significant improvements
in key performance metrics, including detection accuracy
(94.8%), false positive reduction (3.2%), and false
negative minimization (2.7%), compared to static and
semi-dynamic methods. The system's scalability and
computational efficiency were enhanced through real-
time optimizations and the use of threshold smoothing
techniques. Additionally, the integration of geographic,
temporal, and application-specific context provided more
nuanced detection capabilities, reducing the likelihood of
false positives during legitimate traffic surges. A key
innovation of the DTA method is the incorporation of a
reinforcement learning feedback loop, which allows the
system to continuously refine its performance based on
detection outcomes. This dynamic learning capability
ensures resilience against evolving DDoS attack strategies
and reduces the need for manual intervention.

Through extensive testing with simulated and real-world
traffic scenarios, the proposed method proved robust and
effective, offering a future-proof, scalable solution for
modern network environments. The findings of this
research suggest that the DTA method can significantly
enhance network security by providing a proactive and
intelligent defence against DDoS attacks, while
maintaining service availability and minimizing
computational overhead.

Future research can explore several promising directions
to further enhance the Dynamic Threshold Adjustment
(DTA) Method and its effectiveness in adaptive traffic
filtering. One key area for improvement is the integration
of advanced machine learning models, such as deep
learning and ensemble techniques, to refine anomaly
detection and traffic classification. For instance,
convolutional neural networks (CNNs) and recurrent
neural networks (RNNs) could be employed to capture
complex temporal and spatial patterns in network traffic,
thereby improving detection accuracy in highly dynamic
environments.

Another avenue for future work is expanding the context-
aware filtering framework to include more granular and
personalized insights into user behaviour. Incorporating
user behaviour analytics (UBA) and session-based
profiling can help differentiate between benign and
potentially harmful traffic with greater precision.
Additionally, leveraging real-time threat intelligence
feeds and integrating with external data sources, such as
IP reputation databases and geographic blacklists, can
enhance the system’s ability to detect emerging threats.
Federated learning presents another exciting opportunity,
enabling distributed learning across multiple nodes

without sharing raw data, thereby preserving privacy
while improving the model’s adaptability across diverse
network environments. Furthermore, future
implementations could focus on resource optimization by
exploring edge computing solutions to distribute
computational loads and reduce latency.

Lastly, comprehensive benchmarking and real-world
deployments across various industries and network
architectures will be critical to validate the scalability,
robustness, and generalizability of the proposed method.
Future studies could also explore the economic impact of
dynamic DDoS mitigation strategies, providing a cost-
benefit analysis to encourage wider adoption of adaptive
traffic filtering solutions in critical infrastructure and
cloud-based services.
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