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Abstract : It is critical for modern organisations to understand how cybersecurity measures 

have evolved and how effective they are in this era of pervasive digital threats. This research 

delves deeply into the ever-changing field of cybersecurity, tracking its evolution from time-

honoured practices to cutting-edge, tech-driven strategies. Robust cybersecurity measures are 

required due to the complex cyber dangers that have been introduced by the digital age. Using 

a variety of organisational and industry-specific examples, this research traces the evolution, 

present state, and potential future of cybersecurity strategy. Finding out how cybersecurity 

measures have changed and how effective they are, where the gaps are, and how human 

behaviour, technology, and policy all interact is the main goal. This study expands upon a 

cybersecurity risk management framework by integrating a multi-layered approach that 

addresses threat identification, international information sharing, and executive training. The 

enhanced methodology prioritizes cyber threats based on probabilistic risk assessments, 

facilitates structured cyber intelligence exchange across borders, and implements adaptive 

training for key stakeholders. Results indicate that a structured, multi-tiered approach to 

cybersecurity significantly enhances organizational and national resilience, as demonstrated by 

improved response times and more targeted mitigation efforts. 
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1. INTRODUCTION 

Cybersecurity has become an essential 

component of both organisational strategy 

and national security in the modern digital 

landscape, where its significance has 

skyrocketed to an unprecedented level. The 

primary reason for this escalation is the 

growing dependence on information and 

communication technology (ICT) across a 

variety of domains,  including, but not 

limited to, the personal, commercial, and 

government contexts. A multitude of cyber 

dangers that offer major risks to data 

integrity, privacy, and business continuity 

have been introduced due to the excessive 

growth of digital technology, which has not 

only resulted in a transformation of the way 

in which organisations' operations are 

carried out.  

ICT in day-to-day live existence. An 

increase in the number of cyberattack 

incidents that target individuals, 

organisations, and governments has 

occurred as a result of the global 
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dependence on information and 

communication technology (ICT), as [1] 

points out. There are broader consequences 

for national security and economic stability 

as a result of these attacks, which are not 

confined to the theft of data or the loss of 

financial resources. In the current global 

scenario, the strategic use of information 

and communication technology (ICT) for 

the goals of national security by a number 

of different countries further emphasises 

the crucial nature of cybersecurity. A 

continual evolution of cybersecurity tactics 

is required because of the dynamic nature 

of cyber threats. The increased 

sophistication and frequency of 

cyberattacks are brought to light in [2], 

which calls for the implementation of new 

and proactive cybersecurity solutions. An 

approach to cybersecurity that is more 

reactive in nature is no longer adequate; 

rather, a strategy that is more proactive and 

adaptable is required in order to anticipate 

and neutralise new threats. In order to 

secure not just the digital infrastructure of 

organisations but also the privacy and data 

of individuals, it is essential to make this 

shift in attitude which is critical.  

The increasing significance of 

cybersecurity is further demonstrated by 

the fact that it is being incorporated into a 

variety of business domains, such as digital 

marketing. Discuss the influence that 

cybersecurity has had on digital marketing 

in [3], putting particular emphasis on the 

fact that security threats have 

simultaneously increased as a result of the 

greater usage of digital platforms for 

marketing. Regarding the protection of 

sensitive user information and the 

preservation of consumer trust, the study 

emphasises the importance of having a full 

grasp of cybersecurity within the realm of 

digital marketing. Growing awareness and 

legislative frameworks are being built all 

across the world, which is another 

indication of the growing significance of 

cybersecurity. The necessity of 

implementing stringent cybersecurity 

policies and laws to protect against cyber 

threats is being more recognised by 

governments and international 

organisations. A standardised approach to 

the management of cyber risks is ensured 

by this regulatory landscape, which not 

only assists organisations in the 

implementation of appropriate 

cybersecurity measures but also assures.  

2. Cybersecurity history: hacking & data 

breaches 

Whether it was on a website you use, 

someone hacked into your social media 

account, or you were the victim of malware 

on your personal or work computer, it is 

highly likely that you have experienced 

some kind of cybersecurity breach. If you 

have spent any amount of time online, you 

have undoubtedly faced some kind of 

cybersecurity breach. As of this moment, 

the vast majority of people who use the 

internet have been affected by cybercrime 

in some form or another. The internet is still 

a very young technology, despite the fact 

that we find ourselves heavily dependent on 

it. For instance, members of the Generation 

X generation are able to vividly recall a 

period of time when there was no public 

internet, email, or Facebook (although 

computers used by the government and the 

military did use an early form of the internet 

in the 1970s). Even the early hackers are 

probably still remembered by many [4]. 

Over the course of their lives, a significant 

number of people have witnessed the 

advent of the internet. This demographic is 

not insignificant.  
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As a result, the whole picture is quite 

astounding when one considers the 

exponential expansion and development of 

the internet, cybercrime, and cybersecurity 

over a relatively short period of time. 

Although it may appear that cybersecurity 

and computer hacking are topics that are 

always being discussed in today's world, it 

may come as a surprise to consider how 

recent both of these types of developments 

actually are. You don't have to travel very 

far in order to get to the beginning, where 

college students and cereal whistles were 

involved. Since that time, the 

improvements have been progressing at a 

rate that is steadily reaching new heights 

[5]. As we continue to explore the history 

of the arms race between hacking and 

cybersecurity, let's take a look at some of 

the more noteworthy occurrences that have 

occurred.  

Who was the first hacker? 

According to the rules, the first cyberattack 

happened in 1834 in France. By breaking 

into the French Telegraph System, two 

criminals obtained data related to the 

financial markets. Things didn't heat up 

until 1940, though, when other "hackers" 

surfaced to cause problems with wireless 

telegraphy and phone service. The first 

ethical hacker was René Carmille in 1940. 

During the Nazi occupation of France, he 

was an adept punch-card computer and a 

member of the Resistance. The computers 

utilised for data processing by the French 

Vichy regime belonged to him. The Nazis 

were using the machines to hunt down 

Jews, which he found out about, so he 

offered to let them use his equipment. They 

fell for his bait, and he exploited their 

vulnerability to hack into their system and 

thwart their plans [6]. The first computer 

passwords were set up by MIT in 1962 to 

guarantee students privacy and to limit their 

computer use. A student at MIT named 

Allan Scherr developed a punch card that 

would cause the computer to print out every 

password on the system. He shared them 

with his buddies and used them to increase 

his computer time. They went to the next 

level by breaking into their teacher's 

account and tormenting them through texts 

[7].  

The University of Washington Computer 

Centre is thought to have used the first 

computer virus in 1969. One of the PCs had 

software that became known as the 

"RABBITS Virus" installed by an 

anonymous user. It all started when the 

application started copying itself till it 

crashed the machine. Many people consider 

Kevin Mitnick to be the first cybercriminal. 

Mitnick gained access to some of the 

world's most protected networks, such as 

Motorola and Nokia, between 1970 and 

1995. He broke into the companies' internal 

computer systems by using elaborate social 

engineering tactics to deceive high-ranking 

employees into giving him access 

credentials. The FBI took him into custody 

and charged him with multiple federal 

offences. Mitnick worked as a 

cybersecurity expert and writer after 

serving his sentence [8].  

What was the start of cybersecurity? 

There is no doubt that the history of 

cybersecurity is fascinating. It is said to 

have begun in 1971 when BBN computer 

programmer Bob Thomas, in an effort to 

test security, produced and released a virus. 

It wasn't nasty, but it did show where "the 

internet" had security holes. A Scooby Doo 

villain named "Creeper" inspired the virus's 

architecture, which allowed it to spread 

throughout ARPANET (Advanced 
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Research Projects Agency Network), the 

precursor to the internet as we know it 

today. Defence Department officials in the 

United States created ARPANET.  

Thomas intended for the computer worm to 

be an innocent, self-replicating experiment. 

Although it was meant to demonstrate how 

mobile apps function, it ended up 

corrupting the DEC PDP-10 mainframe 

computers at Digital Equipment 

Corporation and interfering with the linked 

teletype computer screens. To the users, the 

screen displayed nothing but the words "I'm 

the creeper, catch me if you can!" Because 

of this, Thomas's coworker Ray Tomlinson 

developed the Reaper Program. The 

creature resembled the creeper. Finding 

more instances of the Creeper, it travels the 

web duplicating itself. In order to render the 

clones powerless, it logs them out once it 

finds them. Attempting to create 

cybersecurity with The Reaper resulted in 

the first antivirus software program.  

What is the importance of cybersecurity 

in the modern internet age? 

With the internet playing such an integral 

role in our daily lives and with the reliance 

of most businesses and government 

organisations on it for record storage and 

operations, cybersecurity has become a 

serious concern. Nearly every significant 

organisation, as well as the vast majority of 

medium and large firms, employs or 

contracts with cybersecurity experts. We 

can't do without it anymore. Dangers have 

multiplied in tandem with the expansion of 

the internet. Cybersecurity aids in 

defending governments, organisations, and 

individuals against malicious actors who 

aim to unlawfully access networks and 

cause chaos by:  

● Viruses 

● Phishing 

● Man in the middle attack 

● Password breach 

● Denial of Service attack 

● SQL Injection 

● Ransomware 

Computers and other digital devices, 

including smartphones and tablets, are 

vulnerable to these types of attacks. 

Users' financial, employment, and 

email accounts, among other sensitive 

areas, can be compromised if they fall 

for their scams [9]. Theft of personal 

information, including names and 

addresses, might result from their 

infiltration of computer systems.  

Experts in cybersecurity are nowadays 

the unsung heroes of the IT industry. 

Businesses, nonprofits, government 

institutions, and people all offer a wide 

variety of roles in the subject. What 

they can do is  

● Ethical hackers 

● Source code auditors 

● Security architects 

● Computer crime investigators 

● Security consultants 

● Cryptographers 

● Security analysts 

Cybersecurity is a growing field with many 

prospects for students interested in 

computer science. 
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When did ethical hacking start? 

In 1995, IBM VP John Patrick coined the 

term "ethical hacking" for the first time. 

Although Patrick did not invent the 

technique, he did provide it with a name and 

an audience.  

There was a time when hackers weren't 

stereotyped as bad guys. In the 1960s, the 

word was used by engineering students to 

describe several approaches to improving 

the efficiency of systems and devices. The 

original hacking practices were really more 

similar to ethical hacking.  

Personal computers exploded in popularity 

and usage during the '80s and '90s. Hackers 

with ill intentions were interested in the 

computer programs used to maintain 

private records and personal information. 

These individuals, known as "black hat 

hackers," turned into cybercriminals and 

intruders. They broke into people's 

computers, deleted files, stole information, 

and blackmailed companies into paying 

them big bucks using their hacking skills. 

In response to malicious cyber activity, 

"white hat" hackers have surfaced. In their 

role as security experts, these ethical 

hackers investigate the system for weak 

points and vulnerabilities. Then there are 

the "grey hat" hackers, who fall somewhere 

in the middle between the two extremes 

[10]. Government entities often engage in 

this kind of hacking on a national level to 

ensure their security. Nowadays, one can 

get credential in ethical hacking. In the 

realm of computers, it has grown into a 

massive industry.  

What is the largest data breach so far? 

After 2005, the largest data breaches ever 

recorded happened. Data breaches become 

more common and severe as organisations 

and governments shifted from paper to 

digital records and information.  

The number of data breaches reported by 

the Privacy Rights Clearinghouse in 2005 

was 136. Over 4,500 data breaches have 

been made public since then. But the 

figures are actually substantially higher, 

according to the experts. Cognyte has been 

recognised as the company with the biggest 

data leak to date. They said that more than 

5 billion records were compromised in a 

data breach. The database was exposed for 

four days, leaving 5,085,132,102 records 

accessible. These records included 

information such as:  

● Name 

● Email address 

● Password 

● Data source 

 

2. LITERATURE REVIEW 

Historical Overview of Cybersecurity 

Measures in Organizations 

A path that has been distinguished by 

growing problems and sophisticated 

solutions to an ever-changing threat 

landscape have been reflected in the 

historical evolution of cybersecurity 

measures in organisations. It is necessary to 

continually adjust cybersecurity methods in 

order to keep up with this evolution, which 

is strongly connected with the progression 

of technology and the concomitant rise in 

cyber threats. The worries regarding 

cybersecurity were relatively restricted in 

the early phases of the introduction of 

digital technology. The primary focus of 

these issues was on providing fundamental 

protection against viruses and unauthorised 

access. The expansion of the internet and 

the growing reliance on digital platforms 
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for commercial activities, on the other 

hand, contributed to a major transformation 

in the landscape, as pointed out in [11]. A 

new era of cyber dangers has begun as a 

result of this transformation. These threats 

are characterised by attacks that are more 

sophisticated, such as malware, phishing, 

and zero-day exploits. Cybersecurity in 

organisations is facing major problems as a 

result of the exponential growth in both the 

complexity and frequency of these attacks.  

There have been many different approaches 

taken in response to these ever-changing 

dangers. To safeguard their digital assets, 

organisations have been required to devise 

and put into action a wide variety of 

cybersecurity precautions. Threat detection 

and response systems, advanced firewalls, 

encryption methods, and secure passwords 

are some of the steps that are included in 

these precautions. The development of 

proactive techniques that have the ability to 

defend against known threats, as well as 

foresee and mitigate potential future 

attacks, has become an increasingly 

important primary focus. The 

acknowledgement of cyber attacks as a 

major risk to national security and critical 

infrastructure was one of the most 

significant changes that occurred in the 

history of cybersecurity. A considerable 

increase in the number of cyberattacks 

occurred during the late 1990s and early 

2000s, as is discussed in [12]. This led to 

governments and international 

organisations developing comprehensive 

cybersecurity plans in response to the 

alarming trend. 

At this point in time, cybersecurity was 

recognised as a crucial component of both 

national and international security, whereas 

previously, it was considered a 

technological problem. Another factor that 

has played a role in the development of 

cybersecurity measures in organisations is 

the proliferation of regulatory frameworks 

and standards. Organisational methods to 

cyber risk management have been 

significantly influenced by these 

frameworks, which have the purpose of 

delivering standards for efficient 

cybersecurity activities. In order to 

guarantee a minimum level of security 

across a variety of industries, compliance 

with these standards has emerged as an 

essential component of organisational 

cybersecurity plans.  

In recent years, the focus of cybersecurity 

has grown to cover not only the protection 

of information and systems but also the 

resilience of organisations to cyberattacks. 

This expansion takes place in addition to 

the protection of information and systems. 

A rising realisation that while it is 

necessary to prevent attacks, it is equally as 

important to have the competence to 

respond to incidents and recover from them 

efficiently is reflected in this trend. The 

prevention, detection, reaction, and 

recovery of cybersecurity threats are all 

components of the modern cybersecurity 

strategies that involve a comprehensive 

approach. A dynamic and responsive sector 

that has evolved in unison with the 

developments in the technology world is 

revealed by a historical review of 

cybersecurity measures in organisations. 

The journey of cybersecurity illustrates the 

constant problem of protecting digital 

assets in a world that is becoming 

increasingly connected. There is a 

progression from simple virus prevention to 

full cyber risk management.  

The article [13] examined the development 

of risk assessment approaches in maritime 

transportation and classified them into 
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different categories. The authors of this 

study did not conduct a comprehensive 

analysis of the methods used for assessing 

cybersecurity risks, and they did not 

include threat modelling approaches. This 

is a significant distinction between our 

study and this one. On the other hand, it 

offered an SLR related to threat modelling 

in cybersecurity, albeit it did not 

specifically focus on the marine area. In 

order to fill this void and offer a more 

comprehensive grasp of the subject matter, 

the purpose of our literature analysis is to 

broaden the scope of the investigation to 

include synonyms for risk assessment or 

threat modelling.  

In addition, they discovered critical 

deficiencies in marine cybersecurity, 

bringing to light the absence of real-time 

data on cyberattacks and the inadequate 

attention paid to the economic 

repercussions of incidents of this nature. 

[14] offered a classification of cyberattacks 

that are special to the marine industry. The 

classification highlighted the 

vulnerabilities of vital systems that affect 

ship navigation, as well as the necessity of 

structured security training. The 

development of a marine cyber risk 

checklist, which highlighted the significant 

degree of digitalisation in the maritime 

domain, was one of the contributions that 

was made to the subject in article [15]. A 

thorough blueprint for more effective rules 

that address these issues was offered in 

[16], which included a critical analysis of 

the existing maritime cybersecurity 

recommendations and proposal of a 

comprehensive outline. The article [17] 

centred its attention on the consequences 

that Industry 4.0 has had on the marine 

industry, illuminating the disruptive 

implications that digital transformation has 

had on cybersecurity in this sector.  

The necessity of an SLR for threat 

modelling and risk assessment in ship 

cybersecurity is a result of a number of 

variables that have been emphasised in a 

number of studies. To begin, new 

vulnerabilities have emerged as a result of 

the growing reliance on cyber–physical 

systems and the increasing presence of 

digitalisation in the marine domain, as 

highlighted by [18]. Second, the existing 

body of literature, as demonstrated by [19], 

frequently concentrates on particular 

components or features of maritime 

cybersecurity. However, it does not provide 

a holistic perspective that incorporates 

threat modelling with risk assessment that 

is designed specifically for marine 

operations. In addition, the nature of 

cybersecurity risks in the marine realm is 

changing as a result of the introduction of 

MASS. This calls for a tailored approach to 

cybersecurity, which the existing body of 

literature has not yet effectively addressed. 

The gap in the synthesis and critical 

evaluation of existing methodologies and 

tactics in threat modelling and risk 

assessment, as shown by [20], further 

emphasises the necessity for an SLR. This 

gap is further evidence that an SLR is 

something that is required.  

3. METHODOLOGY 

A Holistic Approach to Cybersecurity 

Risk Management 

The widespread nature and significance of 

information technology to global security, 

economic activity, and everyday life makes 

risk management of this technology more 

challenging to oversee than other dual-use 

technologies. An additional difficulty is 

that important individuals do not have a 

common vocabulary to express their 
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worries or a common understanding of the 

dangers they face. While the governments 

of Russia and China worry about 

"information security" and the internet's 

potential to be used for political subversion, 

the United States and Europe are more 

concerned with cybersecurity, free 

enterprise, and civil freedoms. The phrase 

"cyber attack" is still not clearly defined, 

therefore it can include everything from 

minor online offences like defacement or 

phishing to major ones like the theft of 

millions of dollars' worth of electronic data 

or the damage of essential infrastructure. 

The use of cyber capabilities for military 

and national security reasons is a growing 

concern, and states are just now starting to 

think about the legal limits that come with 

it, particularly in international law.  

No nation, business, or individual can 

afford to spend an inordinate amount of 

time or money on security measures that 

will prevent every possible cyber attack 

from compromising their data, 

communications, or computer networks. 

While making decisions on cyber defence, 

each entity must prioritise, weigh tradeoffs, 

and make choices with the understanding 

that their choices will have an impact on 

others and that those decisions will have an 

impact on them as well. The decision to 

utilise cyber capabilities offensively for 

military, intelligence, economic, or 

political benefit is fraught with strategic 

and ethical issues for a wide range of 

players, both state and non-state. An 

important strategic consideration is the 

balance between the benefits of keeping a 

software vulnerability hidden to prevent its 

exploitation in the future and the risks of 

having it found and used by an adversary. 

Knowing that providing information can 

both reveal vulnerabilities and boost 

protection, these players must further 

consider how much information to share 

regarding cyber threats and vulnerabilities.  

The primary objective of this project is to 

establish a reliable cyber risk framework 

that allows stakeholders to identify, 

evaluate, quantify, and compare different 

types of cyber incidents. Organisational 

leaders and policymakers can utilise this 

approach to identify various cyber threats, 

determine the most dangerous forms of 

disruptive or exploitative attacks, and 

determine if sufficient protection, response, 

and recovery measures are in place. The 

second section of this initiative is devoted 

to the exchange of cyber information 

between nations and between other 

stakeholder groups in the US and 

elsewhere. Among its components is the 

creation and study of a database containing 

all existing international agreements for the 

sharing of cyber information. Although 

there is a rising number of international 

agreements to share cyber information, 

most of them only aim to share certain 

categories of information, with certain 

people, under certain conditions, and for 

certain purposes. As part of this endeavour, 

we will be looking into the extent to which 

nations are actually following through on 

their cyber information sharing pledges and 

what kinds of extra information sharing 

between prospective rivals and strategic 

partners could be advantageous for both 

parties.  

Thirdly, CISSM's cybersecurity work 

includes executive education programs that 

bring together academic experts, 

government officials from various 

agencies, businesses that require or provide 

cybersecurity services, and other interested 

parties to facilitate more fruitful 

discussions about minimising risks without 

sacrificing other values. The primary goal 
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of these initiatives is to assist the Japanese 

government in improving cybersecurity in 

preparation for the 2020 Tokyo Olympics 

by applying the CISSM risk assessment 

methodology to the task of priority setting 

and plan development. Through a thorough 

examination of attack vectors, this 

technique assesses the cybersecurity 

resilience of organisations with an 

emphasis on discovering, evaluating, and 

managing risks across various sectors. It 

takes a multi-pronged approach to 

bolstering organisations' resilience by 

looking at past data, ranking risks, 

analysing vulnerabilities across sectors, and 

measuring the effects of sharing knowledge 

and allocating resources.  

1. Threat Vector Identification and 

Risk Scoring This first step 

involves identifying the primary 

cyber threat vectors affecting 

different sectors, such as 

government, finance, and 

healthcare. Using historical data on 

cyber incidents, we classify threats 

including malware, phishing, 

ransomware, DDoS attacks, SQL 

injection, and insider threats. Each 

identified threat is given a 

preliminary risk score, ranging from 

0 to 100, based on factors like 

historical frequency, sector-specific 

vulnerabilities, and potential for 

disruption. This scoring system 

allows organizations to visualize 

and prioritize the threat vectors that 

pose the greatest risks to their 

sector. 

2. Cross-Sector Analysis of Threat 

Prevalence To understand the 

distribution and intensity of threats 

across sectors, a cross-sector 

heatmap analysis is performed. This 

matrix helps illustrate the 

prevalence of different cyber threats 

(e.g., malware, phishing) in each 

sector, highlighting both common 

and unique risks. For instance, the 

finance sector may show a high 

prevalence of phishing due to 

financial targeting, while the 

government sector may experience 

more ransomware attacks. This 

cross-sector view facilitates 

customized resilience-building 

strategies by identifying both shared 

and sector-specific cyber risks. 

3. Incident Response Time 

Assessment with Information 

Sharing A critical part of 

improving resilience is reducing the 

time taken to respond to cyber 

incidents. By implementing 

structured information-sharing 

protocols, organizations can shorten 

incident response times. This step 

compares response times before and 

after information-sharing 

frameworks were introduced. The 

data from this comparison shows 

that improved information-sharing 

practices contribute to faster, more 

effective responses, thereby 

enhancing resilience. 

4. Resource Allocation by Risk 

Category Cybersecurity resources 

are allocated based on the risk levels 

of different threat categories—

High, Moderate, and Low—derived 

from the initial threat vector risk 

scores. For example, high-risk 

threats receive a larger portion of 

the cybersecurity budget and 

resources, ensuring the most critical 

areas receive adequate attention. 

This targeted allocation enables 
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organizations to balance their 

defenses against the most pressing 

threats while maintaining overall 

resilience. A pie chart illustrating 

this allocation can serve as a guide 

to ensure that high-priority threats 

are sufficiently resourced. 

5. Ongoing Resilience Evaluation 

and Iterative Improvement 

Finally, a continuous assessment of 

resilience is conducted to evaluate 

the effectiveness of the risk 

management framework. Regular 

reviews of threat analysis, response 

protocols, and resource allocations 

provide feedback for improvement. 

This process allows organizations to 

adapt to evolving threats, adjust 

their resource distribution, and 

refine information-sharing 

practices. Continuous improvement 

strengthens organizational 

cybersecurity resilience by ensuring 

that strategies remain effective in 

the face of new or changing cyber 

threats. 

4. RESULTS AND DISCUSSION  

Risk Scores by Threat Type: This bar 

chart illustrates the risk scores for different 

types of threats, helping prioritize 

mitigation strategies based on the severity 

of each threat. 

 

 

Fig 1: Risk Scores by Threat Type 

Threat Prevalence by Sector: This 

heatmap shows the prevalence of various 

cyber threats across different sectors, 

highlighting the intensity and distribution 

of threat occurrences. 
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Fig 2: Threat Prevalence by Sector 

Incident Response Times Before and 

After Information Sharing: This bar chart 

compares the average response times 

before and after the implementation of 

structured information-sharing protocols, 

indicating improved response times. 

 

Fig 3: Incident Response Times Before and After Information Sharing 

Resource Allocation by Risk Category: 

This pie chart represents the distribution of 

resources allocated by risk level, showing 

how resources are prioritized based on the 

risk category. 
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Fig 4: Resource Allocation by Risk Category 

These graphs provide a visual overview of 

key insights from the enhanced 

cybersecurity methodology and can guide 

strategic decisions in cyber risk 

management 

 

5. CONCLUSION 

The extended methodology demonstrates 

that a holistic, structured approach to 

cybersecurity risk management—spanning 

risk assessment, information sharing, and 

training—can enhance digital resilience at 

both organizational and national levels. The 

results reveal that prioritizing threats, 

formalizing data-sharing agreements, and 

investing in specialized training programs 

result in better preparedness, quicker 

incident response, and enhanced 

international cooperation. This 

methodology offers a scalable model that 

can be adapted to address evolving cyber 

threats and provides a strong foundation for 

a resilient digital infrastructure amid 

increasing global interconnectivity. 
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