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Abstract: With the increasing prevalence of cyberbullying on social media, there is a pressing need for effective detection
methods that can handle the noisy, unstructured nature of online text. Traditional machine learning models often struggle with
the informal language, misspellings, and emoticons commonly used in cyberbullying messages. In this paper, we propose a
novel approach for detecting cyberbullying using Character-level Convolutional Neural Networks (Char-CNNs). Unlike
word-based models, the Char-CNN model operates at the character level, allowing it to effectively handle spelling errors,
intentional distortions, and the use of emojis. We evaluate the performance of Char-CNN on a publicly available social media
dataset and compare it with a traditional Word-CNN model. Our results show that Char-CNN outperforms the word-based
approach across key performance metrics, including accuracy, precision, recall, and F-measure. The model's ability to
generalize well in the presence of noisy data makes it a promising tool for real-time cyberbullying detection. Furthermore, we
discuss the limitations of the current model and future directions for enhancing its performance, particularly in detecting more
subtle forms of cyberbullying.
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1. INTRODUCTION cyberbullying detection systems typically rely on
pre-defined keywords or linguistic cues to identify
harmful content. However, these systems often fall
short when it comes to understanding the nuanced
and diverse ways in which cyberbullying manifests
online. Textual content in social media is often short,
unstructured, and riddled with spelling errors,
emoticons, abbreviations, and intentional distortions
aimed at evading detection [2]. This presents a
unique challenge for machine learning models,
which are typically built on a vocabulary-based
approach and often struggle to process this unclean,
informal text.

The widespread adoption of digital platforms and
social media has significantly transformed how
people interact and communicate. Unfortunately,
this shift has also given rise to a pressing societal
issue: cyberbullying. Defined as the use of digital
means such as the internet and mobile devices to
harass or harm others, cyberbullying has far-
reaching consequences for victims, including
emotional distress, mental health struggles, and even
self-harm or suicide in extreme cases [1]. Social
media platforms like Facebook, Twitter, and
Instagram, which offer a space for free expression
and interaction, are often the breeding grounds for An additional challenge arises from the complexity
such negative behavior. of detecting cyberbullying in the absence of clearly
defined, universally accepted criteria for what
constitutes bullying in an online context [3]. Many
cases involve subtle, indirect language, such as
sarcasm or veiled insults, making them difficult to
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Our research addresses these challenges by
proposing a novel approach to textual cyberbullying
detection using a Character-level Convolutional
Neural Network (Char-CNN) model. Unlike
traditional machine learning techniques, which
typically operate at the word level, the Char-CNN
model works directly with individual characters.
This character-based approach allows the model to
learn from smaller linguistic units, enabling it to
handle the diverse and unpredictable nature of
online language. By capturing the intricacies of
spelling errors, obfuscation, and symbol usage, the
Char-CNN model presents a more robust solution to
the problem of detecting cyberbullying on social
media platforms.

The primary goal of this study is to explore the
effectiveness of this Char-CNN model in identifying
instances of cyberbullying across a variety of real-
world social media texts, which are often messy,
inconsistent, and noisy. We hypothesize that by
operating at the character level, the model will
outperform traditional word-based approaches,
especially when faced with the challenges of
spelling mistakes and deliberate distortions.

2. LITERATURE REVIEW

Cyberbullying detection has emerged as a critical
research area due to the significant social,
psychological, and legal implications of online
harassment. Over the years, various approaches have
been proposed for detecting cyberbullying in textual
data, particularly on social media platforms. These
methods range from statistical models and machine
learning techniques to more advanced deep learning
models. In this section, we provide a comprehensive
review of existing studies and methodologies related
to cyberbullying detection, highlighting key
challenges and the evolution of solutions in this
domain.

2.1 Early Approaches to Cyberbullying Detection

Initial work in cyberbullying detection relied on
traditional statistical and machine learning methods
that focused primarily on textual features such as
keyword matching and basic linguistic cues. One of
the earliest efforts was by Reynolds et al. [4], who
employed machine learning techniques such as
decision trees to classify cyberbullying content.
Their system used labeled data to recognize bullying
messages, but its effectiveness was limited by its
reliance on surface-level features, which failed to
capture the complexity of online interactions.

Similarly, Xu et al. [5] explored the use of Support
Vector Machines (SVMs) with unigrams and
bigrams as features for bullying detection. Their
work achieved notable performance, with a recall of
79% and a precision of 76%, by considering simple
word-based features. However, these early methods
were hindered by the noisy and informal nature of
social media text, which often includes misspellings,
slang, and abbreviations. Consequently, they
struggled to generalize to more complex instances of
cyberbullying.

2.2 Feature-based Approaches and the Role of
Context

As researchers began to recognize the complexity of
detecting cyberbullying, they moved towards
incorporating more  sophisticated  semantic
features. For example, Nahar et al. [6] used Latent
Dirichlet Allocation (LDA) to extract semantic
features and incorporated TF-IDF (Term
Frequency-Inverse Document Frequency) values
and second-person pronouns as features for training
an SVM classifier. This work highlighted the
importance of considering the context of the text, a
key aspect that many earlier models had overlooked.
Dadvar et al. [7] further advanced this by including
not only unigrams and bigrams but also part-of-
speech (POS) bigrams and topic-specific unigrams
in their feature set, showing that more complex
feature sets improved detection accuracy.

Additionally, Kontostathis et al. [8] utilized the
bag-of-words model to examine commonly used
terms by cyberbullies. This approach helped identify
key words and phrases indicative of bullying
behavior. However, these models still had
significant limitations, as they were prone to false
positives and often failed to detect more subtle
forms of cyberbullying, such as sarcasm or indirect
insults.

2.3 The Shift to Deep Learning Approaches

The limitations of traditional feature-based methods
led to the exploration of deep learning models,
which can automatically learn relevant features from
large datasets without relying on hand-crafted
feature engineering. One notable approach was by
Agrawal and Awekar [9], who employed deep
learning to detect cyberbullying across multiple
social media platforms. Their work demonstrated
that deep learning models could effectively capture
the more dispersed features of bullying content,
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such as tone and context, that were difficult for
earlier models to recognize.

In a similar vein, Bu and Cho [10] proposed a
hybrid deep learning model that combined
Convolutional Neural Networks (CNNs) and
Long-term Recurrent Convolutional Networks
(LRCNS) to detect cyberbullying in social network
comments. Their model demonstrated promising
results by leveraging both spatial and temporal
features, suggesting that deep learning techniques
could offer a more powerful solution for analyzing
the nuanced and dynamic nature of social media
interactions.

2.4 Character-level Models and Addressing
Misspellings

A key challenge in cyberbullying detection is
handling the irregularities in social media language,
such as misspellings, intentional obfuscation, and
the use of emojis and emoticons. Researchers have
recognized that working with words or n-grams
alone is insufficient to capture these complexities. In
response, Waseem and Hovy [11] explored the use
of character n-grams, demonstrating that this
approach could outperform word-based n-grams by
reducing the impact of misspellings and variations
in spelling. This was a significant breakthrough in
overcoming one of the main limitations of previous
models, which struggled to detect bullying when
words were intentionally altered.

Further research by Al-garadi et al. [12] used
spelling  correction  techniques to address
misspellings, but this approach was criticized for
potentially altering the original intent of the
messages. In contrast, Zhang et al. [13] used
phonemes to address ambiguities in pronunciation,
but their method was not able to capture
misspellings unrelated to pronunciation. These
findings underscore the importance of developing
models that can handle both spelling errors and
intentional obfuscations without distorting the
underlying message.

More recently, Zhang et al. [14] introduced the use
of Character-level Convolutional  Neural
Networks (Char-CNNs) for text classification
tasks, showing that Char-CNNs can effectively
detect subtle patterns in text, even when words are
misspelled or manipulated. The use of character-
level models has been widely acknowledged as a
promising solution for tackling the challenges of
noisy and unstructured data in cyberbullying

detection. This approach not only improves
performance in detecting misspelled words but also
enables the model to recognize emojis and
symbols—an essential feature for analyzing modern
social media text.

2.5 Sentiment and Emotional Features in
Cyberbullying Detection

Finally, Dani et al. [15] introduced a novel
framework called Sentiment Informed
Cyberbullying  Detection  (SICD),  which
incorporated sentiment analysis into the detection
process. Their approach recognized that emotional
cues in text could help identify potential instances of
cyberbullying, as emotions often play a crucial role
in online harassment. This insight has led to
increased attention on incorporating sentiment
analysis and emotional cues into cyberbullying
detection systems.

The use of emojis and symbols to convey emotion
has also been explored, as they are often integral to
how people express feelings on social media.
Research by Kokkinos et al. [16] suggested that
emotional intelligence and empathy could provide
additional insights into online bullying behavior, a
perspective that is gaining traction in contemporary
cyberbullying research.

The literature on cyberbullying detection has
evolved significantly, from early keyword-based
systems to advanced deep learning approaches.
Despite the progress made, challenges remain in
handling the noisy, unstructured nature of social
media content. The incorporation of character-level
models such as Char-CNNs, as well as the
integration of emotion-based and contextual
features, represent promising directions for future
research. The work discussed herein highlights the
importance of developing models that can handle the
complexities of social media language, including
spelling errors, obfuscation, and emotional
expression, in order to more effectively identify
cyberbullying instances.

3. SYSTEM IMPLEMENTATION

This section outlines the detailed implementation of
the Char-CNN model for cyberbullying detection in
social media posts. The process is divided into
multiple stages, including data pre-processing,
character embedding creation, model design,
training, and evaluation.
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3.1 Data Pre-processing

Before feeding text data into the model, it is essential
to perform several pre-processing steps to ensure it
is clean and usable for training. Social media content
often contains misspellings, informal language,
and emojis, which need to be handled properly.

. Tokenization: The input text is split into
smaller components—characters, rather than words,
to allow the model to learn from character-level
features.

. Stop-word Removal: Words that do not
contribute much meaning (such as "the", "is", "and")
are removed to reduce noise.

. Special Symbols: Emojis and special
symbols are retained, as they can convey critical
emotional context.

. Spelling Correction: A basic spelling
correction mechanism is applied, but without fully
standardizing the text, as some intentional
misspellings might hold significance in the context
of cyberbullying.

These preprocessing steps are carried out using
Python libraries such as spaCy and NLTK, which
are efficient for text processing.

3.2 Character-Level Embeddings

Once the text is pre-processed, we convert each
character into a numerical representation. Unlike
word-level models, where words are used as the
basic unit, the Char-CNN model operates at the
character level, which allows it to handle variations
in spelling and obfuscation more effectively.

. Character Vocabulary: The first step is to
create a character vocabulary for the dataset. Each
unique character, including letters, punctuation, and
emojis, is assigned an index.

. Character Embeddings: Once the
vocabulary is established, each character is mapped
to an embedding vector, a numerical representation
that the model can learn during the training process.

This method enables the model to process noisy and
distorted text more effectively than traditional word-
based models.

3.3 Char-CNN Architecture

The Char-CNN model architecture consists of
several layers, each with specific functions to extract

features and classify the text. The architecture is
designed to work with character-level data:

1. Input Layer: The input consists of
sequences of character embeddings. Each input
text is converted into a matrix of character indices.

2. Convolutional Layers: The CNN uses
multiple convolutional layers, where each filter
scans through the character sequences to detect local
patterns such as spelling variations and symbolic
representations.

3. Max-Pooling Layer: This layer reduces
the dimensionality of the feature maps while
retaining the most significant features.

4, Fully Connected Layers: The pooled
features are passed through fully connected layers to
learn higher-level abstractions.

5. Output Layer: The output layer uses a
softmax activation function to classify the text as
either cyberbullying or non-cyberbullying.

3.4 Model Training and Evaluation

We train the Char-CNN model using a labeled
dataset consisting of both cyberbullying and non-
cyberbullying posts. The model is trained using
cross-entropy loss and optimized with gradient
descent.

To assess the model's performance, we evaluate it
based on key metrics:

. Accuracy: Measures the percentage of
correct predictions.

. Precision: The proportion of true positive
predictions out of all positive predictions.

) Recall: The proportion of true positives out
of all actual positive instances.

. F-measure: The harmonic mean of
precision and recall.

4. RESULTS AND DISCUSSION

In this section, we present and analyze the results of
our experiments on cyberbullying detection. The
models evaluated are Char-CNN, which works at
the character level, and Word-CNN, which operates
on word-level features. The performance metrics are
derived from the evaluation on a social media
dataset  containing labeled instances of
cyberbullying and non-cyberbullying posts.
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4.1 Performance Comparison

We compare the Char-CNN and Word-CNN
models based on key evaluation metrics: accuracy,
precision, recall, and F-measure. The results are
summarized in Table 1 and Figure 1.

Table 1: Performance Comparison between
Char-CNN and Word-CNN

From Table 1 and Figure 1, it is clear that the Char-
CNN model outperforms the Word-CNN model
across all metrics. The Char-CNN model achieves
higher accuracy (92.5%), precision (93.4%),
recall (91.1%), and F-measure (92.2%),
demonstrating its superior ability to detect
cyberbullying in noisy, unstructured text.

This improved performance can be attributed to the
Char-CNN model’s ability to work at the character
level. Unlike word-level models, it does not rely
solely on a predefined vocabulary and is better
equipped to handle variations in spelling and
intentional obfuscations that are commonly used in
cyberbullying posts.

Performance Metrics Comparison: Char-CNN vs Word-CNN

Metric Char-CNN  Word-CNN
Accuracy  92.5% 89.3%
Precision  93.4% 87.1%
Recall 91.1% 85.7%
F-measure 92.2% 86.4%
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Figure 1: Performance Metrics Comparison: Char-CNN vs Word-CNN

4.2 Robustness to Misspellings and Obfuscation

One of the key advantages of the Char-CNN model
is its ability to handle misspellings, abbreviations,
and emojis—common features in social media texts.
Table 2 shows examples of social media posts,
where the Char-CNN model correctly identifies
cyberbullying content, even when words are

misspelled or symbols are used in place of words.
For example, in the first post ("u r a loOser lol"),
Char-CNN identifies the post as cyberbullying,
despite the intentional misspelling of "loser" as
"loOser." Word-CNN, however, may struggle to
classify this correctly, as it relies on the exact
spelling of words.

Table 2: Examples of Cyberbullying Detection

"ur a loOser lol*"
"stfu, just fck off!"
""yo, u suck!! :) lol"

"'shut up n00b :P"

Cyberbullying
Cyberbullying
Non-Cyberbullying
Cyberbullying

Cyberbullying
Cyberbullying
Non-Cyberbullying
Cyberbullying
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4.3 Handling Noisy Data

Social media text is often unstructured and noisy,
containing slang, abbreviations, and non-standard
grammar. The Char-CNN model demonstrates
excellent robustness to this noise. When exposed to
posts with symbols, misspellings, or informal
language, it consistently performs better than word-
based models.

For instance, a post like "wh@t a stOpid p3rson" is
correctly flagged as cyberbullying by Char-CNN.
However, a word-based model like Word-CNN
would likely misclassify this post due to the
unconventional spelling and use of symbols.

4.4 Model Generalization

We tested the generalization capability of both
models through cross-validation on a separate test
set. The Char-CNN model demonstrated a higher
level of generalization and performed consistently
well across different folds, while the Word-CNN
model showed a slight drop in performance,
particularly when handling posts with novel or
uncommon misspellings. The Figure 2 compares
the accuracy of both models during cross-
validation, with Char-CNN maintaining higher
accuracy across all folds.

Cgoasos_-validation Performance Comparison: Char-CNN vs Word-CNN

9251 r//‘—\_//\
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““““ °
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Figure 2: Cross-validation Performance Comparison

4.5 Limitations and Future Work

While the Char-CNN model shows superior
performance, it has limitations. The model requires
significant computational resources and time,
especially for training on large datasets. Future work
could focus on optimizing the model for faster
training and real-time prediction applications.

Additionally, while the model is effective in
detecting explicit cyberbullying, it may struggle
with subtle forms of bullying, such as indirect or
sarcastic remarks. Future research could incorporate
contextual and sentiment analysis to enhance the
detection of more nuanced forms of online
harassment.

5. CONCLUSION

The Char-CNN model outperforms traditional
word-based models for cyberbullying detection by
effectively handling noisy, unstructured data and
variations in spelling and symbols. Its superior
performance in identifying cyberbullying content
demonstrates the potential of character-level models
for NLP tasks. While there is room for improvement,
especially in detecting subtle cyberbullying
behaviors, this work lays the foundation for more
robust and effective cyberbullying detection
systems.
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