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Abstract: The democratic process relies on credible and fair elections for decision-making, which are crucial within communities and in
modern democratic countries like Algeria. In recent years, electronic voting systems have gained interest for their potential to minimize
costs and enhance efficiency and participation. However, widespread adoption is hindered by security and reliability concerns. As smart
cities become more prevalent, it is vital to integrate robust security measures within governmental systems to maintain public trust and
safety. Incorporating new, reliable technologies such as blockchain, smart contracts, and NFC into the voting process has the potential to
make it quicker, more effective, and less susceptible to security vulnerabilities. This paper introduces an innovative electronic voting
system leveraging NFC and blockchain technologies to address these challenges. Our approach aims to ensure security, legitimacy, and
trust while employing the Algerian biometric and electronic identity card, which has remained unexploited and underutilized since its
launch. Preliminary results highlight the system's potential to revolutionize electronic voting, paving the way for more reliable and secure

electoral processes.
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1. Introduction

The integrity of elections serves as the foundation for effective
decision-making within communities and nations. The beginnings
of voting trace back to ancient Greece, where it was conducted by
counting raised hands and then progressed to punched cards and
paper ballots, among other methods [1]. Surprisingly, most
nations, including Algeria, still rely on the outdated traditional
paper ballot voting system, a process known for its time and
resource-intensive nature. It relies on centralized counting, has
limited security measures, and depends on third parties.
Additionally, it is susceptible to fraud, manipulation, and
malfunctions [2]. These inherent drawbacks underscore the
pressing need for modernization in the electoral process.

Over the years, electronic voting systems have emerged as a focal
point of interest, promising to minimize costs, enhance efficiency,
and increase overall voter participation [3]. However, they still
face major vulnerabilities, as well as fraud and corruption
allegations, due to their lack of transparency, which has prevented
their widespread adoption.

To overcome these challenges, the integration of blockchain
technology presents a promising solution. By leveraging
blockchain, the voting process can become transparent, traceable,
and more secure. Several countries have successfully integrated or
are in the process of integrating blockchain into their voting
systems. Estonia, for example, has successfully integrated
blockchain into its voting system, making it verifiable and more
secure [4]. Similarly, South Korea and Sierra Leone have made
major advances in implementing blockchain-based voting systems,

1 Embedded systems laboratory, Badji Mokhtar Annaba
University, BO 12 Annaba 23000, Algeria

ORCID ID : 0009-0007-4946-8236

* Corresponding Author Email: hanane.echchaoui@univ-
annaba.dz

improving the integrity and inclusivity of their electoral processes
[4]. These real-world examples demonstrate the viability and
effectiveness of blockchain technology in transforming the way
elections are conducted.

Another cutting-edge technology, NFC (short for near-field
communication), stands out for its numerous advantages—it is
user-friendly, secure, open, and standards-based [5]. These
qualities position NFC as a compelling choice for integration into
electronic voting systems.

In the pursuit of advancing the democratic process, this paper first
explores the drawbacks specifically associated with Algeria's
traditional elections and addresses issues such as the security and
privacy of votes and voters, as well as the speed of the overall
process. Then, it aims to combine the benefits and features of
blockchain and NFC technologies to establish a secure e-voting
system that does not require extensive equipment, infrastructure,
or staff, unlike traditional voting systems. Voters will not need a
separate electoral card, as the Algerian biometric and electronic
identity card facilitates the process. The objective is to implement
a strategic plan that enhances public confidence in the electoral
process and increases voter participation.

The paper is structured as follows: First, we provide an overview
of the two technologies used in the system. Next, we explain the
current Algerian voting process and introduce the Algerian
biometric and electronic identity card (CNIBE) along with its
features. Then, we discuss several related works from the
literature. Afterwards, we present the design and features of the
proposed system and conclude with future research directions.

2. Background

2.1. NFC

Near-field communication (NFC) is a wireless connectivity
technology that allows devices to communicate and transfer data
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when they are touched or brought within approximately 4
centimetres [6] using magnetic field induction. It is an upgrade to
the proximity card standard (RFID), seamlessly combining the
functionalities of a smart card and a reader into a single device.
The effectiveness and security of NFC have been demonstrated in
various applications, as highlighted in the literature [7],[8]. Fig. 1
summarizes the advantages and features of NFC technology.

Fig. 1. NFC features
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2.2. Blockchain

The work of Stuart Haber and W. Scott Stornetta on blockchain
technology in the early 1990s inspired Satoshi Nakamoto to create
Bitcoin, establishing the first decentralized electronic currency
system [9].

A blockchain is a chain of interconnected blocks, which gives rise
to its name. It operates as a shared ledger across nodes, storing
records in blocks where each block is linked to the previous one,
forming a secure, immutable, and transparent chain of information.
Each block is identified by a hash and contains key data, the
previous hash, the current hash, a timestamp, and other information
[10].

Aside from decentralization, blockchain technology offers
numerous other advantages, such as transparency, immutability,
verifiability, security, and reliability. These attributes have piqued
the interest of organizations and researchers, leading to the
implementation of a wide range of blockchain-based applications
across various sectors.

Smart contracts are, by definition, sets of computer code stored on
the blockchain network and specify the terms to which all contract
parties must agree. The terms of an agreement between two parties
are explicitly encoded into a smart contract as lines of code, which
then self-executes [11]. Smart contracts aim to facilitate the
execution of all types of transactions, not just financial ones.

2.3. Electronic voting

Electronic voting (e-voting) is a system that facilitates elections,
records votes, and counts results using electronic means and
technologies. Key criteria for an effective e-voting system include
anonymity, trust, verifiability, security, transparency, and
reliability, as illustrated in Fig. 2.

E-voting systems offer numerous advantages, such as faster
election result processing, increased convenience for voters, fraud
prevention, and more [12]. However, they also face several
challenges and introduce new issues related to security,
transparency, and confidentiality [12]. Given its many advantages,
blockchain has the potential to address some of these issues and

enable a secure, trustworthy e-voting system.

Fig. 2. E-voting criteria
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2.4. The voting process in Algeria and its challenges

According to the official website of the Algerian Independent
National Electoral Authority, the voting process in Algeria is
preceded by voter registration, during which eligible Algerian
citizens (18 or older, among other conditions) must register to
participate in the election. During this step, they receive a voter
card, that they must present on the day of the election [13].

After the election announcement, voting stations open nationwide
to the public. Citizens are identified using their national ID card or
any other official document proving their identity, after which they
cast their ballot into a secure box. The vote is manually validated
by their fingerprint in the presence of voting office members [14].
After polling stations close, election officials proceed to count the
votes and announce the results.

Table 1 outlines the problems associated with each step of the
Algerian voting process.

Table 1. Voting step and problem associated with it

The voting step The problem

Voter registration The requirement for a separate voter
card can be burdensome for the citizen
and involves additional costs in terms

of resources and paper.

Election day Paper ballots require Substantial

resources in terms of the use of paper,

transportation, secure storage and

allocation of personnel.

Vote counting - Manual counting is tedious, time-
consuming and prone to human error.
It also requires a significant number of

personnel for the actual count and the

security aspect.

The announcement of election results

is often delayed.

2.5. The Algerian National Electronic Biometric Identity Card

Introduced in 2016, the Algerian national electronic biometric
identity card is at the cutting edge of technology. It incorporates
powerful security features that make it tamper-proof. It is equipped
with two microprocessors that store the owner's personal
information and support a unique National Identification Number
(NIN).
It complies with current international standards, particularly
regarding personal data security, as follows:
e  Physical security is enhanced with a polycarbonate card
body, which is protected by visual security elements and
the Sealys Window device [15].
Polycarbonate documents are recognized for their strong
security and longevity.
e  Logical security is based on the Sealys ID Motion multi-

anti-fraud
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service operating system, the world's first to obtain a
Common Criteria certification, including EAL7-level
assurances, which represent the highest level of security
assurance in the international security evaluation system
[15].

e  Biometrics: The Sealys BioPIN device is equipped with
Match-on-Card technology for fingerprint
authentication, allowing for local verification of
fingerprints in high-security identification cases.

2.6. Related work

NFC, biometrics, and blockchain have been, and continue to be,
used to implement more efficient electronic voting systems.

To run fair and successful elections, Prakasha et al. [16] presented
a voting system that uses a two-step verification with fingerprint
and iris recognition to eliminate duplicated votes. The use of such
biometric technologies can increase system security, but it can also
introduce limitations in terms of compatibility and hardware
requirements. For instance, using the Hough transform and
AlexNet CNN for iris recognition can raise accuracy issues
because effectiveness may vary depending on multiple factors,
including image quality. In an attempt to address the problems
associated with the voting system in Iraq, Jumaa et al. introduced
a blockchain-based e-voting system that incorporates face
recognition and fingerprint for voters’ authentication with a user-
friendly mobile application for vote casting [17]. The ECC
algorithm was used for vote encryption to ensure the utmost
security. After a security and time-efficiency analysis, the system
is believed to provide security, enhance speed, and reduce time and
cost. Al-Maaitah et al. used the Hyperledger fabric platform and
Raft consensus protocol to create a robust blockchain voting
system to tackle some of the challenges in Jordan’s voting system
[18]. The proposed system achieves satisfactory performances in
terms of latency, throughput, and response time after analysis,
showcasing improved speed and overall efficiency. Both papers
[17] and [18] presented systems that must handle a large-scale
election, which means managing a high volume of transactions and
a large number of voters, potentially leading to scalability and
performance problems. With a focus on trust, fairness, privacy and
efficiency, Golnarian et al. presented a novel decentralized remote
voting system that minimizes reliance on third parties after the
preparation phase. Authorities provide with an
identification card containing their unique private key before the
elections. The authors emphasize that the system is a trustless
scheme for large-scale elections that prevents coercion and
provides verifiability and allows voters to cast their votes for free
in a practical way [19]. The paper acknowledges the need for
further research to design a reputation model for delegation servers
and to develop a practical time-lock encryption scheme to improve
the proposed system. Another blockchain-based e-voting system
designed specifically for Turkey was proposed by Bulut et al. in
[20] that uses the DPos consensus algorithm. The system
architecture does not rely on a single blockchain but is structured
into several levels to improve scalability, latency, and
synchronization issues. The implementation of the proposed
solution is required for performance and validation evaluation to
support the claims of a trusted, secure, and fast voting system.
Blockchain was also used by Tripathy and Das in [21] to present a
novel e-voting system that addresses the voting issues in India. The
promising results open the possibility of extending the work and
customizing existing ATMs that are already equipped with CCTV
cameras and security guards, so people can conveniently cast their
votes at nearby banks, reducing government expenses. However,

citizens

this may disrupt the normal functioning of ATMs, which could
lead to dissatisfaction among users who need to withdraw money
during the voting process. Finally, Zamir et al. developed a
biometric-based Electronic Voting Machine (EVM) that uses
fingerprints for voter registration [22]. This integration effectively
eliminates the risks of impersonation, forgery, and tampering,
thereby improving the reliability and security of the voting process.
However, further research is needed to ensure the system's
resilience against attacks and to preserve voters' privacy while
using their biometric information. Related work discussed above
is summarized in Table 2.

Table 2. Related work

Reference  Contribution Limitations
[16] Voting system based on - Accuracy concerns
Fingerprint and iris - Hardware requirements
recognition - Database Management
[17] Remote e-voting system - Scalability and
based on blockchain and performance
biometrics for voter
authentication
[18] Blockchain-based e-voting - Scalability and
system using Hyperledger performance
fabric platform and RAFT
consensus algorithm.
[19] Remote and decentralised e- - In-person
voting system based on authentication
blockchain. - Scalability
- Reputation Model and
Time-lock Encryption
[20] blockchain-based e-voting - Implementation
system that uses the DPos -Lack of empirical
consensus algorithm evidence
designed specifically for
Turkey
[21] Blockchain-based e-voting -Lack of  empirical
system that uses ATMs as evidence
voting stations. - Limiting ATM access
[22] Biometric-based Electronic - Security and privacy
Voting Machine that uses concerns.
fingerprints for registration.
3. Method

The proposed system introduces an innovative e-voting
mechanism based on blockchain and NFC technologies, designed
for efficiency and security. The system architecture, shown in Fig
3. is designed to ensure security and efficiency. It integrates
multiple essential components, each with distinct functionalities to
fulfil their roles and interact with the system:

3.1. Client-side

A voter-friendly interface for registration and authentication,
developed as a Java desktop application, along with an intuitive
and easy-to-use web page for voters to cast their votes—all
accessible at the polling stations.

An admin interface that allows administrators to manage elections
and candidates.

3.2. Server-side
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A registration system that manages voter registration using identity
cards and ensures that only eligible voters are registered.
An authentication system that ensures that only authorized voters
can access the voting pages via secure NFC mechanisms.
The voting system facilitates the voting process and ensures that
votes are cast securely and accurately while protecting voters' data.

3.3. Database

A secure voter database designed to safeguard sensitive voter
details, ensuring their integrity and safety.

3.4. Security measures

Blockchain services are used to record votes, guaranteeing
transparent and immutable elections while adding a new level of
security. Blockchain guarantees that recorded votes are resistant to
any alteration or modification.

NFC-based authentication ensures secure, fast voter verification
using their identity cards which guarantees protected and safe
authentication and reduces the risks of unauthorized access.
Advanced authentication and authorization protocols restrict
system access to verified users only, reinforcing overall security.
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The use case diagram in Fig. 4 illustrates the interactions and
functionalities of the two main actors: the voter and the
administrator.
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Fig. 4. Use case diagram

The class diagram shown in Fig. 5 illustrates the key components
and their relationships within the proposed system, which aims to
provide secure, efficient, and user-friendly voting through the
integration of modern technologies.

The two main stakeholders identified in the diagram are as follows:
The Voter class represents individuals eligible to participate in the
elections. The Voter class includes attributes such as a voter ID and
name, as well as methods for registration, authentication, and
voting.

The Admin class is responsible for managing elections within the
system. It also controls functions such as starting and stopping
elections, managing candidates, and overseeing the results.

BlockchainService

AuthenticationSystem

+authenticateVoter(IDcard)

+thlockeh

+recordVote()

1 +verifyVote()
+Uses +Authenticate !
o +interacts
Voter 1
Dcard +voterlD VotingSystem
+cardNumber +irst Name +intercts
+k icData +ast Name +election
Huses = 1 1 +blockchainSystem
+readData() +egister|
+verifyldentity() +authenticate() )
+cast\ote()
01 +Casts votes
uses R Election
-Register i
9 +election|D D
+candidates +adminiD
1 +startDate +USEMname
+endDate 1 1|+password
RegistrationSystem s +manage +startElection()
+database +start() +stopElection()
- +stop() +addCandidate()
+registerVoter(voterlD) +addCandidate() +deleteCandidate()
+deletecandidate() +checkResults()
+getResutls()
Fig. 5. Class diagram
4. Results

The system was set up and run on a Windows 10-enabled PC,
equipped with an Intel(R) Core™ i5-4200M CPU @ 2.50GHz
processor and 6 GB of RAM. The results show that the
implemented system is secure and more efficient than the
traditional Algerian voting system. It addresses the issues and
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challenges discussed in Section 2 and summarized in Table 1.
4.1. Registration

The registration stage of the voting process is implemented as a
Java application at the polling station, as shown in Fig. 6. A staff
member verifies the identity of the voter. The voter places their
identity card on the NFC card reader, specifically the ACR1281U-
C1 model. For additional verification, the voter must also enter
their first and last names. The unique CNIBE ID number is
securely retrieved, and the voter is then registered in the system’s
database.

) Voter Registration & X

REGISTRATION

Please place your card on the reader

Last Name

First Name

E-VOTING SYSTEM

Fig. 6. Registration interface
4.2. Authentication

The authentication process is also implemented as a Java desktop
application as shown in Fig. 7. In this stage, the voter places their
CNIBE card on the same reader. The staff member verifies their
identity and, upon successful verification of their information in
the registered database, the voter is automatically redirected to the
voting page.

% Voter Athertcation - o

AUTHENTICATION

Please place your card on the card reader

Authenticate

E-YOTING SYSTEM

Fig. 7. Authentication interface
4.3. Voting

Once the voter is automatically redirected to the voting web page
illustrated in Fig. 8, a list of candidates is presented to them. The
voter makes their choice, casts their vote, and confirms it. Real-
time results are displayed on the same page. The vote is transferred
to the Ethereum blockchain, where it is saved as an immutable
block that cannot be altered. The hash value is computed using the
SHA-256 algorithm, and the mining and generation of voting
blocks are carried out using a proof-of-work algorithm.

Home Vote Admin

ELECTIONS
Election is active. Choose your candidate and cast your vote.
Candidate Name Votes
Candidate 01 2
Candidate 02 0
Candidate 03 1]

[--select a candidate to vote far-- ~

Results:
‘Candwdale 01 ‘

Fig. 8. Voting web page
4.4. Voting results

The voting results are calculated progressively and automatically
according to Eq. 1, where xij represents the vote weight given by
voter Vj to the candidate Ci, and n is the total number of voters.

2.
M

The results are announced immediately after the polling stations
close. This contrasts with the traditional method, in which votes
are manually counted by a large number of staff, a process prone
to human error due to its tedious and lengthy nature. The results
are announced, as shown in Fig. 9.

Results:
‘Candidate 01

Fig. 9. Voting results

5. Discussion
5.1. E-voting criteria analysis

The developed e-voting system addresses the e-voting criteria
mentioned in Section 2. Anonymity is ensured because blockchain
records votes without revealing voters' identities. Trust and
transparency are established through the decentralized nature of
blockchain. Security is guaranteed with the use of both
technologies: blockchain protects against block tampering, and
NFC ensures secure authentication. Lastly, both technologies
ensure reliability, offering a robust and resilient system.

5.2. Time analysis

To compare the voting durations of a voter with and without the
electronic voting system, we examined several different stages of
both the traditional voting process and the e-voting process.

5.2.1. Traditional voting process

Arrival and registration: the voter arrives at the polling station and
presents their card after possibly waiting in line. Officials verify
their presence on the station’s voters list.

Identity verification: the voter presents a piece of identification for

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2025, 13(1), 378-384 | 382



verification.

Distribution of ballots: the officials hand the paper ballot to the
voter.

Entry into the voting booth: the voter goes to the booth to choose
their candidate.

Ballot submission signature and exit: the voter signs the register to
attest to their vote and leaves the station.

5.2.2. The Blockchain and NFC-based e-voting system

Arrival: the voter arrives at the polling station.

Identity verification: the voter identifies themselves by simply
placing their identity card on the NFC reader.

Access to the voting interface: if access is granted, the voter is
automatically referred to the voting interface.

Candidate selection: the voter makes their choice and selects their
candidate.

Vote confirmation: the voter confirms their choice.

Vote recording: the vote is recorded -electronically and
automatically using blockchain.

Disconnection and exit: the voter disconnects and leaves the
station.

5.2.3. Duration comparison

Table 3. summarizes the comparison of voting duration between
the traditional voting process and the proposed system across
different stages of the process.

Table 3. Voting duration comparison

Traditional E-voting Blockchain and
System
system system NFC E-voting
Stage . .
(estimated) (estimated) system

Arrival and

Few minutes  Few minutes Few minutes

registration
Instantaneous
Identity . Instantaneous to 1
1-2 minutes to a few .
verification ) minute
minutes
Issuance of
) Instantaneous  Instantaneous to 1
ballot vs. access 1 minute . .
to one minute minute
to interface
Booth entry vs.
candidate 3-5 minutes 2-4 minutes 2-4 minutes
selection
Ballot
submission vs. ) ) )
1-2 minutes 1-2 minutes 1-1.5 minutes
vote
confirmation
Signature and
exit vs. ) A few seconds
1 minute . Few seconds
disconnection to 1 minute
and exit
Total 10-14 minutes 7.5-12 minutes  7.5-11 minutes

The blockchain and NFC-based e-voting system can reduce the
total voting duration by 2 to 4 minutes per voter compared to the
traditional method. This reduction, illustrated in Fig. 10 is due to
the simplification of the overall process and the elimination of
ballots and papers. It is necessary to note that voters’ familiarity
with the new system can affect the outcome. The more familiar
voters are with it, the better the efficiency and effectiveness.

B Traditional {min)

Fig. 10. Voting duration comparison

6. Conclusion and future work

Traditional voting systems that rely on a single central entity to
count votes slow down the voting process and make the results less
trustworthy. This resulted in the development of electronic voting
systems, which aim to address these issues. Despite numerous
advancements in the field, electronic voting remains relatively
unexplored. Existing e-voting systems face various challenges that
hinder their use. We proposed an electronic voting system based
on cutting-edge technologies: blockchain and NFC. Blockchain
technology is used to create a secure and dependable e-voting
system. NFC adds a security layer to the authentication phase by
securely delivering the voter's ID to the system and utilizing the
otherwise unexploited Algerian biometric identity card. Our
experimental results demonstrate significant improvements in
security, efficiency, and time savings. Future work includes
enhancing the registration and authentication stages by replacing
in-person identity verification with biometric methods, such as
face recognition or fingerprint scanning. Additionally, considering
the optional ID card emulation on mobile phones can offer voters
more flexibility. Furthermore, exploring scalability solutions will
be crucial for accommodating large voting populations. Moving
forward, these additions aim to further enhance the security,
reliability, and effectiveness of the overall system. Ensuring the
security of these systems within governmental and social
frameworks is crucial as smart cities become more prevalent.
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