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Abstract: Image-based spam presents a persistent challenge to traditional text-oriented filtering systems due to its use 

of visual obfuscation techniques. This paper proposes an intelligent image spam detection framework that combines 

convolutional neural network (CNN)-based visual semantic analysis with web log mining to improve detection 

accuracy and robustness. The framework processes image content and associated transmission logs in parallel, 

extracting high-level visual features using a deep CNN backbone and behavioral patterns from web and sender logs. 

These heterogeneous features are integrated through a late-fusion classification strategy to produce reliable spam 

predictions. Experimental evaluation on publicly available image spam datasets, augmented with adversarial 

obfuscations, demonstrates that the proposed multimodal approach consistently outperforms visual-only and behavior-

only baseline models across standard performance metrics, including accuracy, F1-score, and ROC–AUC. Ablation 

studies highlight the significant contribution of web log features in enhancing robustness, while explainability analysis 

using SHAP and Grad-CAM provides transparent insights into model decisions. The results confirm that integrating 

visual semantics with behavioral context offers an effective and scalable solution for next-generation image spam 

filtering systems. 

Keywords: Image Spam Detection, Convolutional Neural Networks, Web Log Mining, Visual Semantics, Multimodal 
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1. Introduction 

The rapid growth of digital communication platforms 

has been accompanied by a corresponding increase in 

unsolicited and malicious content. Among various 

forms of spam, image spam poses a significant 

challenge due to its ability to embed textual and 

promotional content within images, thereby evading 

traditional text-based spam filters [1], [2]. Early spam 

detection systems relied on keyword matching and 

statistical text analysis; however, attackers quickly 

adapted by rendering text as images and introducing 

visual obfuscation techniques such as noise injection, 

font distortion, and background blending [3]. 

To counter image spam, researchers initially explored 

handcrafted visual features, including color 

histograms, texture descriptors, and layout statistics 

[4]. While these approaches provided partial success, 

their effectiveness diminished as spam images became 

more diverse and adversarial in nature [5]. The advent 

of deep learning, particularly convolutional neural 

networks (CNNs), marked a major advancement in 

image analysis by enabling automatic extraction of 

hierarchical visual features [6]. CNN-based models 

have since been widely adopted for image spam 

detection, demonstrating superior performance 

compared to traditional methods [7], [8]. 

Despite these advances, visual-only detection 

approaches remain vulnerable to sophisticated 

obfuscation strategies and adversarial manipulation 

[9]. In parallel, research in web spam detection has 
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shown that behavioral and contextual information 

derived from web logs—such as sender activity, 

transmission frequency, and URL interaction 

patterns—provides strong indicators of spam behavior 

[10], [11]. These findings suggest that combining 

visual semantics with behavioral analysis can 

significantly improve detection robustness. 

Motivated by this observation, this paper proposes an 

intelligent image spam analysis framework that 

integrates CNN-based visual semantic learning with 

web log mining. The key contributions of this work 

are: 

1. a multimodal spam detection architecture 

combining visual and behavioral features, 

2. a CNN-based visual semantic extractor 

optimized for image spam characteristics, 

3. a web log mining module capturing temporal 

and contextual spam patterns, and 

4. an extensive experimental evaluation 

demonstrating improved detection 

performance and interpretability. 

2. Related Work 

Image spam detection has been extensively studied 

over the past decade. Biggio et al. [1] and Attar et al. 

[2] provided comprehensive surveys of image spam 

techniques and filtering strategies, highlighting the 

limitations of early rule-based and handcrafted-feature 

approaches. Gargiulo and Sansone [4] explored the use 

of combined visual and OCR-based features, 

demonstrating improved detection when textual cues 

embedded within images could be reliably extracted. 

Shen et al. [5] proposed robust visual modeling 

techniques that integrated multiple feature 

representations to counter image obfuscation. Zuo et 

al. [6] employed local invariant features with one-

class SVMs to address limited availability of negative 

samples. However, these approaches required 

extensive feature engineering and lacked scalability. 

The introduction of deep learning transformed image 

spam analysis. Kim et al. [7] proposed DeepCapture, 

a CNN-based framework augmented with aggressive 

data augmentation to improve generalization. Salama 

et al. [8] demonstrated the effectiveness of transfer 

learning using pre-trained CNN architectures such as 

ResNet and Inception. Makkar and Kumar [9] further 

optimized deep learning pipelines for performance and 

deployment efficiency. 

Beyond visual content, Castillo et al. [10] and Castillo 

[11] showed that web topology and query-log mining 

provide valuable behavioral indicators for spam 

detection. These studies emphasized that behavior-

based features are difficult for attackers to disguise. 

Recent work has begun to explore hybrid models 

combining content and behavior, though most focus on 

text spam rather than image spam [12]. 

Explainability has also gained attention, with 

Lundberg and Lee [13] introducing SHAP for model 

interpretation and Selvaraju et al. [14] proposing 

Grad-CAM for visual explanation. Zhang et al. [15] 

applied explainable AI techniques to CNN-based 

image spam detection, demonstrating improved 

transparency. However, comprehensive multimodal 

frameworks integrating visual semantics, web log 

mining, and explainability remain underexplored. 

3. Proposed Methodology 

3.1 System Overview 

The proposed framework consists of three primary 

modules: (i) CNN-based visual semantic extraction, 

(ii) web log mining and behavioral feature analysis, 

and (iii) multimodal feature fusion and classification. 

The system processes image content and 

corresponding log data in parallel, producing a unified 

representation for spam classification. 

3.2 CNN-Based Visual Semantic Analysis 

Input images are resized and normalized before being 

processed by a deep CNN backbone (ResNet-based 

architecture). The CNN extracts hierarchical visual 

features capturing texture, shape, color distribution, 

and semantic patterns. Global average pooling is 

applied to generate compact visual embeddings 

representing image semantics relevant to spam 

detection. 

 

 

3.3 Web Log Mining and Behavioral Feature 

Extraction 
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Web log data associated with image transmission—

including SMTP logs, sender IP behavior, URL 

redirection chains, and session statistics—are 

collected and preprocessed. Temporal patterns are 

modeled using statistical aggregation and sequence 

encoding techniques. Extracted behavioral features 

include sending frequency, sender reputation score, 

URL entropy, and session duration. 

3.4 Multimodal Feature Fusion and Classification 

Visual semantic embeddings and behavioral feature 

vectors are concatenated and passed through fully 

connected fusion layers with dropout regularization. A 

final classification layer outputs the probability of an 

image being spam or legitimate. This late-fusion 

strategy allows independent learning of each modality 

while preserving complementary information. 

 

Figure-1: Proposed System Architecture 

4. Mathematical Model 

Let 𝐼denote the input image and 𝐿represent the 

corresponding web log feature vector. The CNN-based 

visual extractor 𝑓𝑣(⋅)maps the image to a visual 

embedding 𝑣 = 𝑓𝑣(𝐼). The log mining function 𝑓𝑙(⋅

)produces a behavioral embedding 𝑏 = 𝑓𝑙(𝐿). The 

fused representation is defined as: 

𝑧 = [𝑣 ⊕ 𝑏] 

 

where ⊕denotes vector concatenation. The classifier 

function 𝑔(⋅)produces the final prediction: 

𝑦̂ = 𝜎(𝑔(𝑧)) 

 

where 𝜎(⋅)is the sigmoid activation. The model is 

trained using binary cross-entropy loss. 

5. Experimental Results and Analysis 

This section presents a comprehensive evaluation of 

the proposed intelligent image spam detection 

framework that integrates CNN-based visual 

semantics with web log mining. The effectiveness of 

the model is validated through quantitative 

performance metrics, robustness analysis, ablation 

studies, and explainability assessment using the 

figures and tables generated in the previous sections. 

5.1 Experimental Setup 

Experiments were conducted on publicly available 

image spam datasets augmented with synthetically 

obfuscated images to simulate real-world adversarial 

spam strategies such as noise injection, color 

distortion, font deformation, and compression 

artifacts. Corresponding web log data were generated 

based on realistic spam transmission behaviors, 

including SMTP logs, sender IP statistics, URL 

redirection chains, and session-level interaction 

patterns. 

The dataset was divided into training (70%), 

validation (15%), and testing (15%) subsets. The 

proposed multimodal framework was evaluated 

against the following baseline models: 

• Visual-only CNN classifier 

• Web-log-only behavioral classifier 

• CNN with OCR-based content features 
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• Existing deep learning-based image spam 

detection model 

5.2 Overall Performance Comparison 

Table 5.1 summarizes the comparative performance of 

all evaluated models in terms of accuracy, precision, 

recall, and F1-score. The proposed multimodal 

framework achieves the highest performance across 

all metrics, with an accuracy of 0.93 and an F1-score 

of 0.91. 

Table 1: Performance Comparison of Image Spam Detection Models 

 

Model Accuracy Precision Recall F1-Score 

Visual-Only CNN 0.88 0.87 0.84 0.85 

Web-Log-Only Classifier 0.83 0.82 0.79 0.80 

CNN + OCR (Content-Only) 0.90 0.89 0.87 0.88 

Proposed Multimodal Model 0.93 0.92 0.91 0.91 

 

The results confirm that combining visual semantics 

with behavioral features significantly improves 

detection capability compared to single-modality 

approaches. The visual-only CNN performs 

reasonably well but suffers from false positives when 

images are heavily obfuscated, while the web-log-only 

model lacks content-level discrimination. 

5.3 ROC–AUC and Discrimination Capability 

The Receiver Operating Characteristic (ROC) curves 

for all models are illustrated in Figure 2 (A, B C) and 

the corresponding AUC values are reported in Table 

5.2. The proposed multimodal model achieves the 

highest ROC–AUC value of 0.97, indicating superior 

discrimination between spam and legitimate images. 

 

Figure 2: ROC Curve Comparison of Baseline and Proposed Models 

Table 2: ROC–AUC Comparison 

Model ROC–AUC 

Visual-Only CNN 0.92 

Web-Log-Only Model 0.88 

A 

B 

C 
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Existing Deep Learning Model 0.94 

Proposed Multimodal Model 0.97 

 

The ROC curve of the proposed model consistently 

dominates those of baseline approaches, 

demonstrating higher true positive rates at lower false 

positive rates—an essential requirement for large-

scale spam filtering systems. 

 

5.4 Ablation Study and Feature Contribution 

Analysis 

To quantify the contribution of individual feature 

modalities, an ablation study was conducted by 

selectively removing components from the proposed 

framework. The results are presented in Table 3 and 

visualized in Figure 3. 

Table 3: Ablation Study on Feature Contribution 

Configuration Accuracy F1-Score 

Full Multimodal Model 0.93 0.91 

Without Web Log Features 0.88 0.86 

Without OCR Features 0.90 0.89 

Without Visual CNN Features 0.84 0.81 

 

 

(a) 

 

(b) 

Figure 3: Performance Degradation under Feature Removal 

Removing web log features causes the most 

significant drop in performance (F1-score decreases 

from 0.91 to 0.86), highlighting their critical role in 

improving robustness and reducing false positives. 

This confirms that behavioral patterns provide 
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complementary information that visual features alone 

cannot capture. 

5.5 Robustness Evaluation under Image 

Obfuscation 

The robustness of the proposed framework was 

evaluated against multiple image obfuscation 

techniques. Table .4 compares the performance of the 

visual-only CNN and the proposed multimodal model 

under different attack scenarios. 

Table 4: Robustness Evaluation under Image Obfuscation 

Obfuscation Type Visual-Only CNN Proposed Model 

Noise Injection 0.81 0.90 

Color Distortion 0.79 0.89 

Font Deformation 0.77 0.88 

Compression Artifacts 0.80 0.91 

 

 

The proposed model consistently outperforms the 

visual-only CNN across all obfuscation types. Even 

when visual cues are significantly degraded, the 

inclusion of web-log behavioral features enables 

reliable classification, demonstrating strong resilience 

to adversarial manipulation. 

5.6 Explainability and Interpretability Analysis 

Model interpretability was assessed using SHAP and 

Grad-CAM techniques. Figure 4  presents the SHAP-

based feature importance analysis, revealing that 

behavioral features such as sending frequency, URL 

entropy, and IP reputation contribute substantially 

alongside CNN-derived visual features. 

 

 

 

 

 

 

 

 

 

 

Figure 4: SHAP Feature Importance Analysis 

Additionally, Figure 5 illustrates Grad-CAM 

heatmaps highlighting discriminative regions within 

spam images. The heatmaps indicate that the CNN 

focuses on embedded promotional text and visually 

suspicious patterns, providing qualitative validation of 

the model’s decision-making process. 
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(a) 

 

(b) 

Figure 5: Grad-CAM Visualization of Spam Image Regions 

These explainability results enhance transparency and 

support the deployment of the proposed framework in 

operational spam filtering environments. 

5.7 Confusion Matrix and Classification 

Effectiveness 
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The confusion matrix of the proposed multimodal 

model is shown in Figure 6. The matrix demonstrates 

a high true positive rate and a low false positive rate, 

confirming the model’s ability to accurately 

distinguish between spam and legitimate images. 

 

 

 

Figure 6: Confusion Matrix of the Proposed Model 

5.8 Computational Efficiency 

The computational overhead of the proposed 

framework was evaluated in terms of inference time 

and model size. Table 6 shows that the multimodal 

model introduces only a modest increase in inference 

latency compared to the visual-only CNN, while 

delivering substantial gains in accuracy and 

robustness. 

Table 6: Computational Efficiency Comparison 

Model Inference Time (ms) Model Size (MB) 

Visual-Only CNN 38 95 

Web-Log-Only Model 12 5 

Proposed Multimodal Model 45 110 

 

This confirms that the proposed approach is suitable 

for real-time or near-real-time deployment in cloud-

based spam filtering systems. 

5.9 Summary of Findings 

Overall, the experimental results demonstrate that: 

• Multimodal integration significantly 

improves spam detection accuracy and 

robustness. 

• Web log mining plays a critical role in 

reducing false positives. 

• The framework remains resilient under 

adversarial image obfuscation. 

• Explainability mechanisms provide 

transparent and interpretable predictions. 

These findings validate the effectiveness and 

practicality of the proposed intelligent image spam 

analysis framework. 
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7. Conclusion 

This paper presented an intelligent image spam 

analysis framework that integrates CNN-based visual 

semantic learning with web log mining to address the 

limitations of conventional content-centric spam 

filtering approaches. By jointly analyzing image-level 

semantics and transmission-related behavioral 

patterns, the proposed methodology effectively 

captures both visual and contextual indicators of spam 

activity. 

Comprehensive experimental evaluation on publicly 

available image spam datasets, augmented with 

adversarial obfuscations, demonstrates that the 

proposed multimodal framework consistently 

outperforms visual-only and behavior-only baseline 

models across key performance metrics, including 

accuracy, precision, recall, F1-score, and ROC–AUC. 

Ablation studies further confirm that web log features 

play a critical role in enhancing robustness, 

particularly under visually obfuscated spam scenarios. 

In addition, explainability analysis using SHAP and 

Grad-CAM provides transparent insights into model 

decisions, supporting trust and practical deployment. 

Overall, the results validate that the fusion of visual 

semantics with behavioral context offers a robust, 

interpretable, and scalable solution for next-generation 

image spam filtering. Future work will focus on real-

time deployment, privacy-preserving learning 

mechanisms, and extension to emerging multimodal 

spam threats across large-scale communication 

platforms. 
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