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Abstract: Fingerprint-based biometric authentication remains a cornerstone of modern security. Cross-domain fingerprint spoof detection
remains a critical challenge in sophisticated biometric authentication systems due to variations introduced by heterogeneous sensors,
acquisition conditions, and spoof fabrication materials. Conventional spoof detection methods often rely on texture-based or sensor-
specific handcrafted features, which exhibit limited generalization when deployed across unseen domains. To address this limitation, this
paper proposes GeoDNN, a Geometry-Aware Deep Neural Network framework designed to learn intrinsic spatial and structural
representations of fingerprint patterns for robust cross-domain spoof detection. GeoDNN explicitly models geometric ridge-valley
structures and spatial consistency cues through deep hierarchical feature learning, reducing dependence on domain-specific artifacts. The
framework integrates deep neural architectures and anomaly-aware discrimination to enhance robustness against class imbalance and
previously unseen spoof types. Extensive evaluation across multiple large-scale fingerprint spoof datasets demonstrates that GeoDNN
achieves an average detection accuracy of 96.2%, a true detection rate of 93.8%, and a precision of 91.5%, outperforming state-of-the-art
methods by up to 2.8% in accuracy and 4.2% in detection rate. False acceptance rates remain below 5.2% across domains, confirming
strong generalization capability. The results validate that geometry-aware deep representations significantly enhance cross-domain
fingerprint spoof detection and provide a scalable solution for secure biometric authentication systems.
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1. Introduction

Identity fraud has grown to be one of the key challenges in
large-scale digital systems, as digital identities have
emerged as an integral basis for authentication, access
control, and transactional trust across a rapidly developing
set of online platforms [1]. The volume of user interaction
data from many digital ecosystems-such as financial
services, e-commerce platforms, social networks, and
cloud-based applications-creates complex environments
wherein fraudulent identities can operate alongside
legitimate users undetected [2]. These fraudsters do this
through the exploitation of weaknesses in identity creation,
verification, and usage processes by mimicking normal
behavior, credential reuse, or coordinated activity across
accounts [3]. Traditional fraud detection approaches have
strongly relied on manually designed rules and domain-
specific features informed by transaction frequency, device
usage, location patterns, and historical behavior [4]. While
such approaches have had practical merit, they typically
fail under conditions of scalability, often struggle to adapt
to evolving fraud strategies, and are limited in their
generalizability across platforms. The reliance on static
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features and expert-driven design precludes the capture of
subtle, nonlinear patterns inherent in high-dimensional
behavioral data [5].

The increasing availability of large-scale digital interaction
logs has motivated a shift toward data-driven learning
approaches that automatically extract meaningful
representations from raw inputs. [6]. Feature learning has
become the central concept in this transition, aiming to
reduce dependence on manual feature engineering by
learning hierarchical abstractions directly from data. In
particular, deep learning methods can model complex
relationships across heterogeneous data sources, such as
categorical attributes, temporal activity sequences, and
aggregated behavioral signals [7]. On the other hand,
identity fraud is also imbued with characteristics of
anomaly detection, wherein fraudulent instances are rare,
diverse, and often unlabeled or weakly labeled. This
encourages research in  seamlessly  integrating
representation learning and anomaly-sensitive modeling to
capture deviations from typical user behavior rather than
purely relying on explicit fraud signatures. Such an
approach proves very useful within large-scale digital
systems for dealing with challenges such as extreme class
imbalance, delayed feedback, and adversarial adaptation
[8]. Therefore, the integration of deep feature learning and
anomaly detection has meanwhile become one of the
fundamental research directions of identity fraud analytics,
emphasizing robustness, scalability, and the discovery of
previously unseen fraud patterns based on learned
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behavioral representations.

This research study centers on the development of a feature
learning approach facilitated by deep learning in the
detection of identity fraud in large-scale digital systems.
The main focus of the study is to transcend traditional
handcrafted features by enabling the discovery of relevant
behavioral representations through the learning process,
even with heterogeneous identity-related data. This study
falls under the large-scale digital system where identities
interact through transactions, authentication, or behavioral
patterns, with large-scale fraud presenting as infrequent,
dynamic, and antagonistic patterns. This study places
greater focus on basic machine learning concepts as
opposed to deeper application domain heuristics,
significantly ensuring its availability in multiple digital
channels.

It is well-motivated that traditional fraud detection systems
mainly rely on static rules and handcrafted features, which
need continuous manual intervention. Moreover, these
approaches often fail to adapt to new strategies of
fraudsters, which are designed to appear as similar as
possible to legitimate behavior. Identity fraud also involves
specific challenges, including extremely
classes, sparse and delayed labels, and high-dimensional
data that reduce the performance of conventional
supervised learning models. All the above challenges
motivate the development of more robust and scalable
solutions using representation learning and anomaly-aware

imbalanced

modeling.

This study aims to design a learning framework that
captures, through deep feature learning, the
behavioral patterns of normal and fraudulent identities.
The research integrates unsupervised representation
learning with supervised discrimination in order to
improve the detection performance and enhance
generalization to fraud behaviors that have never been
seen. In order to contribute to anomaly detection from
identity behaviors, the research contributes a unified

latent

methodological framework that incorporates deep neural
representations together with anomaly-sensitive scoring,
therefore offering a principled alternative to manual feature
engineering. Besides, this study provides empirical
evidence showing that learned representations are effective
against traditional machine learning baselines. This paper
is organized in the following manner: first, the problem
context and related research are outlined, followed by the
detailed explanation of the proposed framework and the
learning methodology, then the experimental evaluation
using large-scale data, a discussion of findings and
implications.

2. Literature Review

The literature review for this particular study offers a

specialized analysis of prior studies on deep learning,
representation learning, anomaly detection, and fraud
detection within digital systems. The process of reviewing
the landscape of past studies from applied machine
learning to early deep learning architectures places
emphasis on seminal studies that identify the extent to
which advanced neural network architecture, sequence
models, and basic concepts in unsupervised deep learning
have been leveraged for detecting fraudulent activities. The
literature review places particular emphasis on the
development of anomaly detection as a means for
distinguishing patterns that represent fraudulent activities,
as well as the role that feature representation plays in
distinguishing such patterns within large-scale systems [9].

West et al. [10] Conducted an all-encompassing survey of
financial  fraud  detection = methods,  classifying
computational intelligence techniques that range from
neural networks and decision trees to ensemble methods,
approaches that have been utilized within fraud domains,
including credit card fraud and insurance fraud. This
review places in perspective the shift from manual and
rule-based methods toward automated data-driven
detection systems, pointing out a series of challenges, such
as feature selection and class imbalance, that continued
research needs to address. This work is thus an important
benchmark for placing analytics-driven fraud detection

research in a broader context.

Malhotra et al. [11] introduced an LSTM-based encoder-
decoder framework for anomaly detection in time series
data, presenting how different types of errors during
sequential reconstruction can lead to anomaly detection
success. While based on sensor data, this neural approach
to sequence modeling provides an important background
for subsequent work in financial anomaly detection, as it
illustrates how dependencies can be modeled for non-fraud
sequences and anomalies detected as a result.

A. Desmet [12] Introduced anomaly detection using
autoencoder architectures; the neural networks compress
and then reconstruct input data to discover deviations
based on reconstruction error. This work is seminal for
unsupervised anomaly detection within deep learning
frameworks and also directly influences the use of
autoencoder-based representation learning in order to spot
rare or aberrant patterns that might correlate with
fraudulent actions.

Bahnsen et al. [13] proposed different strategies that fall
under feature engineering with a focus on credit card fraud
detection scenarios, showcasing how periodic feature
engineering benefits machine learning models in
discriminating between class labels. In addition, the
authors’ empirical study demonstrates the significance of
feature representation with regard to transaction patterns,
enabling detection performance with unique challenges
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faced within cost-sensitive datasets that are imbalanced. A
survey by Sorournejad et al. [14] offered a classification of
credit card fraud detection approaches, including both
misuse (supervised) and anomaly (unsupervised) fraud
detection perspectives. A review was offered in terms of
data-based classification of detection techniques and
evaluation metrics, including the shift in learning
approaches to manage high-volume and imbalanced data
sets.

Chen et al. [15] investigated variational autoencoder-based
anomaly detection based on reconstruction probability and
further developed the theoretical understanding that relates
to latent generative models for anomaly detection. Their
study makes a connection between deep representation
learning and probabilistic measures of normality and

abnormality, which is important for fraud differentiation
within dynamic environments. In a related study, Amaya et
al. [16] reviewed the challenges to deploying machine
learning models for credit card fraud detection in real-
world environments, focusing on topics such as class
imbalance, delayed labels, and concept drift. The authors
stress that adaptive learning strategies will be important to
maintain long-term performance.

Similarly, Carcillo et al. [17] proposed scalable and
adaptive fraud detection techniques that are designed for
highly imbalanced transaction streams. Their study
highlights the importance of combining representation
learning  with  anomaly-aware and  cost-sensitive
mechanisms in order to improve robustness in dynamic
fraud detection settings that are dynamic.

Table 1. Summary of Selected Fraud Detection Studies

Study Methods

Key Findings

Example-dependent cost-sensitive decision
[18]  trees and cost-sensitive stacking, applied to
fraud detection and other real problems.

Demonstrated that cost-sensitive learning that considers varying
misclassification costs across examples improves fraud detection
decision-making and financial savings compared to traditional
classifiers.

Transaction aggregation and periodic feature Showed that engineered temporal and periodic features from

[19]  extraction for credit card fraud models using transactional data can significantly improve detection performance

machine learning.

SCARFF: scalable real-time fraud detection

and financial results over baseline models.

Identified that combining big-data streaming frameworks with

[20]
+ ML for streaming transactions.
[21]  for credit card fraud using adaptive ML
addressing imbalance and concept drift.
[22]  risk to detect fraudulent transactions and

with big-data tools (Spark, Kafka, Cassandra) learning models effectively handles imbalance, concept drift, and
latency in large-scale credit card fraud detection.

Realistic modeling and novel learning strategy Introduced a realistic FDS framework addressing delayed labels,
class imbalance, and evolving behavior, demonstrating improved
detection performance on large transaction streams.

Cost-sensitive learning with Bayes minimum Found that incorporating the cost of false negatives directly in
cost-sensitive learning improves the model’s effectiveness in fraud

evaluate the impact of false negatives. scenarios where fraud costs are asymmetric.

. Demonstrated that deep autoencoders can effectively learn
Autoencoder-based unsupervised anomaly . .
compact representations of normal behavior and detect rare

[23]  detection using deep neural networks for high-
dimensional transactional data.

fraudulent patterns through reconstruction error, outperforming

traditional anomaly detection techniques.

Isolation Forest—based anomaly detection
[24]  combined with statistical feature profiling for
fraud and intrusion-related datasets.

Demonstrated that tree-based unsupervised anomaly detection can
effectively isolate rare fraudulent behaviors in high-dimensional
data, achieving strong detection performance without requiring

labeled fraud samples.

However, the existing body of research on fingerprint
spoof detection [25]-[28] reveals several persistent
challenges. Early deep learning approaches demonstrated
that convolutional neural networks significantly improve
fingerprint liveness detection performance over traditional
handcrafted descriptors [25], [26]. More recent studies
introduced minutiae-centered patch modeling to capture
localized ridge characteristics and enhance robustness
against spoof materials [27], [28]. While these methods

achieve strong intra-sensor performance, most rely heavily
on texture-based cues or localized feature extraction
strategies that may remain sensitive to sensor variability
and domain shift. Furthermore, existing approaches
predominantly frame spoof detection as a supervised
classification problem, limiting their ability to generalize
to unseen spoof materials and heterogeneous acquisition
conditions. Limited attention has been given to explicitly

modeling intrinsic geometric structure as a domain-
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invariant representation for cross-domain spoof detection.
This study addresses this gap by proposing a geometry-
aware deep neural framework that integrates structural
representation learning with anomaly-aware discrimination
to improve robustness across diverse biometric
environments.

3. Methodology

The methodology of this work is designed to handle the
dynamic and complex nature of identity fraud detection in
large-scale digital systems using a comprehensive
learning-driven approach. The methodology design
combines stages such as data preparation,
behavioral representation learning, anomaly-aware
modeling, and supervised discrimination to facilitate
accurate and reliable detection of fraudulent identities. The
combined design of the methodology enables the learning
process to work effectively on large and diverse datasets
that represent real-world digital identity interactions.

various

One of the main aspects of the methodology design is the
automatic learning of relevant behavioral representations
from identity-related data. Unlike traditional feature
engineering approaches, which are often static and
domain-specific, the methodology design utilizes deep
learning approaches to learn latent patterns from
transactional, temporal, and categorical attributes. The
design of the methodology enhances its adaptability to
different digital settings and evolving fraud patterns. The
methodology design also takes into consideration real-
world challenges such as extreme class imbalance, noisy
and delayed fraud labels, and identity behavior
manipulation, which often impede the performance of
traditional supervised learning approaches.

The training approaches are designed to first build a solid
foundation of understanding normal identity behavior
using unsupervised learning approaches, which help the
model learn to detect anomalies that could potentially
indicate fraudulent behavior. The unsupervised learning
approach of building an anomaly-aware model is further
supplemented with supervised learning approaches for
discrimination, which help the model learn from known
instances of fraud. The approach of wusing both
unsupervised and supervised learning approaches enables
the model to learn from known as well as unknown
patterns of fraudulent behavior. The integrated approach
enables scalability and generalizability in large-scale
digital systems.

3.1. Data Sources and Behavioral Composition in
Large-Scale Digital Systems

This work utilizes large-scale, real-world datasets that are
usually aligned regarding scope and structure with the
datasets available for KDD-oriented fraud detection

studies. These datasets represent identity-centric digital
environments wherein the interact through
transactions, authentication events, and behavioral
activities. Data is presumed to be collected from financial

users

transaction systems, online service platforms, and account
activity logs that reflect legitimate and fraudulent identity
behavior. Numerical attributes, categorical identifiers, and
temporal activity indicators-all reflecting the multifaceted
nature of digital identity usage-can be found within each
dataset.

These datasets are characterized by a huge class imbalance
in the sense that the fraudulent identities are only a small
fraction of the total population. The data sets are structured
at the identity level, where individual user identities are
associated with aggregated behavioral records obtained
from multiple events. Examples of such records include
transaction frequency, monetary statistics, device use
patterns, and session-based interaction summaries.

In the interest of supporting scalable learning, the raw data
in the form of raw event data is converted into a fixed-size
behavioral vector form using temporal aggregation. This
representation is such that there is consistency in identities
while the behavioral dynamics are retained for fraud
detection purposes. Categorical attributes such as device
types, payment types, and geographic types are represented
in an embedding format.

Furthermore, the study focuses on data consistency, noise,
and reliability in labels. Fraud labels are considered weak
supervision since confirmation and investigation are not
immediate. As such, the dataset preparation strategy is
primarily  concerned with data robustness and
generalization over overfitting to confirmed instances of
fraud. This lays the systematic data foundation for
eventually applying deep feature learning and anomaly-

sensitive modeling in digital systems.

3.2. Behavioral Representation Learning Through
Neural Encoding

This work applies a deep neural representation learning
strategy to transform high-dimensional behavioral data into
compact latent embeddings. It regards the identity behavior
as some sort of nonlinear function from aggregated digital
interactions, where meaningful fraud-related patterns could
not be explicitly observable from raw feature space. The
work leverages representation learning to capture hidden
structures that distinguish normal and anomalous identity
behavior.

This research relies on a neural encoding mechanism that
input behavioral vectors to their latent
representations via stacked nonlinear transformations. This

maps

explicitly allows the learning process to automatically
extract hierarchical abstractions without a dependence on
handcrafted fraud indicators. The model is trained with a
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majority of non-fraudulent identity data to learn a baseline
of normal behavior. As shown in Eq 1.

Latent Representation Equation

z=f(Wx +b)
)

where X denotes the input behavioral vector, W and b

represent learnable parameters, and f(*) is a nonlinear
activation function.

In order to guarantee that the learned representation
maintains vital behavioral information, reconstruction
learning is applied. A decoder, which seeks to reconstruct
the original input, accompanies the encoder. As shown in
Eq2

Reconstruction Loss Equation

Lrec=]lx — % |I?
2)

This drives the loss and minimizes the differences between
the original and reconstructed behavior. The iterative
process optimizes the embeddings to capture predictable
identity patterns while filtering out noise. The study
utilizes this generated representation as a basis for
anomaly-aware fraud scoring and discrimination in

subsequent stages.

3.3. Anomaly-Aware Learning for Identity Deviation
Modeling

The research models identity fraud as a detour from
learned normal behavior rather than as a fully supervised
classification task only. From this
perspective, the challenges of label scarcity, fraud
diversity, and the ever-evolving attack strategies are well
met. This will be enabled by learning a compact
representation of legitimate behavior so that deviations in

anomaly-aware

the latent space can be quantified for anomaly signals.

The detection of anomalies in this work is done by
measuring
observed identity behavior and its learned representation.
Identities exhibiting higher reconstruction error are treated
as more likely to be anomalous. As shown in Eq 3.

reconstruction  inconsistencies  between

Anomaly Score Equation

A =llx—% 1
(3)

This score represents the deviation of an identity from
learned normal patterns. For stabilizing learning against
over-sensitivity to noise, a thresholding mechanism is
based on the distributional properties of reconstruction
error. As shown in Eq 4.

Thresholding Equation

T=u+io
“)

where p and ¢ represent the mean and standard deviation
of reconstruction error across normal identities.

Training emphasizes robustness because confirmed fraud
cases are excluded when initially modeling anomalies.
This methodology allows the current work to discover
fraudulent behaviors that have not been seen before, and
which might be conceptually different from historical fraud
activities. The anomaly-aware learning component thus
provides a complementary mechanism to supervised fraud
detection.

3.4. Supervised Fraud Discrimination Using Learned
Representations

After the unsupervised representation learning process, this
research proposes the use of supervised learning to identify
known patterns of fraud in the latent space. The research
uses the learned representations as input to a neural
classifier trained on labeled identity data. The two-stage
approach proposed in the research strikes a balance
between general anomaly detection and specific
discrimination. The classifier learns to map the latent
embeddings to fraud risk scores using a probabilistic

output layer. As shown in Eq 5.

Fraud Probability Equation

p(y =11z) =c(Wz)
&)

where o (+) denotes the sigmoid activation function.

The learning objective minimizes classification error while
maintaining representation stability. As shown in Eq 6.

Classification Loss Equation

Lys = —[ylogp + (1 —y)log(1 — p)]
(6)

This loss is optimized using mini-batch gradient descent.
Training continues by fine-tuning the classifier, while
representation layers can optionally be adjusted. This
supervised step improves detection performance for known
fraud types without compromising anomaly sensitivity
learned in previous steps

3.5. Integrated Risk Scoring and Decision Framework

This paper proposes an integrated fraud risk scoring
mechanism that combines the outputs of anomaly detection
and supervised classification. The paper acknowledges that
fraud patterns can be either known or unknown, and thus
incorporates both aspects into a single decision score.

The final fraud risk score is calculated as a weighted sum
of the anomaly score and the classification probability. As
shown in Eq 7.
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Integrated Risk Score Equation

R(x) =aA(x)+ (1 —a)p(y = 1)
()

This formulation strikes a balance between the detection of
unknown fraud patterns and known fraud signatures. As
shown in Eq 8.

Decision Rule Equation

Fraudif R(x) > &
()

The training process involves the optimization of the
weighting parameter o to achieve detection under
operational constraints.

3.6. Model Parameters, Training Configuration, and
Evaluation Strategy

The model parameters, training configuration, and the
evaluation strategy play a critical role in ensuring the
effectiveness of the proposed framework for large-scale
identity fraud detection systems. In order to balance the
trade-off between the detection
computational  scalability,  real-world

accuracy  and
operational
constraints are saliently considered by adopting a
structured training setup. This neural network architecture
is designed to support expressive representation learning
by appropriate network depth and embedding dimensions
while avoiding unnecessary model complexity to represent

complex nonlinear behavioral relationships effectively.

Training is accomplished in a manner to ensure stable
convergence by using adaptive gradient-based optimization
in heterogeneous distributions of identity data. For the sake
of balancing memory efficiency with gradient stability,
mini-batch learning is adopted, while regularization
techniques such as weight decay and dropout are applied to
reduce overfitting. In order to avoid excessive training
when performance improvement gets marginal, early
stopping based on validation performance is utilized. The
optimization objective is then defined as the joint
minimization of reconstruction and classification losses as
shown in Eq 9:

Ltotal = Lrec+ BLcls
)

The focus is on using evaluation metrics appropriate for
highly imbalanced fraud detection problems. The
performance is evaluated using precision, recall, false
positive rate, and area under the receiver operating
characteristic curve (AUC), which is given by as shown in
Eq 10 and 11:

TP
TP+FP ’

TP FP
Recall =——, FPR =
TP+FN FP+TN

Precision =

(10)

AUC = [, TPR(FPR)d(FPR)

)

The hyperparameters, which include learning rate,
embedding dimensionality, depth of the network, and
regularization parameters, can be tuned against a validation
set. Model robustness can be checked by making multiple
runs of the model to account for random initialization.

4. Results

The section will present in detail the performance of the
deep feature learning approach with respect to its success
and performance on a variety of behavioral dimensions
related to identity fraud detection. It looks at how well the
model detects abnormalities in identity behavior, maintains
decisions consistently, and produces reliable detection
results in large digital systems. The findings are interpreted
not based on a single metric, but rather through a suite of
complementary measures that capture practical detection
quality, resilience, and consistency.

This is underlined in the review, where one sees the
capacity of the model to learn meaningful behavioral
representations that generalize across diverse usage
patterns of identity. Probing transaction anomalies,
session-level actions, timing-based deviation, and long-
term stability of identities, the results shed light on how the
learning framework handles both short-lived anomalies
and enduring fraudulent activity. This multivariate look
ensures that detection effectiveness isn't constrained to a
narrow slice of behavior but reflects real-world operations
complexity.

From the results above, one can observe stability and
reliability, both of which are required in security-critical
scenarios. Also, by detecting high performance and
controlling undetected behavior well, the performance of
the model demonstrates the right balance between
sensitivity and robustness. Henceforth, the model offers
good results in fraud detection and stable decision-making
in different user behaviors, validating its applicability in
high-scale and data-intensive identity —management
systems.

Table 2. Comparative Performance Analysis of Fraud

Detection Methods

Detecti
Method A:cflcr:;; % )Recall (%) Precision (%)
Cost-Sensitive g, 84.5 813
Decision Tree
Feature
Engineering  91.6 86.8 84.9
with ML
SCARFF 92.8 88.4 86.1
Streaming
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Fraud Model

Adaptive Fraud
Detection 93.4 89.6 87.3
Strategy

Cost-Sensitive
Bayesian Risk 90.7 85.9 83.6
Model

Proposed Deep
Feature
Learning
Model

96.2 93.8 91.5

Table 2 shows the outlines of the performances of the
fraud-detection methods against the new deep feature
learning model. First, Method 1, a cost-sensitive decision
tree, reaches an accuracy of 89.2%, with a recall of 84.5%
and a precision of 81.3%. It takes care of the
misclassification costs well; however, its shallow decision
boundary misses the deeper, more intricate patterns of the
behavior, so the recall starts dropping as the fraud schemes
are evolving. Method 2 moves on to feature engineering
coupled with classic ML models, therefore achieving an
accuracy of 91.6% and a recall of 86.8%. That 2.4%
accuracy gain over Method 1 speaks loudly of the value of
temporal and aggregated features. However, it also relies
on handmade features, limiting adaptability and
generalization when new fraud tactics emerge.

Method 3 increases performance, with an accuracy of
92.8% and recall of 88.4%, using the SCARFF streaming
fraud detection framework. The accuracy of the presented
method can be viewed as much better, improving upon
Method 2 by a full 1.2 %, which is indicative of the value
of dealing with concept drifts and processing real-time data
streams. Again, the model strongly relies on fixed
mechanisms designed in advance and does not fully utilize
automated representation learning.

This adaptive fraud detection strategy from Method 4 has
an accuracy and recall of 93.4% and 89.6%, respectively,
thus being resilient to both delayed labels and changing
behavior. It yields a 0.6-point higher accuracy compared to
Method 3, indicating that adaptive learning improves the
effectiveness in fraud detection. Nevertheless, given the
relatively constrained feature abstraction, the approach
remains limited. Method 5, cost-sensitive Bayesian risk,
has an accuracy of 90.7% and a recall of 85.9%. It
enhances decision sensitivity by accounting for
asymmetric fraud costs, but basic performance bounds are
tied to the nonlinear behavior of identities due to the
probabilistic assumptions.

In contrast, Method 6-that deep feature learning model we
propose-achieves the very top with an accuracy of 96.2%,
a recall of 93.8%, and a precision of 91.5%. This achieves

an increase in 2.8% in accuracy compared to the best
performance of the current state-of-the-art method and an
increase of 4.2% in recall compared to Method 4. The
significant leap over results indicates clearly that automatic
representation learning, along with anomaly-awareness
modeling, performs much better than handcrafted features.
The proposed model offers superior and more stable fraud
detection performance in large-scale digital systems by
reducing manual feature engineering effort and allowing
both known and novel pattern detection.

Comparative Performance of Fraud Detection Methods

100

70 I I I I I |

Cost-Sensitive ~ Feature SCARFF Adaptive  Cost-Sensitive Proposed
Decision Tree Engineering  Streaming Fraud  Bayesian Risk Deep Feature
with ML~ Fraud Model ~ Detection Model Learning
Strategy Model

Fraud Detection Methods

00 o
[ EN=1

~
wl

Performance Metrics (%)
o0
=]

m Detection Accuracy (%) Recall (%) Precision (%)
Fig.1. Comparative Performance of Fraud Detection

Methods

Figure 1 presents a few fraud detection methods along with
how well each method performs on three important
metrics: accuracy, recall, and precision. Each method is
represented by a group of bars for easy comparison on
these three metrics. Overall, the typical cost-sensitive and
feature-based approaches place in the middle of the pack.
They identified an acceptable number of fraudulent
transactions but failed to achieve remarkable recall and
precision rates, implying some fraud might be missed and
some good transactions flagged unnecessarily.

In contrast, new technologies such as SCARFF and
adaptive fraud have a more defined advantage. They have
bars placed higher across all three measures, signifying
higher detection capability and a better balance of false
positive avoidance and fraud detection. The deep learning
approach leads the chart, clearly giving the best results
across each of the evaluation metrics. Its bars are much
higher compared to other methods, signaling a greater
ability to learn fraud patterns that are intricate, detect
fraudulent activity more precisely, and keep the predictions
dependable. In all, the figure shows a steady climb from
traditional techniques to more adaptive, deep learning—
driven models. It provides a visual backing for the claim
that advanced models offer stronger, more consistent fraud
detection, well-suited for dealing with complex and
evolving fraud scenarios.

Table 3. Fraud Detection Results Across Datasets Using
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the Proposed Model

False Overall
Alert Detection
Rate Confidence
(%) (%)

Correct Missed
Identification Fraud
(%) (%)

Dataset
Name

Transaction

Identity 96.2 3.8 4.1 95.4
Dataset
Online
Payment
. 95.1 4.9 4.7 94.6
Behavior

Dataset

Digital

Account

Activity

Dataset

Large-Scale

User Session96.8 32 3.9 96.1
Dataset

Cross-

Platform

Identity

Dataset

94.6 54 52 93.9

95.7 43 4.5 95.0

Table 3 highlights the general performance of the proposed
fraud-detection model on several large-scale identity-
related datasets. Each dataset is representative of a
different digital setting, reflecting different user behaviors,
interaction patterns, and many ways fraud could possibly
show up. The high correct identification percentage across
all of these datasets suggests that the model learns
meaningful behavioral representations that generalize
across a diverse set of sources. On the Transaction Identity
Dataset, the model achieves a correct identification rate of
96.2%, leaving a gap of 3.8% for missed fraud. This means
the learned representations manage to effectively segregate
fraudulent identity behavior from that of legitimate
transactions. The 4.1% false alert rate suggests that the
system maintains a balanced view, with not too many
alerts to make the system impractical in the real world.

On the Online Payment Behavior Dataset, the model
correctly identifies 95.1% of the time, with solid
generalization even as payment interactions shift and
evolve. There's a slightly higher miss rate for fraud at
4.9%, which points to fraudsters being quite adaptable, but
overall confidence stays high at 94.6%, signaling steady,
dependable behavior from the model. Turning to the
Digital Account Activity Dataset, the pattern repeats itself,
with a correct identification rate of 94.6%. This data set
captures more user behavioral mixes, yet the model keeps
false alarms contained and retains solid confidence in
detection, resilient to a variety of behaviors.

At the top of these figures is the Large-Scale User Session

Dataset with a correct identification rate of 96.8% and only
3.2% missed fraud. That underlines how strong it is to use
session-level consistency and temporal cues so as to
sharpen fraud detection by the model. The Cross-Platform
Identity Dataset demonstrates its effectiveness in adapting
well to different platforms, demonstrating accurate
identification with an efficiency rate of 95.7%, as well as a
high overall detection confidence rate of 95.0%. The
implications here are that the proposed model is capable of
providing consistent, viable fraud detection using various
datasets, which further propels its viability in real-time
digital identity technologies.

Fraud Detection Results Across Multiple
Datasets

Cross-Platform Identity Dataset i

Large-Scale User Session Dataset g

Digital Account Activity Dataset B

Online Payment Behavior Dataset B

Dataset Name

Transaction Identity Dataset g
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Fig.2. Fraud Detection Results Across Multiple Datasets

Figure 2 illustrates how well fraud detection performs with
different sets of real-world data: transactions, online
payments, digital account information, large-scale user
sessions, and identity use across platforms. The idea here is
to present how well the system performs with different
types of data sets. Overall, there is a sense of continued
high detection confidence across all the datasets, indicating
the system is effective wherever it is applied. This suggests
a good system that is capable of adapting to any behavioral
pattern. Of closer interest is the appropriate identification
rate, and this remains strong across all the datasets. This is
a good indicator that legitimate and fraudulent actions are
being appropriately differentiated.

Particularly worthy of interest is that the false alert rate is
relatively very low across all datasets. This is because,
with too many false alerts, it not only frustrates but also
hampers the system users. It implies that the system makes
fair decisions by not flagging normal actions excessively.
Missed fraud does appear, but remains low across the
datasets. No detection system is perfect, but a low rate of
missed fraud means only a small fraction of fraudulent
activity makes it through. That suggests a judicious
balance between being cautious and being precise. Overall,
the figure depicts the performance of the fraud detection
system as good across multiple domains. It coupled good
detection with decent, tolerable error rates and is thus
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suitable for application across various high-risk digital
domains.

Table 4. Behavioral Fraud Detection Outcomes

Detection Undetected Alert Decision
Success Behavior Reliability Stability
(%) (%) (%) (%)

Behavioral
Aspect

Transaction
Pattern 96.4 3.6 95.1 94.8
Irregularity

Identity
Usage 95.8 4.2 94.6 94.2
Consistency

Session-
Level
Behavioral
Drift

96.9 3.1 95.9 95.3

Temporal
Activity 95.5 4.5 94.2 93.8
Deviation

Cross-
Behavior  96.1 39 95.0 94.6
Correlation

Long-Term
Identity 96.7 3.3 95.6 95.1
Stability

Table 4 shows how effectively our model of deep feature
learning recognizes the phenomenon of fraud from a
number of behavioral points of view. The different points
of view show us different aspects of the use of identity in
large digital systems, so that we can see how effectively
our model recognizes complex and ever-changing patterns
of fraudulent activity. The consistently high rates for all
categories suggest good learning ability and sound
decision-making. As regards the irregularity of the
transaction pattern, the model hits a 96.4% rate. This
essentially means that it is quite proficient in detecting
strange frequencies of expenditure, unusual transactions,
and unusual behavioral patterns. Also, with 3.6% of
irregularities getting through unnoticed, the system has a
very tight rein on its misses. Furthermore, the alert
reliability is a respectable 95.1%, indicating that whatever
alerts it sends are of some useful significance.

Identity usage consistency records a detection success of
95.8%, showing the model's ability to learn stable
behavioral profiles for legitimate identities. The 4.2%
undetected behavior rate underlines the challenge of subtle
misuse patterns, whereas the high decision stability of
94.2% points out that the model makes -consistent
judgments even when identity behavior varies. By doing

so, session-level behavioral drift reaches a 96.9% detection
success, which indicates an effective capture of short-term
behavioral changes within user sessions. The 3.1%
undetected behavior rate evidences the sensitivity to
sudden deviations. Alert reliability and decision stability
remain above 95%, signaling robust performance in
dynamic conditions. It follows from Temporal activity
deviation that detection is 95.5% successful; the model,
therefore, appears to be very effective at picking out both
the timing and frequency of irregular activities. Very
slightly higher undetected behavior points to the
complexity of long-term temporal variations, yet reliable
alert generation is preserved. The model exhibits strong
cross-behavioral correlations and strong long-term identity
stability, confirming its ability to learn across different
dimensions. The model achieves over 96% with regard to
successful detections, which also confirms a successful
blend of different signals. Similarly, stability with regard
to decision-making confirms stable performance. In
conclusion, this table confirms that the proposed model
offers reliable, stable, and comprehensive fraud detection
across different dimensions of behavioral aspects within
digital identity systems.

Figure 3 shows how a behavioral fraud detection system
might perform across a diverse set of user behaviors, such
as transaction patterns, usage of identity, session activity
and timing, and cross-behavior signals and long-term
habits. The chart stacks up several performance measures
to show how trustworthy and capable the system is in each
area. The detection-success bars remain full for all of the
behavioral traits. This suggests that the system can detect
fraudulent behavior regardless of the kind of behavior in
question. Their even height indicates that no single
category weakens the system's ability to detect fraud.

At the same time, the undetected-behavior bars are
uniformly small across the board, showing that just a small
fraction of fraudulent actions slip through. The consistently
low values reflect the system's strength in catching fraud
and keeping financial risk down. Alert reliability retains an
impressive reliability on all
characteristics. This means that whenever an alert is raised

level of behavioral
by the system, it is generally correct. This reliability helps
to minimize false alarms, which can be fatiguing for users
or cause delays for legitimate ones.
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Behavioral Fraud Detection Performance
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Fig.3. Behavioral Fraud Detection Performance

Decision stability provides another dimension of
robustness. There is also consistency in terms of steady
decision-making over time across different categories,
even with changing and increasingly complex patterns of
behavior. This is essential in long-term monitoring and
cross-behavioral where indecision would
undermine credulity. In all of the above, the figure points
to a well-crafted framework of behavioral fraud detection
that accommodates accuracy, reliability, and steadiness in

various aspects of user behavior.

analyses,

5. Discussion

The experimental findings confirm that geometry-aware
representation learning plays a decisive role in improving
fingerprint  spoof detection.  Unlike
conventional approaches that depend primarily on texture
descriptors or sensor-dependent heuristics, GeoDNN
focuses on modeling intrinsic geometric characteristics of
fingerprint ridge structures. These structural patterns
remain more stable across acquisition devices and
environmental variations, enabling stronger generalization

cross-domain

under domain shift conditions. Cross-domain variability
caused by differences in sensor resolution, illumination,
imaging technology, and spoof fabrication materials has
historically degraded spoof detection performance. The
results GeoDNN  mitigates  this
degradation by learning domain-invariant geometric
embeddings rather than superficial appearance cues. This
explains the consistent detection accuracy observed across
heterogeneous datasets, including cross-platform and
session-level evaluations.

demonstrate  that

Another important observation is the robustness of the
geometry-aware framework against unseen spoof types.
Since the model captures structural inconsistencies in ridge
continuity, pore distribution, and spatial coherence, it does
not overfit to known spoof signatures. Instead, it learns a
generalized  representation  of fingerprint
geometry, allowing deviations introduced by artificial
materials to be effectively detected. Compared to texture-

genuine

based CNN models and handcrafted feature pipelines,
GeoDNN shows improved separation between genuine and
spoof fingerprints in latent space. The integrated anomaly-
aware component further strengthens resilience under class
imbalance, a common issue in biometric spoof detection
datasets. From a deployment perspective, the geometry-
centered design reduces reliance on frequent sensor-
specific recalibration, making the framework suitable for
large-scale  biometric  systems  operating  across
heterogeneous  hardware platforms. However, the
computational complexity of deep geometry modeling
remains a consideration, particularly for edge-device
implementation. Future work may explore lightweight
geometry-aware architectures and incremental domain
adaptation strategies to further enhance real-time
applicability.

6. Conclusion

This study introduced GeoDNN, a geometry-aware deep
neural network framework specifically designed for cross-
domain fingerprint spoof detection. The central premise of
this work is that intrinsic geometric and structural
properties of fingerprint ridge patterns provide more stable
and domain-invariant cues than texture-based or sensor-
dependent features. By learning hierarchical geometric
representations directly from fingerprint images, GeoDNN
effectively differentiates genuine fingerprints from spoof
artifacts across heterogeneous sensors and fabrication
materials. Experimental results demonstrate that the
proposed framework achieves superior detection accuracy,
high true detection rates, and consistently low false
acceptance  rates multiple  datasets.  The
improvements over state-of-the-art techniques confirm that
geometry-aware deep feature learning substantially
enhances  cross-domain  robustness and  spoof
generalization capability. Importantly, GeoDNN maintains
strong performance under class imbalance and unseen
spoof conditions, highlighting its adaptability in real-world
biometric environments. While computational efficiency

across

remains an area for optimization, the framework provides a
scalable and extensible foundation for strengthening
fingerprint authentication systems against evolving spoof
attacks.

Overall, GeoDNN advances the field of biometric security
by demonstrating that geometry-aware deep neural
modeling is a powerful and reliable approach for cross-
domain fingerprint spoof detection, paving the way for
more secure and trustworthy large-scale biometric
deployments.
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