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Abstract: Generative Al systems have moved from experimental deployments to business-critical services, but
their infrastructure remains unusually fragile and expensive. Compared with conventional web applications,
GenAl platforms face bursty demand, large GPU memory footprints, model-serving state such as KV caches and
conversation context, heterogeneous hardware, and tight latency expectations. These properties make resilience
and cost optimization inseparable design goals. This paper examines resilient GenAl infrastructure as a systems
problem spanning orchestration, model serving, autoscaling, observability, and governance. Drawing on recent
work from distributed ML, serverless systems, microservice reliability, LLM serving, and cloud cost optimization,
it argues that the strongest designs are hybrid rather than monolithic: they combine fail-safe patterns such as
graceful degradation, redundant placement, state externalization, admission control, and causal observability with
cost levers such as heterogeneous model portfolios, memory-aware serving, predictive autoscaling, layered
deployment artifacts, and burst absorption through serverless or elastic tiers. The paper proposes a reference
architecture for production GenAl that prioritizes bounded failure, predictable latency, and measurable unit
economics. It concludes that resilient GenAl infrastructure is best designed as a closed-loop control system where
reliability mechanisms are chosen not merely to prevent outages, but to preserve acceptable service under
degraded, cost-constrained conditions.

Keywords: Generative A, LLM serving, resilience engineering, cost optimization, serverless, autoscaling,
observability, microservices.

1. Introduction serving stacks, memory-aware scheduling, and
heterogeneous resource use rather than simple

GenAl infrastructure differs from traditional digital “more GPUs” scaling.

infrastructure in one crucial respect: the most
expensive component is often also the least elastic Resilience in this context should not be reduced to
one. Large-model inference depends on GPU uptime alone. A GenAl system can be technically
memory, bandwidth, batching efficiency, and available yet operationally failing if latency spikes,
request state, all of which are harder to scale than token throughput collapses, context windows
stateless CPU web traffic. At the same time, user truncate, ~or  response  quality  degrades
expectations resemble consumer internet products: unpredictably. Likewise, cost efficiency is not only
low latency, high availability, and uninterrupted lower cloud spend; it is the ability to meet service-
session continuity. This mismatch creates the central level objectives with minimum overprovisioning
challenge of resilient GenAl design. A platform can and bounded waste across compute, memory,

be optimized for peak quality using dedicated GPU
pools, or optimized for low cost using aggressive
multiplexing and smaller models, but production
systems need both safety under failure and
disciplined spending under volatile demand. Recent
systems work shows that modern LLM serving
increasingly depends on stateful and programmable

Fedex Corporate Services

storage, networking, and retries. Distributed ML
research has long emphasized scalability, elasticity,
efficiency, and dependability as joint design
concerns rather than separate layers. More recent
work on serverless computing, autoscaling, and
microservice debugging reinforces the same point:
robust systems are built from coordinated control
loops, not isolated optimizations.

International Journal of Intelligent Systems and Applications in Engineering

LJISAE, 2024, 12(20s), 1095-1100 | 1095



Table 1. Major resilience and cost drivers in GenAl infrastructure

Driver Failure Risk

Cost

Impact Design Implication

OOM, request eviction, unstable

Memory-aware scheduling, KV-

GPU memory pressure tail latency High cache control
Bursty traffic Queue buildup, timeout cascades |[High Elastic burst tier, admission control

. . . . Medium- . .
Stateful sessions Session loss, context inconsistency High Externalized state or stateful serving
Model heterogeneity || Wrong routing, quality variance Medium Tiered model portfolio with routing

policies

Partial failure, hard root-cause

End-to-end tracing and causal

Multi-service pipelines analysis Medium observability
La?ge deployment Slow recovery and cold starts Medium Layered images and warm pools
artifacts

Self-assess output

uncertainty & quality

Incoming request o
B P —— » (GenAl-Native

Disambiguate Asset
trigger self-improvement

Provide feedback &
trigger correction mechanisms

Asset

1. Assess response & metadata
2. Decide on mitigation strategy

1. Assess response & metadata
2. Decide on mitigation strategy

Figure 1. Gen Al-native blueprint comprising several patterns for enhancing resilience to quality and
uncertainty variations.

2. Literature Synthesis and Design
Requirements

The literature suggests that resilient GenAl
infrastructure is best understood by combining five
research streams: distributed ML systems, serverless
computing, microservice reliability, ML inference
optimization, and recent LLM-serving systems.
Distributed ML work established the broad systems
principles of scalability, elasticity, efficiency, and
fault tolerance in data-intensive learning platforms
[1]. Serverless surveys and mapping studies show
that elastic execution can lower operational
overhead and improve fit for bursty ML-adjacent
workloads, although cold starts, state handling, and
limited execution environments remain significant
constraints [2], [3]. At the same time, fault-tolerance
research in cloud systems has shifted from reactive
recovery toward predictive and adaptive approaches,
emphasizing proactive fault handling and
automation [4].

For production GenAl, the most relevant inference
research shows that hardware scaling alone is
insufficient. Systems such as JellyBean demonstrate
that cost-efficient serving improves when models

are selected across heterogeneous infrastructure
according to latency and accuracy targets rather than
being pinned to a single deployment tier [10].
INFless shows that serverless-style inference can be
engineered for low-latency, high-throughput
operation [11]. Proteus further argues that accuracy
scaling and adaptive batching can reduce service-
level violations and cost compared with brute-force
hardware overprovisioning [12]. More recent LLM-
serving work including Pensieve, Oaken,
vAttention, Powerlnfer, and Pie extends the frontier
by focusing on stateful serving, KV-cache
efficiency, memory fragmentation, hybrid CPU-
GPU execution, and programmable serving behavior
[13]-[17]. Together these works imply that resilient
GenAl infrastructure must be memory-aware,
heterogeneity-aware, and policy-driven.

From this evidence, four design requirements
follow. First, failure must be bounded rather than
merely recovered from; partial service under
degradation is preferable to binary outage. Second,
elasticity must be selective, because not all GenAl
components scale equally well. Third, state must be
treated as a first-class systems concern. Fourth,
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observability must support diagnosis
pipelines, not just node-level health.

across

Table 2. Literature-to-requirement mapping

Research stream ||Core contribution

Limitation

Requirement for GenAl

Distributed ML Joint view of scalability and Predgtes modern LLM|[Treat reliability and efficiency
fault tolerance serving together

Serverless E}astg:gy and  operational Cold starts, state limits||Use selectively for burst absorption

systems simplicity

LLM serving Memory/state aware serving

Fault-tolerance  ||Proactive and adaptive||Often generic to cloud||Add prediction and policy-driven
studies recovery apps failover
Inference Latency-cost-accuracy trade-||Often  single-model||Introduce routing and
optimization offs focus heterogeneous serving

Operational Manage KV cache and conversation

complexity

state explicitly

3. Patterns for Fail-Safe Design

The first fail-safe pattern is graceful degradation
through tiered model service. Rather than allowing
the entire platform to fail when premium models
saturate, requests should be routed across a
hierarchy: premium model, compact model,
retrieval-only response, cached answer, or deferred
batch execution. This matches the finding that
heterogeneous serving strategies can meet quality
targets more economically and robustly than single-
tier deployment [10], [12]. In practice, graceful
degradation should preserve the user journey, even
if response richness is temporarily reduced.

The second pattern is state externalization or
controlled statefulness. Conventional advice favors
stateless services, yet GenAl complicates that rule
because conversation continuity and KV caches
create meaningful state. Pensieve shows that stateful
serving with multi-tier caching can improve
throughput significantly by avoiding repeated setup
costs [13]. The architectural lesson is not that all
state should be centralized, but that state placement
must be intentional: durable session metadata
belongs outside transient workers, while hot
inference state should remain close to compute when
it materially improves performance.

A third pattern is redundant placement and fault-
domain isolation. Microservice placement studies
show that redundancy across nodes or tiers can

improve reliability, particularly where single-node
failure would break composite applications [20],
[21]. For GenAl, redundancy matters at several
layers: API gateways, vector stores, model routers,
inference pods, and state stores. However, resilience
comes not from duplication alone but from
separating fault domains so that noisy neighbors,
zone outages, or deployment failures do not
propagate system-wide.

A fourth pattern is admission control plus bounded
retries. Serverless fault-tolerance research shows
that naive retry logic is insufficient in workflows
that involve shared state or partial updates [5]. In
GenAl pipelines, aggressive retries can multiply
GPU contention, duplicate tokens, and worsen tail
latency. A safer design rejects or queues work early
when saturation is detected, retries only idempotent
substeps, and returns degraded responses instead of
triggering retry storms.

Finally, causal observability is essential. Work on
ML-driven debugging and causal root-cause
analysis in microservices demonstrates that modern
systems require more than metrics dashboards; they
need signal correlation that can distinguish symptom
from cause [8], [9]. In GenAl this includes queue
depth, tokens per second, cache hit rate, GPU
memory  fragmentation,  retrieval latency,
moderation latency, and user-visible completion
failures.
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Table 3. Fail-safe design patterns for GenAl

Pattern Mechanism Benefit Main trade-off
Graceful Route to smaller models or cached|[Preserves continuity under| . .

. Quality variance
degradation answers load
Controlled Keep hot inference state near|Higher throughput, lower||More complex state
statefulness compute; durable state external recomputation management
Redundant Replicate critical services across fault|Better ~ survival  under| .

: . Extra infrastructure cost
placement domains node/zone failures
Admission Early reject, queue shaping, bounded . .
>y raject. q ping, Prevents cascade failures  ||[Some requests denied

control retries
Causal . o Faster diagnosis and safer||Tooling and  data

- Trace correlations across pipeline . .
observability automation complexity

4. Patterns for Cost-Efficient Design

Cost-efficient GenAl infrastructure is not simply
“serverless” or “spot instances.” It is the disciplined
use of the cheapest resource mix that still satisfies
latency, quality, and reliability constraints. The most
effective pattern is heterogeneous model and
hardware routing. JellyBean shows that selecting
the most cost-efficient model that still meets an
accuracy target can reduce serving cost on
heterogeneous infrastructure [10]. In GenAl, this
becomes model portfolio design: a compact model
for routine prompts, a larger model for complex
reasoning, and retrieval or cached completions for
repeated queries. The economic unit shifts from
server utilization to cost per successful response
within SLA.

The second pattern is memory-aware
optimization. LLM serving costs are often
dominated by KV-cache growth, fragmentation, and
GPU memory scarcity rather than pure arithmetic.
Oaken, vAttention, and Pensieve all show that better
memory handling can materially improve
throughput and utilization [13], [15], [17].
Powerlnfer extends this logic by exploiting CPU-

GPU hybrid execution to reduce expensive GPU
dependency [16]. These systems suggest that
memory engineering is now one of the highest-
leverage cost controls in GenAl infrastructure.

A third pattern is elastic burst absorption, often
through serverless or semi-serverless tiers. Survey
work and ML-focused serverless studies suggest that
serverless architectures are especially useful for
event-driven preprocessing, orchestration, feature
extraction, or overflow workloads, even if core high-
throughput inference remains on provisioned
infrastructure [2], [3], [11], [23], [24]. The design
rule is selective adoption: use serverless where
burstiness is high and state is light, not as a universal
replacement for steady-state GPU serving.

A fourth pattern is predictive autoscaling and
lightweight artifacts. Dynamic autoscaling
research for containerized systems and Al-based
autoscaling for Kubernetes shows that predictive
policies can outperform threshold-only scaling [6],
[7]. Meanwhile, layered container structures can
reduce deployment cost and improve efficiency in
microservice environments [18]. For GenAl, faster
image pulls and warmer recovery paths reduce both
downtime and overprovisioning.

Table 4. Cost-efficiency patterns and expected effects

Pattern Primary saving source Best use case Risk if misapplied
Hete?rogeneous Lower average cost per Mixed-quality workloads Wropg routing harms
routing response quality

Merpory—aware Higher GPU utilization Long-context and chat Complex tuning

serving workloads

Serverless burst tier |[Lower idle capacity cost (S)\Ij:;f};ow PICProcessmg Ot d-start penalties
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Pattern Primary saving source Best use case Risk if misapplied
Predictive S .

. Less overprovisioning Diurnal or forecastable traffic ||Forecast error
autoscaling

Layered artifacts Faster rollouts and recovery

Microservice-heavy platforms|[Requires build discipline

5. Observability, Control, and Governance

Resilient GenAl infrastructure requires a control
plane that can translate telemetry into action.
Traditional infrastructure metrics such as CPU,
memory, and pod restarts are necessary but
insufficient. Production GenAl additionally needs
token throughput, prompt queue age, model-routing
decisions, moderation rejects, retrieval latency,
cache hit rates, session continuity indicators,
fallback rates, and per-request cost attribution.
AlOps-oriented work in microservice environments
indicates that automated analysis of operational data
can support prediction and faster response to
incidents, especially when paired with causal
techniques rather than simple alert thresholds [8],
[91, [22].

Governance must also be infrastructure-aware. A
common failure pattern in GenAl platforms is
optimizing only for model quality while leaving no
budget guardrails. Cost governance should therefore

include routing budgets, tenant quotas, context-
window limits, idle GPU caps, and fallback rules
tied to business value. Reliability governance should
define what “acceptable degraded service” means
for each workload, such as shorter outputs, slower
async completion, or lower-ranked model usage.
This is especially important in multi-tenant systems,
where platforms like FfDL highlighted the need to
balance flexibility, efficiency, and dependability
under shared usage [25].

A practical control loop has four stages: sense,
diagnose, decide, and act. Sense via tracing and
domain metrics. Diagnose via anomaly detection
and causal inference. Decide using policy rules that
encode both SLOs and budget targets. Act through
autoscaling, model rerouting, queue shaping, cache
trimming, or deployment rollback. This closed-loop
model is more effective than isolated dashboards
because it explicitly couples reliability and
spending.

Table 5. Control-plane signals for resilient GenAl operations

Signal Why it matters

Possible action

Queue age per model

Early congestion indicator

Scale, reroute, or reject

Tokens/sec by worker

Detect degraded throughput

Rebalance load, drain node

KV-cache hit rate

Measures state reuse efficiency

Pin sessions, retune cache

GPU memory fragmentation||Predicts OOM and latency spikes

Restart pool, compact workload

Fallback rate

Measures graceful degradation frequency|Increase capacity or revise policy

Cost per successful request |[Links SLOs to economics

Adjust routing or quotas

6. Conclusion

Resilient GenAl infrastructure is not achieved by
adding redundancy to a conventional ML stack, nor
by minimizing cost through simple autoscaling. It
requires a systems design that treats failure tolerance
and cost efficiency as co-optimized objectives. The
evidence reviewed here shows that the strongest
patterns are graceful degradation, controlled
statefulness, redundant placement, bounded retries,
memory-aware serving, heterogeneous model
routing, predictive autoscaling, and causal
observability. Recent LLM-serving research makes
clear that memory and session state are now central

operational concerns, while serverless and
microservice research shows that elasticity and
automation must be applied selectively.

The central design insight is that GenAl
infrastructure should behave as a closed-loop control
system. When demand surges, the system should not
merely attempt to scale; it should decide which
requests deserve premium inference, which can
degrade gracefully, which state should remain local,
and which signals justify intervention. Such designs
are more likely to remain available, predictable, and
economically viable as model sizes, workloads, and
user expectations continue to grow.

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2024, 12(20s), 1095-1100 | 1099



References

[1] Xing, E. P., Ho, Q., Xie, P.,, & Wei, D. Y.
Strategies and Principles of Distributed Machine
Learning on Big Data. Engineering, 2(2), 179-
195, 2016. DOI: 10.1016/j.eng.2016.02.008

[2] Li, Z., Cheng, Y., et al. The Serverless Computing
Survey: A Technical Primer for Design
Architecture.  ACM  Computing Surveys,
54(10s), 2022. DOI: 10.1145/3508360

[3] Hassan, H. B., Barakat, S. A., & Sarhan, Q. L
Survey on serverless computing. Journal of
Cloud Computing, 10, 39, 2021. DOI:
10.1186/s13677-021-00253-7

[4] Kirti, M., Maurya, A. K., & Yadav, R. S. Fault-
tolerance approaches for distributed and cloud
computing environments: A systematic review,
taxonomy and future directions. Concurrency
and Computation: Practice and Experience,
2024. DOI: 10.1002/cpe.8081

[5] Sreekanti, V., et al. 4 fault-tolerance shim for
serverless computing. In Proceedings of EuroSys
2020. DOI: 10.1145/3342195.3387535

[6] Taherizadeh, S., & Stankovski, V. Dynamic Multi-
level Auto-scaling Rules for Containerized
Applications. The Computer Journal, 62(12),
2019. DOI: 10.1093/comjnl/bxy043

[7] Toka, L., Dobreff, G., Fodor, B., & Sonkoly, B.
Adaptive Al-based auto-scaling for Kubernetes. In
CCGrid 2020. DOL
10.1109/CCGrid49817.2020.00033

[8] Gan, Y., et al. Sage: Practical and Scalable ML-
Driven Performance Debugging in Microservices.
In ASPLOS 2021. DOL
10.1145/3445814.3446700

[9] Li, M., et al. Causal Inference-Based Root Cause
Analysis  for Online Service Systems with
Intervention Recognition. In KDD 2022. DOI:
10.1145/3534678.3539041

[10] Wu, Y., Lentz, M., Zhuo, D., & Lu, Y. Serving and
Optimizing Machine Learning Workflows on
Heterogeneous Infrastructures. Proceedings of
the VLDB Endowment, 16(2), 2022. DOI:
10.14778/3570690.3570692

[11] Yang, Y., et al. INFless: A Native Serverless
System  for Low-Latency, High-Throughput
Inference. In ASPLOS 2022. DO
10.1145/3503222.3507709

[12] Ahmad, S., et al. Proteus: A High-Throughput
Inference-Serving System with Accuracy Scaling.
In ASPLOS 2024. DOI:
10.1145/3617232.3624849

[13] Yu, L., Lin, J., & Li, J. Stateful Large Language
Model Serving with Pensieve. In EuroSys 2025.
DOI: 10.1145/3689031.3696086

[14] Gim, 1., et al. Pie: A Programmable Serving
System for Emerging LLM Applications. In SOSP
2025. DOI: 10.1145/3731569.3764814

[15] Kim, M., et al. Oaken: Fast and Efficient LLM
Serving with Online-Offline Hybrid KV Cache

Quantization. 2025. DOI:
10.1145/3695053.3731019

[16] Song, Y., et al. Powerlnfer: Fast Large Language
Model Serving with a Consumer-grade GPU. In
SOSP 2024. DOI: 10.1145/3694715.3695964

[17] Prabhu, R., et al. vAttention: Dynamic Memory
Management  for Serving LLMs  without
PagedAttention. In ASPLOS 2025. DOI:
10.1145/3669940.3707256

[18] Gu, L., Zeng, D., Hu, J., Jin, H., Guo, S., &
Zomaya, A. Y. Exploring Layered Container
Structure  for Cost Efficient Microservice
Deployment. In INFOCOM 2021. DOI:
10.1109/INFOCOM42981.2021.9488918

[19] Fu, K., Zhang, W., Chen, Q., Zeng, D., & Guo, M.
Adaptive  Resource  Efficient  Microservice
Deployment in Cloud-Edge Continuum. TIEEE
Transactions on Parallel and Distributed
Systems, 33(8), 2022. DOLI:
10.1109/TPDS.2021.3128037

[20] Zhao, H., Deng, S., Liu, Z., Yin, J., & Dustdar, S.
Distributed Redundant Placement  for
Microservice-based Applications at the Edge.
IEEE Transactions on Services Computing,
15(4), 2022. DOI: 10.1109/TSC.2020.3013600

[21] Pallewatta, S., Kostakos, V., & Buyya, R.
Reliability-Aware  Proactive  Placement  of
Microservices-Based IoT Applications in Fog
Computing Environments. IEEE Transactions
on Mobile Computing, 2024. DOI:
10.1109/TMC.2024.3394486

[22] Barrak, A., Petrillo, F., & Jaafar, F. Serverless on
Machine Learning: A Systematic Mapping Study.
IEEE Access, 10, 2022. DOI:
10.1109/ACCESS.2022.3206366

[23] Chahal, D., Mishra, M., Palepu, S. C., & Singhal,
R. Performance and Cost Comparison of Cloud
Services for Deep Learning Workload. In ICPE
Companion 2021. DOI:
10.1145/3447545.3451184

[24] Chahal, D., Mishra, M., Palepu, S., & Singhal, R.
Pay-as-you-Train: Efficient Ways of Serverless
Training. In IC2E 2022. DOI:
10.1109/IC2E55432.2022.00020

[25] Jayaram, K. R., et al. FfDL: A Flexible Multi-
tenant Deep Learning Platform. In Middleware
2019. DOI: 10.1145/3361525.3361538

[26] Tirumalasetty, P. (2024). A data-driven modular
framework for predicting single-cell DNA
methylation landscapes. Membrane Technology,
2024(4), 123-134.

[27] Tirumalasetty, P. (2021). Prediction of car prices:
Linear regression with multiple variables.
University of Michigan—Dearborn Canvas.
https://canvas.umd.umich.edu/courses/524480/dis
cussion_topics/201956

[28] Tirumalasetty, P. (2022). The greener, the better.
University of Michigan—Dearborn Canvas.
https://canvas.umd.umich.edu/courses/524480/dis
cussion_topics/2019561.

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2024, 12(20s), 1095-1100 | 1100


https://canvas.umd.umich.edu/courses/524480/discussion_topics/201956
https://canvas.umd.umich.edu/courses/524480/discussion_topics/201956

