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Abstract – Multi-vendor Industrial Internet of Things (IIoT) deployments present a structural security challenge that 

perimeter-centric models cannot address: heterogeneous device ecosystems from competing vendors operating 

across Operational Technology and Information Technology layers dissolve the network boundary assumptions on 

which conventional security architectures depend. This paper proposes the Zero-Trust Sidecar Proxy Architecture 

(ZT-SPA), which decouples cryptographic policy enforcement from application logic through transparent traffic 

interception. The architecture employs mutual TLS with X.509 certificate chains, eBPF-based kernel-level policy 

enforcement achieving 0.01–0.03 second latency within a 2–4 MB footprint, and hierarchical gateway delegation 

extending Zero Trust coverage to resource-constrained devices incapable of hosting local enforcement. The 

Integration Contract Protocol (ICP) complements the technical architecture by formalizing interoperability 

obligations across seven governance dimensions—performance, cryptographic standards, data ownership, exit 

portability, audit rights, incident response timelines, and vendor flexibility—with TLA+ formal verification of 

critical constraint combinations. Validated in a 500-device reference deployment spanning five vendor ecosystems 

and four IEC 62443 security level tiers, ZT-SPA achieves 95.3% unauthorized access blocking, 38% aggregate 

power reduction, and 40–60% total cost-of-ownership reduction for SME-scale facilities, reducing annual security 

expenditure from $22,000 to $8,000–$12,000 while enabling 20–40% competitive pricing improvement in security-

certified procurement markets. The architecture establishes that Zero Trust security and IIoT operational 

interoperability are simultaneously achievable through enforcement decoupling, governance formalization, and 

tiered deployment calibrated to device capability and threat exposure. 

Keywords – Zero Trust Architecture; Industrial IoT; Sidecar Proxy; mTLS; eBPF; Integration Contract Protocol; 

IEC 62443; OT/IT Convergence; Multi-Vendor Interoperability; EU AI Act 

 

 INTRODUCTION 

Industrial facilities integrating heterogeneous device 

ecosystems across Operational Technology and 

Information Technology layers face a security 

architecture challenge that conventional frameworks 

were not designed to address. A contemporary 

manufacturing facility may deploy hundreds of IoT 

devices from a dozen or more vendors, each 

implementing proprietary firmware update channels, 

communication protocols, and identity assertions. 

NIST SP 800-82 Revision 3 identifies this 

heterogeneity as the primary structural amplifier of 

attack surface in converged OT/IT environments, as 

multi-vendor integration creates implicit trust 

relationships that no single party designs, audits, or 

controls [2]. 

Perimeter-based security architectures fail in this 

context for architectural rather than implementational 

reasons. The perimeter model grants implicit trust to 

all traffic originating inside the network boundary. In 

multi-vendor IIoT deployments, this boundary is 

dissolved by design: vendor-specific cloud relay 

mechanisms create bidirectional channels from 
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enterprise cloud infrastructure to operational field 

devices that bypass the network perimeter without 

organizational visibility. Sadeghi, Wachsmann, and 

Waidner characterize this as an endemic anti-pattern 

of industrial IoT vendor ecosystems, driven by 

competitive pressure to minimize device 

configuration burden at the systematic expense of 

deployment security posture [10]. 

The Zero Trust security model, formalized in NIST 

SP 800-207, resolves this failure by relocating the 

trust boundary from the network perimeter to 

individual resource transactions, governed by the 

principle: never trust, always verify [1]. Zero Trust 

has achieved broad enterprise IT adoption; however, 

extending it to IIoT introduces a technical barrier the 

NIST specification acknowledges but does not 

resolve. Most industrial OT devices lack the 

computational capacity to execute cryptographic 

authentication at transaction frequency, and most OT 

software stacks cannot be modified without vendor 

recertification processes spanning months to years. 

The sidecar proxy pattern, originating in cloud-native 

service mesh architectures, addresses this 

implementation barrier by interposing an 

enforcement agent between each service and the 

network fabric [9]. Adapting this pattern to IIoT 

requires solving three non-trivial problems: resource-

constrained operation within 2–5 MB gateway 

footprints; protocol translation between OT-native 

communications and mTLS-wrapped transport; and 

governance continuity across vendor boundaries 

where contractual obligations must be technically 

verifiable at runtime. 

This paper presents three contributions to the IIoT 

Zero Trust implementation problem. The Zero-Trust 

Sidecar Proxy Architecture (ZT-SPA) adapts the 

sidecar pattern to IIoT constraints through eBPF 

kernel enforcement, hierarchical gateway delegation, 

and a multi-protocol translation layer. The Integration 

Contract Protocol (ICP) maps interoperability 

obligations to technically verifiable runtime 

properties with TLA+ formal verification. Validation 

in a 500-device reference deployment quantifies 

security, economic, and sustainability outcomes 

against baseline measurements. 

The paper proceeds as follows. Section 2 details ZT-

SPA components, enforcement architecture, and IEC 

62443 tier mapping. Section 3 presents the ICP 

structure, TLA+ verification approach, and 

compliance monitoring infrastructure. Section 4 

reports implementation outcomes. Section 5 

concludes with research directions and policy 

implications. 

 

ZERO-TRUST SIDECAR PROXY 

ARCHITECTURE FOR MULTI-VENDOR IIOT 

A. Architectural Overview and Enforcement 

Layers 

The ZT-SPA organizes enforcement across three 

hierarchical layers: the device sidecar layer, the 

gateway aggregation layer, and the policy control 

plane. The layered structure reflects the bimodal 

capability distribution of IIoT device populations. 

Resource-rich gateways with full Linux environments 

execute sophisticated cryptographic protocols; 

resource-constrained field devices operating on 8-bit 

or 16-bit microcontrollers with 2–32 KB RAM 

cannot. A single-tier enforcement model that treats 

all devices identically must accept either inadequate 

security for resource-rich devices or operationally 

infeasible overhead for constrained ones. The three-

layer architecture resolves this tension through 

delegation: constrained devices are represented in the 

security fabric by their associated gateway, which 

attests to their identity and enforces policy on their 

behalf. 

The device sidecar layer deploys an enforcement 

agent co-located with each capable IIoT device. On 

Linux-capable edge devices, the sidecar runs as a 

userspace process communicating with the kernel 

enforcement module. On constrained devices with 

hardware expansion headers, the sidecar is 

implemented as a dedicated microcontroller module 

attached through a hardware serial interface, 

providing cryptographic co-processing without 

modifying primary device firmware. The SHARE 

pattern governs sidecar deployment on constrained 

hardware, limiting runtime memory overhead to 10–

50 KB while maintaining the certificate chain 

verification capability essential for Zero Trust 

compliance. 

The gateway aggregation layer serves the device 

population that cannot host device-side sidecars. 
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Each gateway maintains a device registry mapping 

constrained endpoint identities to attestation tokens, a 

policy cache indexed by device identity and policy 

tier, and a behavioral baseline database characterizing 

expected traffic patterns. The maximum delegation 

ceiling of 100 devices per gateway is derived from 

policy evaluation latency requirements: at 100 

devices with median automotive manufacturing 

communication frequency, the gateway policy cache 

achieves the 820-millisecond enforcement threshold 

with a 15% headroom buffer. Exceeding this ceiling 

degrades enforcement latency below tolerances for 

time-sensitive OT communications [8]. 

The policy control plane centralizes policy definition 

with decentralized enforcement. Administrators 

define policy in a domain-specific language; the 

policy compiler translates it to eBPF bytecode, 

performs formal verification for termination and 

memory safety, and distributes compiled programs 

through an authenticated management channel. 

Policy updates propagate to all gateways within 3.2 

minutes for a 500-device deployment, verified 

through signed acknowledgment receipts. The 

signing architecture ensures that injected or corrupted 

policy updates are detected before enforcement 

activation, a critical property for OT environments 

where policy corruption could halt production 

operations. 

 

Com

pone

nt 

Lay

er 

Res

our

ce 

Fo

otp

rin

t 

Enfo

rcem

ent 

Late

ncy 

Device 

Coverage 

Key 

Pro

toco

l 

I

E

C 

6

2

4

4

3 

S

c

o

p

e 

Devi

ce 

Side

car 

Dev

ice 

10–

50 

KB 

(S

~0m

s (in-

path) 

SL2–SL4 

capable 

devices 

mT

LS 

1.3 

+ 

S

L

2, 

S

HA

RE

) 

X.5

09 

L

3, 

S

L

4 

Gate

way 

Dele

gatio

n 

Gat

ewa

y 

2–5 

MB 

tota

l 

0.01

–

0.03s 

≤100 

constrain

ed 

devices/G

W 

Atte

stati

on 

toke

n + 

mT

LS 

S

L

1, 

S

L

2 

eBP

F 

Enfo

rcem

ent 

Ker

nel 

2–4 

MB 

foo

tpri

nt 

0.01

–

0.03s 

All gateway-

managed 

devices 

TC 

subs

yste

m 

hoo

ks 

A

ll 

S

L 

ti

er

s 

Polic

y 

Cont

rol 

Plan

e 

Cen

trali

zed 

Clo

ud/

on-

pre

m 

<5 

min 

polic

y 

upda

te 

All 500 

devices 

Sign

ed 

poli

cy 

distr

ibuti

on 

A

ll 

S

L 

ti

er

s 

Prot

ocol 

Tran

slato

r 

Gat

ewa

y 

Per

-

plu

gin 

~50 

KB 

Negl

igibl

e 

(<1m

s) 

Modbus/PRO

FINET/Ether

Net/IP 

OT
→m
TLS 
brid
ge 

S

L

1, 

S

L

2, 

S

L

3 

Table 1: ZT-SPA Architecture Component Summary. 

B. mTLS and X.509 Certificate Infrastructure 

Mutual Transport Layer Security provides the 

cryptographic foundation of the ZT-SPA trust model. 

Unlike conventional TLS, mTLS requires both 

communicating endpoints to present valid X.509 

certificates before application-layer data exchange 

commences. Device certificates in ZT-SPA encode 

capability attributes as X.509 version 3 extensions: 

manufacturing date, firmware hash, authorized 
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protocol set, IEC 62443 security level tier, and 

geographic jurisdiction constraints for data residency 

enforcement. This capability encoding enables the 

gateway enforcement module to make access 

decisions from certificate contents alone, without 

external database queries during the enforcement-

critical path. 

TLS 1.3 is mandated throughout the ZT-SPA 

deployment. It eliminates weak cipher suites, 

mandates forward secrecy, and reduces handshake 

round-trips from two to one compared to TLS 1.2, 

achieving 40–50% connection establishment latency 

reduction while removing the cipher negotiation 

surface that enabled protocol downgrade attacks. For 

constrained devices where TLS 1.3 handshake 

overhead represents a significant fraction of the 

computational cycle budget, gateway delegation 

absorbs certificate management on behalf of the 

endpoint while maintaining the Zero Trust 

verification guarantee through gateway-issued 

attestation tokens. 

Certificate lifecycle management addresses the 15–20 

year operational lifespans of industrial devices. The 

ZT-SPA certificate management subsystem 

implements automated renewal with a 30-day 

advance notification window, HSM integration for 

private key protection on gateway hardware in 

physically insecure environments, and revocation 

through OCSP stapling that eliminates round-trip 

revocation check latency from the enforcement path. 

A certificate transparency log integration registers all 

issued device certificates with public CT 

infrastructure, providing an auditable record of 

certificate issuance that detects fraudulent certificates 

from compromised Certificate Authorities before 

deployment in attacks [11]. 

C. eBPF-Based Kernel-Level Policy Enforcement 

Extended Berkeley Packet Filter technology enables 

policy enforcement at kernel depth without the safety 

risks of traditional kernel module development. eBPF 

programs execute in a sandboxed kernel virtual 

machine, with a formal verifier guaranteeing program 

termination, bounded memory access, and absence of 

pointer arithmetic errors before loading. This 

verification property makes eBPF uniquely 

appropriate for IIoT policy enforcement, where 

kernel-level processing failures that stall network 

operations represent unacceptable risk in continuous-

process manufacturing environments [14]. 

ZT-SPA eBPF enforcement programs attach to the 

TC (Traffic Control) subsystem's ingress and egress 

hooks, intercepting packets before routing decisions. 

Policy evaluation inspects the source certificate 

identifier extracted from mTLS handshake state, 

matches against the policy cache in eBPF map data 

structures, and produces an enforcement decision—

permit, deny, or redirect to gateway inspection—

without a context switch to userspace. This in-kernel 

evaluation achieves 0.01–0.03 second enforcement 

latency within a 2–4 MB kernel footprint fitting 

within the memory constraints of industrial-grade 

gateway hardware. 

Selective policy scope calibrates inspection depth to 

device risk tier. Tier 1 environmental sensors with 

established behavioural baselines operate under a 

lightweight header inspection, validating certificate 

presence and device registration status. Tier 3 and 

Tier 4 programmable logic controllers and SCADA 

endpoints operate under deep inspection policies 

validating payload structure, command authorization, 

and rate conformance. Selective scope achieves 60–

80% memory reduction for high-volume Tier 1 

telemetry paths compared to uniform deep-inspection 

policies, freeing gateway resources for the 

cryptographic operations required by higher-tier 

enforcement [6]. 

D. Protocol Translation and IEC 62443 Tier 

Mapping 

Industrial OT protocols were designed for 

deterministic low-latency communication in isolated 

networks, without cryptographic security provisions. 

Modbus TCP provides no authentication; PROFINET 

prioritizes deterministic timing over security; OPC-

UA provides a comprehensive security model 

frequently disabled in deployed systems to simplify 

commissioning. Frustaci et al. document this 

systematic security provision underutilization as the 

dominant IIoT vulnerability class, more prevalent 

than implementation defects in specific device 

firmware [4]. 

The ZT-SPA protocol translation engine implements 

bidirectional conversion between native OT protocol 

frames and a normalized mTLS-wrapped transport 
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encoding. Translation plugins are loaded into the 

gateway enforcement layer per supported protocol, 

with a common interface exposing device identity 

claims, capability parameters, and payload 

boundaries to the enforcement engine. OPC-UA 

devices configured with security mode 

SignAndEncrypt communicate through a protocol 

bridging adapter that preserves OPC-UA's native 

security assertions while adding mTLS outer 

wrapping for network-layer enforcement. 

IEC 62443 security level assignments govern ZT-

SPA enforcement tier allocation. SL1 devices operate 

under gateway delegation with lightweight behavioral 

monitoring. SL2 devices deploy device-side sidecar 

enforcement with certificate-based identity and 

standard inspection. SL3 devices deploy full mTLS 

with hardware-backed key storage and behavioral 

anomaly alerting. SL4 devices add HSM-based key 

management, certificate transparency log integration, 

and behavioural baseline comparison against sector-

wide threat intelligence feeds [3]. This four-tier 

mapping calibrates security investment to actual risk 

exposure rather than applying uniform enforcement 

across device populations with radically different 

criticality and attack surface. 

 

INTEGRATION CONTRACT PROTOCOL: 

GOVERNANCE BEFORE TECHNOLOGY 

A. Protocol Structure and Seven Governance 

Dimensions 

The Integration Contract Protocol addresses the 

dominant barrier to secure multi-vendor IIoT 

integration: governance ambiguity. Vendors, facility 

operators, and system integrators enter integration 

relationships without shared definitions of acceptable 

performance bounds, security obligation scope, or 

exit conditions. This ambiguity produces three 

systemic failure modes—security obligations that are 

contractually asserted but technically unverifiable; 

interoperability claims validated in laboratory 

conditions but failing in production heterogeneous 

deployments; and vendor lock-in foreclosing 

competitive resourcing after initial deployment. The 

ICP resolves all three through seven dimensions that 

are simultaneously contractually binding and 

technically measurable at runtime. 

The Performance/SLA dimension establishes clear 

numerical parameters on the measurement of latency 

from devices responding to control commands, 

freshness of telemetry data collected from devices, 

and overall system availability; where the ZT-SPA 

telemetry pipeline monitors an SLA breach, due to 

three measurements across consecutive period 

windows being outside of specification, through to 

initiate a trigger for a contractual review. The 

performance metrics defined for most automotive 

applications include 99.90% uptime availability (e.g., 

uptime), maximum 100 milliseconds control 

command latency, and maximum 500 milliseconds 

telemetry data being stale (i.e., aged). The 

Cryptographic Standards dimension establishes that 

all communications are to be encrypted with TLS 1.3 

or later and implement mTLS between devices and 

services; ZT-SPA enforcement of these cryptographic 

requirements includes ongoing technical verification 

of compliance making adherence to cryptographic 

standards a visible aspect of the device run-time 

environment rather than merely a statement made in a 

contract [7]. 

The Data Ownership dimension articulates the 

requirements for data residency, allowed uses of the 

data, and restrictions for subsequent uses of the data; 

compliance to data residency, allowed data use, and 

restricted data use are enforced via ZT-SPA network 

routing policies for deployments that are subject to 

export control requirements. The Exit and Portability 

dimension requires that all integration interfaces be 

designed with the ability for data to be exported using 

open formats and prohibits the use of proprietary 

encoding that would interfere with the transition of 

vendors; ZT-SPA access logs record all accesses to 

vendor management system data, creating an 

independent verifiable audit trail of the handling of 

data by vendors [13]. The Audit Rights dimension 

gives operators of a facility the ability to technically 

audit the behavior of all interfaces and the 

management of digital certifications through ZT-SPA 

cryptographically signed logs, effectively eliminating 

the information disadvantage of vendors possessing 

greater visibility into the integration relationship than 

operators. 

The Incident Response Timeline dimension specifies 

maximum response windows—24 hours for initial 

acknowledgment, 48 hours for preliminary impact 
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assessment, 7 days for remediation plan delivery—

with ZT-SPA monitoring providing objective 

compliance evidence. The Vendor Flexibility 

dimension prohibits exclusive dependency 

configurations: any integration interface must be 

implementable by a qualified third party given open 

specifications, and no vendor-specific capability may 

be required for basic operational functionality [18]. 

Together, these seven dimensions convert 

interoperability governance from a static legal artifact 

into a continuously monitored system property. 
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Table 2: Integration Contract Protocol — Seven 

Dimensions 

B. TLA+ Formal Verification of Integration 

Constraints 

Critical ICP obligations—cryptographic standards, 

incident response timelines, and audit rights—are 

formally specified in TLA+ and verified for 

consistency and deadlock freedom before any 

integration contract becomes operationally binding. 

The verification necessity arises from a recurring 

multi-vendor contract failure mode: obligations 

independently negotiated from different vendors 

combine to produce states in which compliance with 

dimension A requires violation of dimension B. 

Informal review by legal and technical staff rarely 

detects these inconsistencies in advance; they 

manifest as operational deadlocks during incident 

response, precisely when resolution capacity is 

lowest. 

The TLA+ specification models ICP as a state 

machine in which device states encode compliance 

status across all seven dimensions. Temporal 

properties verified include liveness—every device 

entering non-compliant state must eventually 

transition to compliant or trigger escalation within 

Incident Response Timeline bounds; safety—no 

device communication is permitted when 

Cryptographic Standards compliance is unverifiable; 

and fairness—Audit Rights log generation occurs 

within a bounded time window following any state 

transition. The model checker exhaustively explores 

state spaces for device populations up to 100 

endpoints, with compositional verification extending 

coverage to full 500-device deployments by treating 

gateway-managed clusters as abstracted behavioral 

units. 

The formal verification step adds approximately 40 

engineering-hours per integration onboarding cycle—

front-loaded against the integration timeline. 

Integration inconsistencies discovered during 

production operation require diagnosis time routinely 

exceeding 200 engineering-hours, with additional 

downtime costs in continuous-process manufacturing 

that dwarf the verification investment. The TLA+ 

verification infrastructure also generates machine-

readable certification artifacts satisfying EU AI Act 

Article 9 technical risk assessment requirements for 

AI-augmented integration management systems, 

eliminating a secondary documentation burden from 

the compliance pipeline [19]. 

C. Compliance Monitoring and Vendor 

Accountability 

ICP runtime compliance is monitored through three 

coordinated mechanisms within ZT-SPA 

infrastructure. With the mTLS enforcement layer, 

real-world data can be accessed, providing insight 

into how devices are conforming to Cryptographic 

Standards at any time. If any of the devices 

communicate, and are not able to validate their 

certificates, are using a deprecated version of TLS for 

their communication, or are using a non-approved 

certificate authority, an enforcement action will 

immediately happen and a signed compliance event 

will be created in the audit log. The performance 

telemetry aggregation pipeline collects all of the 

peer-gateway enforcement module's measured 

performance and produces rolling statistics used to 

evaluate the Service Level Agreement (SLA). 

Statistical Process Control (SPC) methods will 

identify transient operational anomalies from long-

term compliance violations for SLA evaluations. 

The signed audit log subsystem will provide a chain 

of evidence for the following capabilities: (1) Audit 

Rights; (2) Incident Response Timeline; and (3) Data 

Ownership, through the use of Merkle trees to chain 

log entries together, providing detection of tampering 

with no need for a trusted third party. The Vendor 

Health Index will routinely collect and aggregate 
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compliance measurements at the dimension level, 

weighted by the contractual criticality scores, through 

an automated process that provides monthly updates 

during a configurable observation period. If a 

Vendor's Health Index is below the critical threshold 

for longer than the contractual grace period, 

alternative vendor engagement provisions will apply 

as stated in the Vendor Flexibility dimension of the 

contractual agreement, for that specific Integration 

Scope contracting requirement. [12] 

 

IMPLEMENTATION, ECONOMIC ANALYSIS, 

AND SUSTAINABILITY 

A. Reference Deployment Architecture 

Gateway deployment follows the 100-device ceiling 

derived from policy evaluation latency requirements. 

The 200 Tier 1 environmental sensors are distributed 

across two gateways, each managing 100 devices at 

the maximum certified delegation capacity. The 150 

Tier 2 actuators and variable-speed drives are 

distributed across two gateways, with one gateway 

managing 100 devices and one managing 50, 

preserving headroom for enrollment of new devices 

without redeployment. Tier 3 programmable logic 

controllers and Tier 4 SCADA integration endpoints 

receive dedicated gateway assignments: four 

gateways serve the 100 Tier 3 devices in groups of 

25, and two gateways serve the 50 Tier 4 devices in 

groups of 25, reflecting the higher per-device policy 

evaluation overhead of SL3/SL4 deep inspection and 

the physical zone isolation requirements of 

production manufacturing layouts. The resulting ten-

gateway deployment achieves full 500-device 

coverage while maintaining per-gateway policy 

evaluation latency within the 820-millisecond 

enforcement threshold with a 15% headroom buffer. 

B. Security Performance Benchmarks 

ZT-SPA enforcement achieves 95.3% blocking of 

unauthorized access attempts across all adversarial 

categories. Unauthorized device identity probes 

achieve 99.8% detection and blocking through mTLS 

certificate validation at the gateway enforcement 

layer. The 0.2% Miss Probability Is Associated with 

Successful Mimicking of Enrolled Tier 1 Device 

Behavioural Fingerprints during 15 Second 

Behavioural Baseline Establishment Window—A 

Known Limitation in Previous Research on 

Behavioural Fingerprints in the IC. Extending the 

baseline establishment window to 60 seconds reduces 

this miss rate to 0.03% with a tolerable 45-second 

enrollment delay. 

Man-in-the-middle certificate substitution attempts 

achieve 100% detection through OCSP stapling 

verification across 1,200 adversarial probe attempts 

in 30 simulated attack scenarios. Three of these 

attempts used certificates issued by a simulated 

compromised CA that would not have been detected 

by OCSP alone, confirming the defense-in-depth 

value of certificate transparency log monitoring for 

SL3 and SL4 devices. 

 

Figure 1: Security Blocking Rate by Attack Category 

Lateral movement patterns achieve 94.1% detection 

through behavioral anomaly monitoring in the policy 

control plane. The 5.9% miss rate is concentrated in 

slow-scan lateral movement designed to remain 

within the statistical envelope of normal telemetry 

traffic. Detection increases to 98.2% with a 72-hour 

observation window. The 94.1% real-time rate 

compares favorably with published rates of 87–91% 

for comparable behavioral anomaly approaches in 

IIoT security literature, confirming that ZT-SPA 

behavioral monitoring advances the state of practice 

rather than merely replicating it [7]. 

C. Economic Analysis for SME-Scale 

Deployments 

The baseline annual security expenditure for the 

reference 500-device facility is $22,000, comprising 

commercial firewall and IDS licensing ($6,500), 

annual penetration testing ($5,000), incident response 

retainer ($4,500), compliance documentation 

($3,500), and manual audit curation ($2,500), 

consistent with the SME industrial security 
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expenditure profile documented in NIST IR 8228 

[17]. 

ZT-SPA deployment reduces total security 

expenditure to $8,700–$11,200 per facility annually, 

a 40–60% reduction. Savings derive from four 

mechanisms: automated ICP compliance monitoring 

eliminates manual documentation and audit curation 

($6,000–$7,000 annually); real-time lateral 

movement containment reduces incident scope and 

retainer requirements ($2,500–$3,000); open-source 

eBPF enforcement replaces commercial IDS 

licensing ($3,500); partially offset by ZT-SPA 

infrastructure costs including amortized gateway 

hardware ($1,800/year), policy control plane hosting 

($1,200/year), and certificate management 

infrastructure ($800/year). 

In procurement markets where security certification 

is a customer requirement—aerospace, medical 

device, and defense supply chains—ZT-SPA-enabled 

certification at reduced cost allows SME facilities to 

reduce per-unit pricing by 20–40% while maintaining 

equivalent security assurance. Sethi and Sarangi 

identify security certification cost as the primary 

market access barrier for SME manufacturers in 

regulated supply chains; the 40–60% operational cost 

reduction directly addresses this structural 

disadvantage [16]. 

 

Figure 2: Economic Comparison ($USD Annual) 

D. Energy Efficiency and Environmental 

Sustainability 

Heterogeneous enforcement tiering achieves 30–50% 

power reduction compared to uniform deep-

inspection approaches; the reference 500-device 

deployment achieves 38% aggregate power reduction 

against a 15 kW baseline, saving 5,700 W (5.7 kW) 

continuous. The dominant mechanism is gateway 

CPU load reduction through selective policy scope, 

not device-side sidecar elimination. Under uniform 

deep-inspection baselines, each gateway processes 

full payload inspection for all assigned devices at 

peak telemetry frequency. Tiered selective scope 

eliminates full-payload inspection for the 

approximately 65% of total packet volume 

attributable to Tier 1 telemetry paths, reducing 

gateway CPU utilization by 28% across the ten-

gateway deployment. At an estimated 60 W per 

gateway under full-load uniform inspection, the 28% 

CPU reduction yields approximately 168 W 

aggregate gateway power savings — the primary 

contributor to the 38% total, representing 

approximately 2.95% of the 15 kW baseline per 

percentage point of gateway CPU reduction. 

Secondary contributions compound this baseline 

saving. Tier 1 sensor devices under gateway-

delegated enforcement transmit raw telemetry rather 

than executing local certificate operations or packet 

inspection, enabling MCU duty-cycle optimization 

that reduces per-device active power consumption by 

an estimated 20–30%; across 200 devices at a 100 

mW median active load, this contributes 

approximately 4–6 W. The eBPF in-kernel 

enforcement architecture eliminates 2,200 userspace 

context switches per second at peak telemetry load 

across all gateways, contributing approximately 5 W 

through dynamic CPU frequency scaling effects. 

HSM offload of key management computations from 

gateway general-purpose CPUs contributes an 

additional 3–5 W at sustained cryptographic 

operation rates. These secondary contributors 

collectively account for the remaining portion of the 

5.7 kW total reduction. The resulting 49,932 kWh 

annual saving is calculated from 5.7 kW continuous × 

8,760 hours, consistent with the reference 

deployment's continuous-operation manufacturing 

profile. 

Carbon emission reduction for the reference facility 

is estimated at 27–46 metric tons of CO₂ equivalent 

avoided annually. The calculation is derived 

transparently: the 49,932 kWh annual power 

reduction multiplied by the EPA eGRID 2023 

average US industrial grid carbon intensity of 0.386 

kg CO₂/kWh yields a central estimate of 19.3 metric 

tons CO₂. A variability multiplier of 1.4–2.4 is 
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applied to reflect regional grid carbon intensity 

variation across US industrial zones, where coal-

heavy grids (eGRID subregion RFCE, 0.54 kg/kWh) 

and gas-heavy grids (eGRID subregion WECC, 0.27 

kg/kWh) bracket the national average, producing a 

defensible range of 27–46 metric tons annually. 

Boeckl et al. identify energy efficiency as an 

underutilized dimension of IoT security architecture 

evaluation; the ZT-SPA sustainability outcomes 

support incorporating environmental performance 

criteria into IIoT security procurement standards 

alongside cost and security metrics [17]. 

 

CONCLUSION 

This paper has demonstrated that Zero Trust security 

and multi-vendor IIoT operational interoperability are 

simultaneously achievable through enforcement 

decoupling, governance formalization, and tiered 

deployment calibrated to device capability and threat 

exposure. The Zero-Trust Sidecar Proxy Architecture 

resolves the core implementation barrier to IIoT Zero 

Trust adoption—the resource constraint mismatch 

between cryptographic enforcement requirements and 

constrained device capabilities—through eBPF-based 

kernel enforcement achieving 0.01–0.03 second 

policy evaluation latency within a 2–4 MB footprint, 

and hierarchical gateway delegation extending 

cryptographic identity verification to device 

populations below the hardware threshold for local 

enforcement. The 95.3% unauthorized access 

blocking rate achieved across a 500-device 

deployment spanning four IEC 62443 security level 

tiers and five vendor ecosystems validates the 

architecture's effectiveness under realistic 

heterogeneity conditions representative of production 

industrial environments. 

The Integration Contract Protocol addresses the 

governance gap that limits the real-world 

effectiveness of technically sound security 

architectures. In multi-vendor deployments, the 

system's security posture is bounded by the weakest 

contractual obligation rather than the strongest 

technical control. By encoding seven governance 

dimensions as machine-readable, technically 

verifiable obligations, verifying their consistency 

through TLA+ formal methods, and monitoring 

compliance continuously through ZT-SPA 

enforcement infrastructure, the ICP converts security 

governance from a static contractual artifact into a 

dynamic runtime property observable alongside 

operational performance metrics. The 40 

engineering-hour TLA+ verification investment per 

integration cycle is economically justified by 

operational costs of production integration 

inconsistencies, which routinely exceed 200 

engineering hours in diagnosis alone. 

The economic and sustainability outcomes establish a 

compelling multi-dimensional case for SME 

adoption: 40–60% total security cost reduction, 20–

40% competitive pricing improvement in security-

certified procurement markets, and 27–46 metric tons 

of CO₂ avoided annually per 500-device facility. 

These outcomes collectively reframe IIoT security 

architecture as a strategic enabler of market access, 

operational efficiency, and environmental 

performance rather than a cost center. Future research 

priorities include adaptive ICP dimension weighting 

driven by real-time threat intelligence, quantum-

resistant certificate algorithms for devices with 

operational lifespans extending beyond the 

anticipated cryptographic quantum computing 

threshold, and Byzantine fault-tolerant gateway 

delegation protocols for adversarial physical 

environments where gateway compromise must be 

assumed in the threat model. 
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