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Abstract: The purpose of this paper is to propose recommendations for defining access control policies for an
enterprise cloud. These recommendations aim to introduce adaptability to changing requirements of enterprise

users in access control mechanisms, with the goal of making a limited set of resources available to users of all

roles who actually need them. The methodology involves developing recommender algorithms for redefining

access control policies and improving resource utilization with the same set of resources. Implementation of the

algorithms demonstrated a significant improvement in the availability of resources to desired users. The study's

novelty lies in two aspects. First, it introduces dynamism in access control policies that are otherwise static in

nature. Second, the access control policies help improve resource utilization with the same set of resources.

Keywords: Adaptive Access Control; Enterprise Cloud; Recommender Algorithm; Resource Ultilisation; Role
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1. Introduction

Enterprise Cloud Computing offers computing
resources to an enterprise. It provides a secure
computing environment through an authentication and
access control mechanism. The primary purpose of
access control is to have controlled access to the
resources of the enterprise cloud, and they are static in
nature. Such controlled access is for security reasons
and also to restrict access to the resources if they are
limited in number. The role-based access control
(RBAC) [1] is the base algorithm of the present study.
The RBAC relies on the access control policies
defined for each role. The role is generally a function
of the user designation and/or other assigned
responsibilities of the user. In traditional RBAC,
which is one of the popular and existing access control
models, these policies are static, and they may result
in the over availability and under availability of
resources to roles because of a lack of assessment or
strategy, and involve subjectivity in the formulation of
access control policies for various roles. These may
lead to underutilization of resources. Therefore, to
introduce objectivity in the formulation of the
definition of policies, with an intent to increase the
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availability of resources to the users of an enterprise,
the present study suggests four recommendation
algorithms to propose recommendations for access
control policies to make them adaptive to the dynamic
environment of the enterprise. The algorithms can
introduce dynamism in the access control mechanism,
and such dynamism ultimately increases the resource
utilization of the enterprise. Such recommender
systems are useful in situations where the resources
are limited in number, and the intention is to give
access to such resources to users of roles where they
are actually requested.

Access Control in Cloud Computing

The primary concern of access control is to provide
security. In situations where resources are limited
and/or maximum utilization of resources is desired,
such as in an Enterprise cloud, access control can be
used to limit resource access to only those users who
require it. However, this need can vary over time. In
traditional access control models, the challenge is that
access control policies are static, and there is no
recommender system to modify them based on
resource usage. This paper proposes recommendation
algorithms to address this issue. The paper [2] aims to
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present an understanding and a brief discussion of
research into cloud computing access control
technology. The survey of access control models and
policies [3], especially related to cloud computing,
examines the different models and technologies and
analyzes the benefits and drawbacks of each model.
[4] reviewed the  challenges concerning
authentication, access management, security, and
services in the cloud environment and proposed
solutions to address these issues. [5] described
numerous access control mechanisms in the cloud
computing environment for various purposes. The
novelty of this paper is proposing the use of access
control to improve the overall service of an enterprise
cloud with the goal of achieving maximum utilization
with the least number of resources. This aspect has not
been addressed by other suggested improvements in
access policies.

2. Methodology

The lack of flexibility to support a variety of users and
resources in a dynamic and heterogeneous
environment needs a self-adaptive dynamic access
[6][7]. Such dynamism and
adaptiveness for access control is introduced in this
paper. The idea of context-aware decision-making and
adaptability to all situations [8] is incorporated in the
paper. The notion of a recommender system [9] to
adapt the system to current needs and use is also a
feature of this study. The approach of using clustering
to address the interests of individual roles in this paper
is derived from the study [10]. A few-shot learning is
used in the presented algorithms, and learning is used

control model

to improve the performance of the access control
mechanism [11].

RECOMMENDER ALGORITHMS

The proposed algorithms use user-defined
data types that are presented in Figure 1. The

REQUEST _STATUS lists the possible values for it.
The DISCARDED value is assumed for the request
that is discarded due to non-availability of resources,
either because of a lack of permission as per the stated
policy of the role of the owner of the request or
because the limit of permissible instances of allowed
resources has been exceeded. The ACCEPTED value
is assumed in the case when all requested resources
with the desired number of instances are granted by
the access policy. The request is in a WAITING state
when the Policy Enforcement Manager (PEM) module
is in the process of deciding whether to grant the
requested resources as per the defined policy for the
role of the owner of that request. The PROCESSING
is the state of the request when the request is submitted
to the cloud, after the ALLOWED state of the request,
for further processing by the enterprise cloud. The
request remains in this state as long as it is using the
cloud. The request is in a COMPLETED state after the
request has completed its task on the cloud. The other
type, ALLOCATION_GRADE, is for assigning a
value as a grade to each resource in every role. The
grade is OVER when none of the users of a role has
made a request for the resource in the period under
study. It is UNDER when a user has made a request
for that resource but it is not allowed as per the policy
of the role. It is NORMAL when the requested
resources are allowed as per the policy of the role.
Initially, the grade of all resources is NIL. The
RESOURCE_REQUEST STATUS is ALLOWED
for the resource if it is permitted as per the policy,
UNAVAILABLE if it is not permitted, and the value
is BEYOND LIMIT if the requested number of
instances of the permitted resource exceeds the limit
specified in the policy.

COMPLETED;/

emm REQUEST STATUS {DISCARDED, ACCEPTED, WAITING, PROCESSING,

emm ALLOCATION GRADE {OVER, NORMAL, UNDER NIL;}
emm RESOURCE REQUEST STATUS [ALLOW, BEYOND LIMIT UNAVAILABLE;}

Figure 1: Enumerated Types

The structure definition of the entities used in
algorithm are shown in Figure 2. However, it is
mentioned that the name of members of each structure

is chosen to reflect its explanation and that the
explanation of each structure is beyond the scope of
the paper.
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Algorithm: Recommendation using Grading

1. FOREACH value of month_log

a) CREATE a new member in norm_alloc set for role in month_log. only if it

doesn’t already exist

b) UPDATE the resource set of role in norm_alloc with union of all resources that

are with ALLOW status

¢) UPDATE the resource set of role in under_alloc with union of all resources that

are with UNAVAILABLE status
2. Foreach value of policy

a) CREATE a new member in over_alloc set for role in policy. only if it doesn’t

already exist

b) UPDATE the resource set of role in over_alloc with union of all resources that
are in policy but do not belongs to norm_alloc.
3. Foreach value of role and Foreach value of resource
a) Ifresource belongs to norm_alloc set, grade it NORMAL
b) If resource belongs to under_alloc set, grade it UNDER
¢) Ifrresource belongs to over_alloc set, grade it OVER

d) Otherwise grade it NIL

4. Foreach role of policy, RECOMMEND the set of resources
a) Union with the resources that are graded UNDER
b) Minus the set of resources with grade OVER

Figure 2: Structures of data structures

The algorithm, inspired by the idea [12], uses the
grading of each resource in every role to recommend
a revision of the access policies for each role, as

presented in Figure 3. In this algorithm, the log file
month_log contains a record of all the requests made
during the specified period.

struct policy {roles, {resonrce, instances/;
strict resonice_request {resoiirce, instances);

g
struct cluster setroles. {resource/;
struct role_res prob/roles, {resource, prob/|;
struct res role._probresource, {roles, prob}};
struct weight set] roles, {resource, weight)
siruct role res Jufagc{m/es resoun cepage}}

f

f

struct requiest {user id, req _id, roles, {res reg], stot};

struct month log fuser id, roles, req id, req stat, fres req stat])

struct grade_alloc]role, {resources | fnorm _alloc, under alloc, over alloc;
f
i

Figure 3: Grading Algorithm

Clustering [13] means grouping based on some
similarity measure. In this context, the individual roles
that are in the same cluster are expected to request a
similar set of resources among the total available
resources because their interests are similar. The
algorithm for recommendations using clusters is
shown in Figure 4. A two-class cluster is created for
each role. The resources that appear in the requests of

the users of each role are classified into one class,
while the resources that did not appear in the requests
are classified into the other «class. The
recommendations are then incorporated into the
policies by either taking the union or the difference of
the resources from the existing policy, depending on

the class of the resource in the cluster.
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Algorithm: Recommendation using Clusters
[ Foreach value of month log

a) CREATE anew member in cluster set for role in month log, only if it doesn’t
already exist
b) UPDATE the resource set of role in cluster set with union of all resources
requested by the user of that role.
2. Foreach role of policy, RECOMMEND its allowable set of resources
a) Union with resources that belong to cluster but don’t belong to policy
b) Minus the resources that belong to policy but has no membership in cluster set

Figure 4: Clustering Algorithm
The algorithm devised by the studies [14][15] requested by users of the role, and second, finding the

provides recommendations and prioritizes them, as probability that the user of the role has the resource in
shown in Figure 5. Prioritization is based on the their request. These probabilities are calculated based
calculated weight of each resource in every role. The on the log of requests made during the observation
weight calculation procedure involves two main steps: period. The weight is calculated as the product of both

first, finding the probability of resources being probabilities.

Algorithm: Recommendation using Weights
1. Foreach value of month log
a) Create a new member in role_res_prob set for role in month_log, only if it
doesn’t already exist
b) Calculate the number of occurences as COUNT of each resource in all requests
for every role
¢) Calculate the total number of resources as TOTAL_COUNT in all requests for
every role
d) COUNT and TOTAL COUNT gives the probability that a given role has this
resource
2. Foreach value of Resource and for it Foreach value of month_log
a) Create a new member in res_role_prob set for resource in Resouree, only if it
doesn't already exist
b) Caleulate the number of occurrences as COUNT of a resource in all requests for
every role
¢) Calculate the total number of occurrences of resource as TOTAL COUNT in
all requests in all role
d) COUNT and TOTAL_COUNT gives the probability of each resource in a given
role

3. For each value of Role and for it Foreach value in Resource
a) Create a new member in weight_set for role in Role and/or for resource in
Resource, only if it doesn’t already exist.
b) For every role and for for each resource calculate weight
¢) Weight =value of role res prob * value of res role prob for corresponding
role and resource
d) Normalize the weights
¢) Sort the resources in the order of weights
4. Foreach role of policy. RECOMMEND the set of resources
a) Union with resources that are with permissible weight in weight set but don’t
belong to policy
b) Minus the resources that belong to policy but are out of permissible limit in
weight set.

Figure 5: Weightage Algorithm

Figure 6 shows a variant of the algorithm described recommendations is determined by the percentage
earlier, which gives recommendations with a chance of a resource appearing in requests. The
prioritization factor. In this variant, the ordering of the percentage chance is evaluated from the log files.
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1. Foreach value of month log

a)

b)

doesn’t already exist

for every role
¢)
every role
d)
role has this resource

belong to policy

percentage of chances

Algorithm: Recommendation using Percentage of chance

Create a new member in role _res ptage set for role in month log, only 1f 1t
Calculate the number of occurences as COUNT of each resource in all requests
Calculate the total number of resources as TOTAL COUNT 1n all requests for
COUNT and TOTAL COUNT gives the chances in percentage that a given

Foreach role of policy, RECOMMEND the set of resources
a) Union with resources that are with permissible percentage of chances but don’t

b) Minus the resources that belong to policy but are out of permissible limit in

Figure 6: Chance Algorithm

3. Results and Discussions

To demonstrate the effectiveness of the algorithms
presented above, a simulation was conducted. The
results shown before the implementation of the
algorithms represent the performance of the traditional
static Role-Based Access Control mechanism. Figure
7 displays the grading of resources in each role before

and after applying the proposed algorithms. The
comparison between the before and after results
indicates a considerable increase in resources with
normal grading and a decrease in resources with over
and under grading, ultimately leading to improved
resource utilization.
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Figure 7: Resource Grading Before and After Recommendation
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The availability of resources for a given request
increases for each role, and there is a decrease in the
unavailability of resources as shown in Figure 8. As a

result, the acceptance ratio of the requests increases,
which is one of the objectives of the above-stated
algorithm(s).
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Figure 8: Resource Availability Before and After

The charts are drawn with values in the sample output
obtained before and after application of above stated
algorithm(s). The desired effect is to

. increase in true positive (improve normal
allocation)
. decrease in false negative (reduce under
allocation)
. decrease in false positive (reduce over
allocation)

. increase in true negative (reduce over
allocation)

The performance metric accuracy and precision from
confusion matrix are shown in Figure 9. The
improvement in both parameters is noticeable. A
positive trend of these parameters shows the
effectiveness of stated true
recommendations.
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Figure 9: Accuracy and Recall Before and After Recommendation
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4. Conclusions

The limitations of traditional Role-Based Access
Control (RBAC) policies are in dynamic work
environments where user resource needs change over
time. RBAC is a common access control model used
by organizations to regulate users' access to resources
based on their roles and responsibilities within the
organization. However, in a dynamic working
environment, RBAC policies might not provide
sufficient flexibility to adapt to the changing needs of
users. Enterprises aim to serve all users with the least
possible resources and use access control policies, in
addition to their primary concern of security, to restrict
the access of resources to those who need them. The
study aims to improve resource utilization in the
enterprise cloud by adapting RBAC policies to the
dynamic requirements of users, with the same set of
resources, in completing their tasks. This involves
adjusting access policies in real-time to reflect
changes in users' roles and responsibilities as they
work on their tasks, ensuring that they have access to
the resources they need when they need them. To
achieve this goal, the study proposes algorithms that
can analyze user behavior within each role and suggest
appropriate policy adaptations. These algorithms
identify patterns in users' behavior and recommend
policy changes that optimize resource utilization. The
study demonstrated that the recommended algorithms
effectively improve resource utilization. Overall, the
study highlights the importance of adapting access
control policies to the changing needs of users in
dynamic work environments with the least number of
resources and proposes a solution to address this
challenge.
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