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Abstract—Deep neural networks (DNNs) achieve high predictive accuracy but remain vulnerable to 

deliberately engineered inputs and training-time manipulations. This paper presents a structured review of 

adversarial attacks and defense mechanisms. It organizes attacks by attacker knowledge, objective, perturbation 

model, interaction budget, and lifecycle stage; compares gradient-based, optimization-based, transfer, query-

based, universal, physical, poisoning, and backdoor attacks; and evaluates defenses spanning adversarial 

training, preprocessing, detection, architectural regularization, verification, and certified robustness. Particular 

attention is given to evaluation failure modes such as gradient masking, non-adaptive testing, weak attack 

configurations, and mismatched threat models. The review finds that empirical robustness is highly conditional 

on the assumed perturbation set and evaluation procedure, while certified methods provide stronger guarantees 

but at a cost in scalability and clean accuracy. Adversarial training remains the most consistently effective 

empirical defense for norm-bounded image perturbations, yet it does not solve poisoning, physical-world, 

semantic, or cross-domain threats. The paper concludes with an evaluation protocol and a set of research 

directions for secure DNN deployment. 

Index Terms—adversarial examples, adversarial machine learning, deep neural networks, adversarial 

training, black-box attacks, poisoning, backdoors, certified robustness, model security, robustness evaluation. 

I. INTRODUCTION 

Deep neural networks now support perception, 

language, speech, recommendation, cybersecurity, 

and autonomous decision pipelines, but their 

statistical success does not imply security under 

deliberate manipulation. The adversarial-example 

literature began with the observation that carefully 

chosen, often small, input perturbations can cause 

confident misclassification while leaving the 

semantic content apparently unchanged to a human 

observer. Subsequent work established stronger 

first-order attacks, optimization-based attacks, 

physical-world attacks, transfer attacks, data 

poisoning, and backdoor mechanisms. By 2023, 

adversarial machine learning had therefore become 

a lifecycle security problem rather than a narrow 

image-classification anomaly. NIST’s March 2023 

draft taxonomy explicitly treated evasion, 

poisoning, privacy, and related manipulations as 

security concerns across the machine-learning 

lifecycle [1]. Broad surveys likewise show a rapid 

expansion from image-space perturbations to 

graphs, text, audio, reinforcement learning, 

recommenders, and cybersecurity applications [2]-

[10]. 

Two characteristics make adversarial robustness 

unusually difficult to measure. First, robustness is 

always relative to a threat model: the same model 

can be robust to an l-infinity perturbation budget 

yet fragile to l2, spatial, patch, semantic, query-

based, or physical attacks. Second, the defender 

evaluates an adaptive opponent who can exploit 

differentiability, randomness, preprocessing, 

confidence outputs, or implementation details. 

Consequently, a defense that appears successful 

under one attack may fail under a stronger or 

better-adapted evaluation. Foundational studies on 

adversarial examples, projected-gradient 

adversaries, accuracy-robustness trade-offs, non-

robust features, geometric attacks, and universal 

perturbations established much of this modern view 

[11]-[20]. 

This paper reviews adversarial attacks and 

defenses. The objective is not to claim a universally 

best defense, but to connect threat assumptions to 

appropriate attack families, defense mechanisms, 

and evaluation requirements. The central argument 

is that trustworthy robustness claims require three 

components simultaneously: a precisely stated 
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attacker model, a defense designed for that model, 

and an evaluation that uses sufficiently strong 

adaptive attacks or formal certificates. 

II. SCOPE, REVIEW METHOD, AND 

TERMINOLOGY 

The review includes original research papers, peer-

reviewed surveys, conference and journal 

publications, authoritative preprints, and the March 

2023 NIST initial public draft. The selected 

literature covers test-time evasion, transferability, 

score- and decision-based black-box attacks, 

universal and physical perturbations, training-time 

poisoning and backdoors, cross-modal attacks, 

adversarial training, preprocessing, detection, 

architectural defenses, verification, and certified 

robustness. The paper emphasizes DNNs, while 

including graph, speech, text, video, and 

reinforcement-learning examples where they reveal 

general security principles. 

An adversarial example is an input x_adv = x + 

delta selected to alter the prediction of a model f 

while satisfying constraints intended to preserve 

utility or perceptual similarity. For an untargeted 

attack, a common formulation is: minimize 

||delta||_p subject to f(x + delta) != y and x + delta 

belonging to the valid input domain. For a targeted 

attack, the constraint becomes f(x + delta) = y_t. In 

practice, attackers often maximize a differentiable 

loss within a fixed perturbation set, while defenders 

optimize expected or worst-case loss over that set. 

Attack taxonomies differ in naming, but the most 

operational dimensions are: attacker knowledge 

(white-box, gray-box, black-box), attacker 

objective (targeted or untargeted), lifecycle stage 

(training or inference), feedback (logits, scores, 

labels, or no queries), perturbation constraint 

(norm, sparsity, geometry, patch, semantic, or 

physical), and scope (per-example or universal). 

These dimensions are preferable to a single attack-

name taxonomy because they transfer across 

modalities and model classes. 

TABLE I 

THREAT-MODEL DIMENSIONS FOR ADVERSARIAL DNN EVALUATION 

Dimension Representative choices Why it matters 

Knowledge 
White-box; transfer; score-based; 

decision-based 

Determines whether gradients, architecture, parameters, or only 

outputs are available. 

Goal 
Untargeted; targeted; confidence 

reduction 
Changes the loss function and the success criterion. 

Lifecycle Training-time; inference-time Separates poisoning/backdoors from evasion attacks. 

Constraint 
l0, l1, l2, l-infinity; spatial; patch; 

semantic; physical 

Defines what constitutes an admissible adversarial 

modification. 

Interaction 

Zero-query transfer; bounded 

queries; unrestricted adaptive 

evaluation 

Strongly affects practical black-box feasibility. 

Scope 
Instance-specific; universal; class-

specific; trigger-based 

Controls whether one perturbation generalizes across many 

samples. 

 

III. ADVERSARIAL ATTACK 

MECHANISMS 

A. Gradient-Based and Optimization-Based 

White-Box Attacks 

White-box attacks assume access to model 

parameters and gradients. The fast gradient sign 

method uses the sign of the input gradient to 

construct a single-step perturbation, while 

projected gradient methods iterate first-order steps 

with projection back to the permitted norm ball. 

DeepFool approximates local decision boundaries, 

and Carlini-Wagner optimization directly searches 

for low-distortion adversarial inputs. These 

methods established strong baselines for security 

evaluation and showed that attack strength depends 

on optimization details, step sizes, restarts, loss 

functions, and stopping conditions [12], [13], [16], 

[17]. 

Spatial transformations, elastic-net objectives, 

momentum, and diverse parameterizations 

broadened the attack surface beyond a single norm. 

Universal perturbations demonstrated that a single 

perturbation can fool many inputs, undermining an 

intuitive assumption that adversarial errors are 
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idiosyncratic. These directions, together with 

sparse and structured perturbations, are represented 

in [21]-[25] and [20]-[23]. 

B. Black-Box, Transfer, Score-Based, and 

Decision-Based Attacks 

Black-box attacks demonstrate that secrecy of 

model internals is not sufficient. Transfer attacks 

use a surrogate model and exploit the empirical 

transferability of adversarial examples, while 

score-based attacks estimate useful directions 

through output probabilities or logits. Zeroth-order 

optimization, AutoZOOM, bandit priors, and 

random-search attacks reduce the need for exact 

gradients. Decision-based attacks go further by 

requiring only the final class label. The literature 

from practical substitute-model attacks through 

Boundary Attack, ZOO, Square Attack, Sign-OPT, 

and SurFree forms a mature query-based threat 

family [26]-[37]. 

The security consequence is important: a deployed 

API can expose enough information for an 

adversary even when architecture and weights are 

hidden. Rate limits and score suppression may 

increase cost, but they do not eliminate transfer or 

label-only attacks. For black-box evaluation, 

robustness should therefore be reported against 

both transfer attacks and at least one strong query-

based method, with the query budget stated 

explicitly. 

C. Physical, Universal, Semantic, and 

Structured Attacks 

Physical-world attacks must survive 

transformations introduced by printing, viewing 

angle, illumination, sensors, compression, distance, 

and temporal variation. Research has shown attacks 

against object detectors, vehicles, LiDAR 

perception, audio systems, and other sensing 

pipelines. The threat is qualitatively different from 

a purely digital norm-ball perturbation because the 

admissible transformation set is determined by the 

environment and sensor. Representative studies on 

robust real-world object attacks, camouflage, 

LiDAR, structured perturbations, differentiable 

rendering, and short-lived physical perturbations 

are included in [38]-[66]. 

A key lesson is that perceptual similarity is task 

dependent. A small l-infinity bound is convenient 

mathematically but may not correspond to semantic 

invariance. Spatial, patch, color, geometric, or 

physically realizable changes can be conspicuous 

in pixel norm while still preserving the underlying 

object identity. Robustness evaluation should 

therefore distinguish norm-bounded robustness 

from semantic and physical robustness rather than 

presenting a single scalar as universal security. 

D. Cross-Modal and Task-Specific Attacks 

Adversarial vulnerabilities appear beyond static 

image classification. Text classifiers can be fooled 

through discrete token or character changes; 

source-code models can be manipulated while 

preserving program behavior; audio attacks exploit 

temporal and spectral structure; video attacks 

exploit temporal redundancy; structured prediction 

can be attacked through task-level losses; and 

reinforcement-learning policies can be driven 

toward unsafe behavior. Representative examples 

are collected in [63]-[76]. The breadth of these 

results suggests that adversarial vulnerability is not 

tied to one architecture or one sensory modality. 

E. Training-Time Poisoning and Backdoor 

Attacks 

Poisoning attacks modify training data, labels, or 

the training process to degrade global accuracy or 

induce targeted behavior. Clean-label attacks are 

particularly concerning because poisoned examples 

can appear correctly labeled to human inspection. 

Backdoor attacks implant a trigger-response 

association so that ordinary inputs behave normally 

while triggered inputs are redirected. Work on 

back-gradient poisoning, generative poisoning, 

MetaPoison, clean-label “poison frogs,” targeted 

backdoors, hidden triggers, and concentration-

based limits illustrates the diversity of training-time 

threats [77]-[85]. 

Training-time attacks expose a different trust 

boundary from evasion attacks. Defending only the 

inference API is insufficient if the data pipeline, 

pretrained checkpoint, model supply chain, 

annotation process, or fine-tuning corpus can be 

influenced. Practical controls therefore include 

provenance, dataset versioning, access controls, 

anomaly screening, trigger testing, reproducible 

training, and independent evaluation of externally 

sourced models. 

TABLE II 

REPRESENTATIVE ADVERSARIAL ATTACK FAMILIES 

Attack family Typical access Primary advantage 
Representative 

literature 
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Attack family Typical access Primary advantage 
Representative 

literature 

FGSM / iterative first-order White-box 
Fast gradient exploitation and strong 

norm-bounded baselines 
[12], [13] 

DeepFool / C&W White-box 
Low-distortion optimization around 

decision boundaries 
[16], [17] 

Transfer attacks Surrogate / black-box Can require zero victim queries [23], [26], [66] 

ZOO / AutoZOOM / 

Square 

Score-based black-

box 

Gradient-free or approximate-gradient 

optimization 
[28], [29], [31] 

Boundary / Sign-OPT / 

SurFree 

Decision-based black-

box 
Works with class-label feedback only [27], [33], [34] 

Universal / physical White- or black-box 
Reusable perturbations and real-world 

relevance 
[20], [38], [46], [67] 

Poisoning / backdoor Training access 
Persistent behavior change or trigger 

insertion 
[79], [82]-[84] 

 

IV. DEFENSE MECHANISMS 

A. Adversarial Training 

Adversarial training minimizes loss on 

adversarially perturbed examples, commonly 

through a min-max objective: min_theta E_(x,y)[ 

max_(delta in S) L(f_theta(x+delta), y) ]. The inner 

maximization approximates the strongest attack 

within perturbation set S, and the outer 

minimization updates the model against those 

examples. Projected-gradient adversarial training 

remains one of the most consistently effective 

empirical defenses for norm-bounded image attacks 

[13], [109]. Ensemble, curriculum, spectral-

normalization, domain-adaptation, and robust-

distillation variants attempt to improve 

generalization or efficiency [109], [111]-[113], 

[115]. 

Important later refinements focus on the 

robustness-accuracy trade-off and training cost. 

TRADES provides an explicit objective balancing 

natural accuracy and boundary robustness [136]. 

Free and fast adversarial training reduce 

computational overhead [139], [140], while robust 

overfitting and catastrophic overfitting show that 

optimization efficiency can create new failure 

modes [140], [141]. MART emphasizes the 

treatment of misclassified examples during training 

[142]. These results make clear that adversarial 

training is not a single algorithm but a family 

whose robustness depends on the inner attack, 

budget, initialization, schedule, data, and early-

stopping choices. 

The main limitation is specificity. Training against 

one norm and radius does not guarantee robustness 

to a different norm, sparse perturbations, spatial 

transformations, patches, semantic changes, 

poisoning, or physical attacks. Strong adversarial 

training may also reduce clean accuracy, increase 

training cost, and require more data for robust 

generalization. Accordingly, claims should always 

state the exact perturbation set and evaluation 

attacks. 

B. Input Transformation, Generative 

Purification, and Randomization 

Preprocessing defenses attempt to remove 

adversarial structure before classification. 

Examples include input transformations, generative 

reconstruction, Defense-GAN, PixelDefend, 

stochastic activation pruning, and randomized 

transformations [93]-[95], [117], [118]. These 

methods can improve robustness to non-adaptive 

attacks, but preprocessing can be differentiable, 

approximated, or attacked through expectation over 

transformations. Thus, preprocessing should be 

treated as a component of a defense-in-depth 

design rather than assumed to create an 

impenetrable barrier. 

Randomization is most compelling when 

accompanied by a formal certificate. Randomized 

smoothing converts a base classifier into a 

smoothed classifier with a probabilistic l2 

robustness guarantee under Gaussian noise [137]. 

This distinction between heuristic randomness and 

certified smoothing is crucial: randomness alone 

may merely make gradients noisy, whereas a 

certificate establishes a radius within which the 
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prediction is provably unchanged under stated 

assumptions. 

C. Detection, Rejection, and Interpretability-

Based Defenses 

Detection mechanisms attempt to flag adversarial 

inputs using confidence, latent features, intrinsic 

dimensionality, reconstruction error, attribution, 

random perturbations, or representation statistics. 

The literature includes face-recognition analyses, 

bypass studies, ML-LOO, local intrinsic 

dimensionality, subset scanning, and autoencoder-

based methods [96], [97], [124], [126], [128], 

[129]. Interpretability and decision-boundary 

analyses can provide useful diagnostics [86], [125]. 

The central challenge is distribution shift under an 

adaptive attacker. A detector creates a new decision 

function, and the attacker can optimize against the 

combined classifier-plus-detector pipeline. 

Detection is therefore most useful when it has a 

clearly modeled rejection policy, low false-positive 

cost, and an adaptive evaluation that targets both 

evasion and detector bypass. 

D. Architectural Regularization and Robust 

Representation Learning 

Architectural defenses seek smoother or more 

stable functions through nonexpansive mappings, 

Bayesian modeling, spectral constraints, robust 

latent representations, and feature-level 

regularization. Representative studies include l2-

nonexpansive networks, Adv-BNN, latent-layer 

defenses, spectral normalization, PeerNets, and 

graph-specific defenses [91], [107], [108], [112], 

[122], [123]. These approaches can complement 

adversarial training but do not by themselves 

establish universal robustness. 

E. Verification and Certified Robustness 

Certified robustness aims to prove that no 

adversarial example exists within a specified 

region. Early certified defenses and verification 

methods use convex relaxations, linear bounds, 

mixed-integer programming, ReLU stability, and 

abstract-domain or related bounding techniques 

[100]-[105]. These methods provide a 

fundamentally stronger type of claim than 

empirical attack resistance: within the certified 

radius and threat model, robustness does not 

depend on whether the evaluator happened to 

choose a sufficiently strong attack. 

Certification introduces trade-offs. Exact methods 

often scale poorly with network size, while 

relaxations can become loose. Randomized 

smoothing improves scalability for l2 certificates 

[137], and PatchGuard illustrates task-specific 

certification against adversarial patches [119]. A 

practical secure system often combines empirical 

robustness testing with certificates where they are 

computationally feasible. 

F. Domain-Specific Defenses 

Defenses must respect modality structure. Audio 

defenses can exploit temporal consistency, while 

graph defenses reason about discrete topology and 

neighborhoods. WaveGuard and temporal-

dependency analyses are examples in audio, and 

graph attack-defense work studies edge or topology 

manipulation [120], [121], [123]. The broader 

principle is that an effective defense should model 

the physically or semantically valid transformation 

set of its domain rather than inherit an image-

specific norm constraint without justification. 

TABLE III 

DEFENSE FAMILIES, STRENGTHS, AND LIMITATIONS 

Defense family Strength Main limitation 
Representative 

references 

Adversarial training 
Strong empirical norm-

bounded robustness 

Cost; threat-model specificity; robust 

overfitting 
[13], [136], [141] 

Preprocessing / 

purification 

Easy to compose with 

existing models 

Often bypassed by adaptive gradients 

or EOT 
[93]-[95], [138] 

Detection / rejection 
Can expose anomalous 

inputs 

Detector itself becomes part of attack 

surface 
[97], [124], [126] 

Architectural 

regularization 

Can improve smoothness 

and stability 
Usually lacks universal guarantee [91], [107], [112] 

Formal certification 
Provable robustness inside 

stated region 

Scalability and looseness; narrow 

threat model 

[100], [101], [104], 

[137] 
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Defense family Strength Main limitation 
Representative 

references 

Patch / modality-

specific 

Matches structured practical 

threats 

Guarantees may not transfer across 

modalities 
[119], [121], [123] 

V. WHY DEFENSE EVALUATION FAILS 

A. Gradient Masking and Obfuscated Gradients 

A defense may appear robust because it makes 

optimization difficult rather than because it 

removes adversarial examples. Gradient masking 

can arise from non-differentiable operations, 

numerical instability, stochastic layers, saturation, 

or deliberate gradient obfuscation. Carlini and 

Wagner showed that numerous detector-based 

defenses could be bypassed [97], and later analysis 

systematized how obfuscated gradients produce 

false confidence [138]. A warning sign is when a 

weak one-step attack appears stronger than a multi-

step attack, black-box attacks outperform white-

box attacks, or robustness collapses when the 

defense is approximated by a differentiable 

surrogate. 

B. Non-Adaptive Attacks 

An adaptive attacker knows the defense mechanism 

and optimizes the full defended system. Evaluating 

only attacks designed for an undefended classifier 

is insufficient when preprocessing, randomization, 

detection, or rejection is present. Systematic 

adaptive studies have repeatedly broken defenses 

that initially appeared robust [143]. Adaptive 

evaluation may require expectation over 

transformation, backward-pass differentiable 

approximations, attacks on detector thresholds, 

multiple loss functions, or customized 

optimization. There is no single automatic adaptive 

attack that is guaranteed to test every defense 

correctly. 

C. Weak Hyperparameters and Single-Attack 

Reporting 

Attack results depend on step count, restarts, step 

size, confidence objective, initialization, precision, 

and norm projection. AutoAttack reduces evaluator 

degrees of freedom by combining complementary 

parameter-free attacks [24]. RobustBench similarly 

promotes standardized model and evaluation 

comparisons [144]. These tools do not eliminate 

the need for adaptive analysis, but they reduce 

accidental overestimation of robustness and 

improve reproducibility. 

D. Mismatched Threat Models 

A common reporting error is to compare defenses 

under different perturbation radii, architectures, 

preprocessing, data augmentation, or clean-

accuracy regimes. Another is to interpret 

robustness to one l_p norm as security against 

unrestricted manipulation. Results should therefore 

report clean accuracy, robust accuracy, perturbation 

type and radius, attack knowledge, query budget, 

restarts, targeted/untargeted objective, and whether 

the attack is adaptive to the complete defense. 

TABLE IV 

MINIMUM EVALUATION CHECKLIST FOR ADVERSARIAL ROBUSTNESS 

Item Required reporting 

Threat model 
Attacker knowledge, goal, lifecycle stage, perturbation set, and query 

budget. 

Clean baseline Clean test accuracy and any preprocessing or rejection behavior. 

White-box attacks 
At least one strong iterative attack with restarts; defense-aware loss where 

applicable. 

Black-box attacks 
Transfer plus score- or decision-based attack when deployment exposes an 

API. 

Adaptive testing 
Attack the full pipeline, including randomization, detectors, preprocessing, 

and ensembles. 

Cross-norm / semantic 

checks 

Test plausible non-norm or alternate-norm threats when relevant to the 

application. 
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Item Required reporting 

Certification 
Report certified accuracy and radius separately from empirical robust 

accuracy. 

Reproducibility 
State model, dataset, preprocessing, code/version, attack hyperparameters, 

and random seeds. 

 

VI. COMPARATIVE ANALYSIS 

The attack literature [21]-[76] demonstrates that 

adversarial capability is multidimensional. White-

box attacks provide a strong local optimization test; 

transfer and black-box attacks model restricted 

access; physical and semantic attacks model 

deployment conditions; poisoning and backdoors 

attack the training lifecycle rather than the 

inference boundary. No single benchmark spans all 

of these dimensions. A model that performs well on 

one norm-bounded benchmark should therefore be 

described as robust under that benchmark, not 

“secure” without qualification. 

The defense literature [86]-[135], complemented 

by the robust-training and evaluation works [136]-

[144], suggests a hierarchy of evidence. At the 

lowest level is resistance to a small set of non-

adaptive attacks. Stronger evidence comes from 

diverse white-box and black-box attacks, adaptive 

evaluation, standardized suites, and cross-threat 

testing. The strongest local evidence is a formal 

certificate, but certificates remain tied to a 

specified perturbation set and model assumptions. 

Security engineering should therefore combine 

these evidence types rather than substitute one for 

another. 

Empirical adversarial training is best understood as 

robust optimization over a chosen uncertainty set. 

This explains both its strength and its limitations. It 

directly optimizes performance against a particular 

family of perturbations, making it unusually 

effective when the deployment threat resembles the 

training adversary. However, its guarantees do not 

automatically extend to sparse, geometric, 

semantic, patch, poisoning, or physical 

manipulations. Certified methods narrow this gap 

for specific threat models, while data provenance 

and lifecycle controls address threats that input-

space robustness cannot solve. 

VII. DEPLOYMENT GUIDANCE FOR 

SECURE DNN SYSTEMS 

A secure deployment should begin with threat 

modeling, not with selecting a fashionable defense. 

The system owner should identify who can 

influence training data, whether models or 

checkpoints come from third parties, what 

inference outputs are exposed, what latency limits 

permit, and what manipulations are physically 

plausible. A perception model in an autonomous 

system needs physical and sensor-level testing; a 

public classification API needs query-based testing 

and rate controls; a fine-tuned enterprise model 

needs data-provenance and backdoor controls. 

Second, robustness should be layered. Adversarial 

training can harden the classifier for an expected 

norm-bounded threat; input validation and 

provenance protect the training pipeline; detectors 

can provide monitoring or fail-safe behavior; rate 

limits can raise the cost of query attacks; and 

certification can provide high-assurance guarantees 

for carefully defined perturbation sets. The layers 

should be tested together because composition can 

introduce new gradients, thresholds, and failure 

modes. 

Third, operational monitoring should distinguish 

security failures from ordinary distribution shift. 

Adversarial manipulation, corruption, sensor drift, 

and novel but benign inputs can all reduce 

confidence or alter internal representations. 

Logging should preserve enough context to support 

incident analysis while respecting privacy 

requirements. Model updates should trigger 

regression testing against the same adversarial suite 

plus newly relevant attacks, because robustness is 

not a one-time property. 

VIII. OPEN RESEARCH CHALLENGES  

The first challenge is threat-model realism. Norm 

balls are mathematically convenient, but the set of 

meaning-preserving changes is usually task 

dependent. Research must better connect 

perceptual, semantic, causal, and physical 

constraints to measurable robustness. This is 

particularly important for multimodal systems, 

embodied agents, and structured prediction. 

The second challenge is scalable certification. 

Exact verification is expensive and relaxed bounds 

can be loose on large networks. Randomized 

smoothing scales better but primarily addresses 

particular norm settings. A major research direction 

is to obtain useful certificates for modern high-

capacity models, richer transformations, patches, 
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and structured inputs without unacceptable 

accuracy or computation penalties. 

The third challenge is robust generalization. Robust 

models often require more data and can exhibit 

robust overfitting. Pretraining, unlabeled data, 

augmentation, and representation learning can help, 

but the interaction between sample complexity, 

non-robust features, model capacity, and threat-

model coverage remains unresolved. Results on 

robust generalization and pretraining highlight this 

tension [131], [132], [141]. 

The fourth challenge is evaluation standardization 

without complacency. Suites such as AutoAttack 

and RobustBench improve reproducibility, yet 

adaptive evaluation remains necessary for defenses 

with custom preprocessing, detectors, stochastic 

components, or novel threat models. Benchmarks 

should reduce accidental errors while preserving 

the attacker mindset required to test new defenses. 

Finally, lifecycle security requires integrating 

adversarial robustness with poisoning, backdoors, 

privacy, software supply-chain security, and 

governance. The 2023 NIST draft reflects this 

broader framing [1]. For real systems, model 

security cannot be reduced to a single robust-

accuracy number. 

IX. CONCLUSION 

Adversarial attacks reveal that high test-set 

accuracy is not equivalent to secure behavior. From 

first-order image perturbations to black-box 

queries, universal perturbations, physical attacks, 

poisoning, and backdoors, the literature shows that 

DNN vulnerabilities depend on attacker access and 

on the constraints used to define valid 

manipulation. Defenses are similarly conditional: 

adversarial training is a strong empirical baseline 

for a defined perturbation set, preprocessing and 

detection require adaptive evaluation, and certified 

methods trade flexibility and scalability for 

provable guarantees. The most defensible 

robustness claims therefore combine explicit threat 

models, strong adaptive attacks, standardized 

evaluation, and formal certification where feasible. 

For deployment, robustness should be treated as 

one layer in a broader machine-learning security 

lifecycle that includes data provenance, model 

supply-chain controls, monitoring, and repeated 

regression testing. 
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