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ABSTRACT: Electricity theft is a significant issue that causes financial losses to electricity distribution
authorities and affects the efficiency of energy management systems. Conventional energy meters have limited
capability to identify unauthorized power consumption, meter tampering and illegal connections in real time. This
paper proposes an advanced Electricity Theft Risk Assessment and Mitigation System using Smart Meter, Internet
of Things (IoT), Artificial Intelligence (AI), Advanced Metering Infrastructure (AMI) and Automatic Power
Disconnection. The smart meter continuously measures electrical parameters such as voltage, current, power and
energy consumption. These measurements are transmitted through IoT communication modules to a centralized
AMI platform for monitoring and analysis. Al-based algorithms process real-time and historical consumption data
to detect abnormal usage patterns and identify potential theft activities with improved accuracy. The system
assesses theft risk by comparing consumer-side measurements with authorized energy consumption records. Upon
confirmation of suspicious activity, an automatic power disconnection mechanism isolates the connection to
prevent further energy loss. The proposed system enables real-time monitoring, intelligent theft detection, rapid
response, enhanced security and effective revenue protection. The integration of Smart Meter, [oT, AI, AMI and
Automatic Power Disconnection provides a reliable and scalable solution for electricity theft prevention and
efficient energy management.

KEYWORDS: Electricity Theft Detection, Smart Meter, Internet of Things (loT), Artificial Intelligence (Al),
Advanced Metering Infrastructure (AMI), Automatic Power Disconnection, Energy Monitoring, Risk Assessment.

1.INTRODUCTION

Electricity is one of the most essential
resources for residential, commercial and industrial
applications. The increasing demand for electrical
energy has led to the expansion of power distribution
networks and the adoption of advanced metering
technologies. However, electricity theft remains a
major challenge for power utilities worldwide.
Unauthorized consumption of electricity through
illegal connections, meter tampering, bypassing of
energy meters and manipulation of meter readings
results in substantial financial losses and operational
inefficiencies. These activities not only reduce the
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revenue of electricity providers but also affect the
quality, reliability and availability of power supply
to legitimate consumers.

Traditional energy meters primarily record
energy consumption and offer limited capabilities
for detecting theft in real time. Manual inspection
methods are labor-intensive, time-consuming and
often ineffective in identifying sophisticated theft
techniques. As electricity theft methods become
more advanced, there is a growing need for
intelligent monitoring systems capable of
continuously analyzing energy usage patterns and
detecting suspicious activities automatically.

Recent advancements in Smart Metering,
Internet of Things (IoT), Artificial Intelligence (Al)
and Advanced Metering Infrastructure (AMI) have
created new opportunities for improving electricity
theft detection and prevention. Smart meters provide
detailed measurements of electrical parameters such
as voltage, current, power and energy consumption.
These meters can communicate with centralized
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monitoring  systems  through  IoT-enabled
communication networks, enabling continuous data
collection and remote monitoring. The collected
data can then be analyzed using Al-based algorithms
to identify abnormal consumption patterns that may
indicate electricity theft.

Artificial Intelligence plays a crucial role in
modern theft detection systems by processing large
volumes of real-time and historical consumption
data. Machine learning algorithms can distinguish
between normal and abnormal energy usage
behaviors, thereby improving the accuracy of theft
detection while reducing false alarms. Al-based
analysis enables utilities to assess the risk level
associated with each consumer and prioritize
investigations accordingly. This intelligent approach
significantly enhances the efficiency of electricity
theft monitoring and mitigation.

Advanced Metering Infrastructure (AMI)
serves as the communication backbone of the
proposed system. AMI facilitates two-way
communication between smart meters and the
central monitoring station, allowing utilities to
collect meter data, monitor consumer energy usage
and manage electrical services remotely. The
integration of AMI with smart meters ensures secure
and reliable transmission of energy consumption
information, enabling real-time detection of
anomalies and unauthorized activities.

In addition to theft detection, rapid
response is essential to minimize energy losses.
Therefore, the proposed system incorporates an
Automatic Power Disconnection mechanism. When
the system identifies and confirms a theft incident
through Al-based analysis, a control signal is
generated to disconnect the electrical supply to the
suspicious  connection  automatically.  This
immediate action prevents further unauthorized
energy consumption and enhances the effectiveness
of theft mitigation efforts. Once the issue is resolved
and verified by authorized personnel, the power
supply can be restored safely.

The proposed Electricity Theft Risk
Assessment and Mitigation System using Smart
Meter, IoT, AI, AMI and Automatic Power
Disconnection provides a comprehensive solution
for real-time monitoring, intelligent theft detection,
risk assessment and automated response. The
integration of these technologies enables accurate
identification of electricity theft while reducing
manual intervention and operational costs.

Furthermore, the system improves energy
management, enhances consumer accountability and
supports the modernization of electricity distribution
systems.

This work aims to develop an efficient and
reliable framework for detecting electricity theft,
assessing associated risks and implementing
appropriate mitigation measures. By leveraging the
capabilities of Smart Metering, [oT communication,
Al-based analytics, AMI infrastructure and
Automatic Power Disconnection, the proposed
system offers an advanced approach to protecting
energy resources and minimizing revenue losses
caused by unauthorized electricity consumption.

2.LITERATURE SURVEY

Electricity theft has become a critical issue
for power utilities across the world due to the
significant financial losses and operational
challenges it creates. Unauthorized energy
consumption through illegal connections, meter
tampering, power tapping and manipulation of meter
readings reduces utility revenue and affects power
quality. To overcome these challenges, researchers
have developed various detection and prevention
techniques  ranging  from  hardware-based
monitoring  systems to advanced Artificial
Intelligence (Al) and Internet of Things (IoT)

solutions.

Early research focused on identifying
electricity theft within Advanced Metering
Infrastructure (AMI) environments. McLaughlin et
al. [2] investigated energy theft vulnerabilities in
AMI systems and demonstrated how unauthorized
users could manipulate meter communications to
evade billing. Depuru et al. [3] provided a
comprehensive review of electricity theft methods,
causes, economic impacts and prevention
techniques. Their work highlighted the importance
of integrating advanced metering technologies into
modern distribution networks. Jiang et al. [4] further
examined theft detection challenges in AMI systems
and proposed approaches for identifying
discrepancies between recorded and actual energy
consumption.

Several researchers proposed hardware-
based solutions to detect electricity theft directly at
the consumer end. Mohammad et al. [5] developed
a smart prepaid energy metering system integrated
with GSM communication to minimize electricity
theft and improve revenue collection. Nizar et al. [6]
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applied intelligent computational techniques to
identify non-technical losses resulting from
unauthorized electricity consumption. Jokar et al. [7]
introduced a customer consumption pattern analysis
method that compared expected and actual
electricity usage to detect suspicious activities.
These studies demonstrated that continuous
monitoring of consumer energy behavior could
significantly improve theft detection accuracy.

The development of Smart Meter
technology created new opportunities for real-time
electricity monitoring and theft prevention.
Gowthaman and Gurukarthikeyan [1] proposed a
Smart Anti-Theft System capable of detecting meter
tampering and power tapping using sensor-based
monitoring techniques. The system continuously
monitored electrical parameters and generated alerts
whenever unauthorized activities were detected.
Faisal et al. [8] developed an loT-enabled energy
monitoring system that transmitted real-time energy
consumption data to utility operators. Their work
demonstrated the effectiveness of wireless
communication technologies in supporting theft
detection applications.

Artificial Intelligence and Machine
Learning have increasingly been employed to
improve the effectiveness of electricity theft
detection systems. Glauner et al. [9] investigated the
application of Al techniques for identifying non-
technical losses and highlighted the challenges
associated with class imbalance and data quality.
Buzau et al. [10] utilized machine learning
algorithms to classify consumers based on their
energy consumption behavior and successfully
detected fraudulent electricity usage patterns. Zheng
et al. [11] provided an overview of smart meter
technologies and emphasized their role in enabling
data-driven theft detection mechanisms. Ghosh and
Das [12] applied Artificial Neural Networks to
distinguish between normal and abnormal electricity
consumption  profiles, achieving improved
classification performance.

The increasing availability of smart meter
data encouraged researchers to develop advanced
data analytics approaches. Xiao et al. [13] proposed
machine learning models capable of identifying
electricity theft from smart meter readings with high
accuracy. Mahmood et al. [14] reviewed wireless
communication technologies suitable for smart
energy systems and highlighted their significance in
enabling real-time monitoring. Hasan et al. [15]

demonstrated how Advanced Metering
Infrastructure supports continuous collection and
analysis of consumer energy data. Amin et al. [16]
developed a smart meter-based monitoring system
capable of detecting abnormal power consumption
and alerting utility personnel.

Deep learning techniques have recently
gained significant attention due to their ability to
process large datasets and identify complex
consumption patterns. Singh and Sharma [17]
proposed a deep learning-based -electricity theft
detection framework capable of recognizing
fraudulent behavior more accurately than traditional
methods. Jindal et al. [18] introduced an Al-based
risk assessment methodology that assigns theft
probability scores to consumers based on historical
consumption characteristics. Nabil et al. [19]
investigated security challenges in IoT-enabled
smart metering systems and proposed mechanisms
to protect energy monitoring infrastructures from
unauthorized access and cyber threats. Sahoo and
Mohanty [20] utilized data analytics techniques to
detect irregular consumption patterns associated
with electricity theft.

The integration of IoT and cloud
computing technologies has further enhanced
electricity theft monitoring capabilities. Karthick et
al. [21] developed a real-time theft detection
framework that combines IoT sensors with cloud-
based data processing. Their system enabled
continuous monitoring and rapid identification of
suspicious energy consumption. Ahmad et al. [22]
proposed hybrid machine learning models that
combine multiple classifiers to improve theft
detection accuracy under varying operating
conditions. Ullah et al. [23] utilized smart meter data
analytics techniques to identify non-technical losses
and classify consumers according to theft risk levels.
Prakash and Kumar [24] introduced an loT-enabled
smart metering framework capable of providing
real-time energy monitoring and theft detection
functionalities.

Consumer behavior analysis has also been
explored as an effective approach for theft detection.
Roy and Bhattacharya [25] analyzed consumer load
patterns and identified significant deviations that
could indicate unauthorized electricity usage. Their
work demonstrated that behavioral analytics can
provide valuable insights for detecting hidden theft
activities. Such approaches reduce the dependence
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on manual inspections and improve operational
efficiency.

Recent research has focused on integrating
Artificial Intelligence, IoT and AMI technologies
into comprehensive electricity theft detection
systems. Sharma et al. [26] proposed an Al-based
framework capable of identifying electricity theft
under varying load conditions using smart meter
data. Al-Hawawreh et al. [27] developed an
intelligent loT-based energy monitoring system that
continuously tracks consumer energy usage and
detects suspicious activities. Khan et al. [28]
introduced an Automatic Power Disconnection
mechanism that isolates consumers involved in theft
immediately after detection, thereby minimizing
revenue losses and preventing further unauthorized
energy consumption.

Machine learning techniques have
continued to evolve for electricity fraud detection
applications. Verma and Singh [29] compared
multiple machine learning algorithms and identified
the most effective models for smart meter fraud
detection. Rahman and Islam [30] developed a real-
time IoT-based energy monitoring platform capable
of collecting and analyzing consumption data
continuously. Patel and Shah [31] applied data
mining techniques to identify hidden electricity theft
patterns within large consumer datasets. Noor et al.
[32] proposed an AMI-based theft detection
framework that improves communication reliability
and monitoring efficiency.

Risk assessment has become an important
component of modern electricity theft management
systems. Kumar and Mishra [33] developed a risk
assessment model that prioritizes consumers
according to the probability of theft occurrence. This
approach enables utility providers to allocate
resources more effectively and focus investigations
on high-risk consumers. Sharma and Gupta [34]
applied Artificial Intelligence techniques to reduce
non-technical losses and improve energy
management efficiency. Prasad et al. [35] integrated
Al and IoT technologies into a unified electricity
theft monitoring framework capable of providing
real-time surveillance, anomaly detection and
automated alert generation.

Although considerable progress has been
made in electricity theft detection, many existing
systems focus primarily on monitoring and
identification rather than comprehensive mitigation.
Hardware-based approaches are effective for

tampering detection but often lack intelligent
analytical capabilities. Similarly, machine learning-
based methods provide accurate detection but may
not offer immediate response mechanisms.
Therefore, there is a need for an integrated
framework that combines Smart Meter technology,
IoT communication, Artificial Intelligence,
Advanced Metering Infrastructure, risk assessment
and Automatic Power Disconnection. The proposed
Electricity Theft Risk Assessment and Mitigation
System addresses this gap by providing real-time
monitoring, intelligent theft detection, risk
evaluation and automatic mitigation capabilities to
reduce revenue losses and enhance energy security.

3.RESEARCH GAP

Despite  significant advancements in
electricity theft detection technologies, several
limitations still exist in current approaches. Many
early systems primarily focus on detecting meter
tampering, illegal tapping or abnormal energy
consumption through hardware-based monitoring
techniques. Although these methods can identify
theft events, they often lack intelligent analytical
capabilities and are unable to accurately assess the
severity or probability of theft occurrences.
Furthermore, most hardware-based solutions depend
on predefined thresholds, which may result in false
alarms and reduced detection accuracy under
varying load conditions.

The integration of Smart Meters and
Advanced Metering Infrastructure (AMI) has
improved real-time data collection and remote
monitoring capabilities. However, many AMI-based
systems are mainly designed for data acquisition and
communication rather than comprehensive theft risk
assessment and mitigation. Similarly, IoT-enabled
monitoring  frameworks provide continuous
transmission of energy consumption data but
frequently rely on manual intervention after theft
detection, resulting in delayed response and
continued revenue loss.

Artificial Intelligence and Machine
Learning techniques have demonstrated improved
accuracy in identifying fraudulent consumption
patterns and non-technical losses. Nevertheless,
most Al-based studies concentrate primarily on theft
detection and classification without incorporating
automatic corrective actions. In many cases, utility
operators must manually verify theft incidents and
disconnect the power supply, which increases
response time and operational complexity. In
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addition, limited attention has been given to
integrating risk assessment mechanisms that can
prioritize consumers based on theft probability and
support proactive decision-making.

Another significant limitation is the lack of
a unified framework that combines Smart Meter
technology, IoT  communication, Artificial
Intelligence, Advanced Metering Infrastructure,
theft risk assessment, real-time alert generation and
Automatic Power Disconnection. Existing systems
often utilize these technologies independently,
resulting in fragmented operation and reduced
overall effectiveness. Moreover, many reported
solutions focus only on theft identification and
monitoring, while comprehensive mitigation
strategies for preventing further unauthorized
electricity consumption remain insufficiently
addressed.

Therefore, there is a clear research gap in
developing an integrated and intelligent electricity
theft management system that not only detects theft
accurately but also evaluates theft risk, provides
real-time monitoring, generates instant alerts and
automatically disconnects the power supply when
unauthorized usage is confirmed. To address these
limitations, the proposed "Electricity Theft Risk
Assessment and Mitigation Using Smart Meter, IoT,

Al, AMI and Automatic Power Disconnection"
framework  integrates  multiple = advanced
technologies into a unified platform capable of
performing real-time monitoring, intelligent theft
detection, automated risk assessment and immediate
mitigation. This approach aims to reduce non-
technical losses, improve utility revenue protection,
enhance grid reliability and strengthen overall
energy security.

4.PROPOSED SYSTEM WITH BLOCK
DIAGRAM

The proposed system provides several
advantages over existing methods. It enables
continuous real-time monitoring, intelligent theft
detection, automated risk assessment, rapid response
and remote management. The integration of Smart
Meter, IoT, AI, AMI and Automatic Power
Disconnection creates a unified framework capable
of improving detection accuracy, reducing
operational costs and enhancing the security and
reliability of electricity distribution systems.

Table 1 presents a comparison between
existing electricity theft detection systems and the
proposed Electricity Theft Risk Assessment and
Mitigation System.

Table 1. Comparison of Features between Existing Systems and the Proposed System

Smart Risk Aut
Ref. No Method mart ot Al | AMI ' | aute Major Limitation
Meter Assessment | Disconnection
T Detect 1
[1] amper No Yes No | No No No clects only
Detection physical tampering
GSM Smart . No intelligent
[5] ma Yes Limited No No No No o mte l.g en
Meter analysis
C ti - .
[7] onsump 1on' Yes No Limited | Yes No No Detection only
Pattern Analysis
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No automated

[8] IoT Monitoring Yes Yes No No No No .. .
decision-making
Machine Requires large
. ui
[10] Learning Yes No Yes | No No No q &
. datasets
Detection
ML Smart Met e
[13] mar . etet Yes No Yes No No No No theft mitigation
Analysis
. High infrastruct
[15] AMI Monitoring Yes No No Yes No No '8 1nCr0aSi ructire
AI Risk N t ti
[18] s Yes No Yes No Yes No © automatie
Assessment response
IoT + Cloud .. .
[21] N . (,)u Yes Yes Limited | No No No Detection only
Monitoring
Hybrid Machi C 1 del
[22] yord Machine | yes No Yes | No No No omprex mode
Learning training
Aut ti Possible fal
[28] . utoma l,c Yes Yes Limited | No No Yes ,O SSIbie a. 3¢
Disconnection disconnection
Smart Meter +
IoT + Al + AMI
Proposed + Risk Overcomes
p Yes Yes Yes Yes Yes Yes limitations of
System Assessment + .
. existing systems
Automatic
Disconnection
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Table 2 illustrates how Smart Meter, IoT, AI, AMI, Risk Assessment and Automatic Power Disconnection

work together to achieve efficient electricity theft detection and mitigation.

Table 2. Generalized Parameters Comparison of the Proposed Electricity Theft Risk Assessment and Mitigation
System with Existing Systems

consumption analysis only

Parameters Existing Systems Proposed System
Monitoring Method Periodic or manual monitoring Continuous real-time monitoring
Conventional meter or basic smart
Meter Type Advanced Smart Meter
meter
. Limited communication or GSM- L
Communication IoT-enabled communication
based
Data Collection Periodic data acquisition Continuous real-time data collection
. Tampering detection only or Tampering detection and consumption
Theft Detection pering Y peting P

anomaly detection

Intelligence Level

Rule-based or threshold-based
detection

Al-based intelligent detection

Risk Assessment

Not available in most systems

Automated theft risk assessment

Data Analysis

Basic monitoring and comparison

Real-time Al-driven analytics

Response Time

Delayed response due to manual
verification

Immediate detection and response

Alert Generation

Alert only

Instant alert with automatic action

Power Control

Manual disconnection required

Automatic power disconnection

Remote Monitoring

Limited support

Full remote monitoring through IoT and AMI

Theft Prevention

Detects theft after occurrence

Detects and prevents further theft

Accuracy

Moderate accuracy

High detection accuracy

Human Intervention

High

Minimal

Revenue Loss
Reduction

Partial reduction

Significant reduction

Security Level

Moderate

Enhanced security

Scalability

Limited scalability

Highly scalable

Maintenance Cost

High due to manual inspections

Reduced maintenance cost

System Integration

Individual technologies used
separately

Smart Meter + [oT + Al + AMI + Automatic
Power Disconnection integrated
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ELECTRICITY THEFT DETECTION & PREVENTION SYSTEM

(Incorporating 5 Solutions)
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Figure 1. Proposed Electricity Theft Detection and Prevention System

Figure 1 illustrates the architecture of the
proposed Electricity Theft Detection and Prevention
System, which integrates Smart Meter-Based
Detection, IoT-Based Monitoring, Artificial
Intelligence (Al)/Machine Learning Detection,
Advanced Metering Infrastructure (AMI) and
Automatic Power Disconnection to identify and
mitigate electricity theft in real time. The system
continuously monitors energy consumption,
analyzes consumer behavior, detects abnormal
activities and automatically disconnects the power
supply when unauthorized electricity usage is
confirmed.

Initially, electrical power is supplied from
the utility grid to the consumer through an
authorized connection. However, electricity theft
may occur through illegal tapping or unauthorized
connections that bypass the energy meter. To detect
such activities, a smart meter is installed at the
consumer premises. The smart meter continuously
measures important electrical parameters including
energy consumption, voltage, current, power and
power factor. These measurements provide accurate
information regarding the consumer’s electricity
usage and serve as the primary source of data for
theft detection.

The measured data is transmitted through
the IoT-based monitoring unit. The Internet of
Things communication module enables real-time
acquisition and transmission of electrical parameters
to a centralized monitoring platform or cloud server.
Through continuous communication, the utility
provider can remotely access consumption data and
receive instant updates regarding consumer energy
This monitoring  capability
significantly improves visibility into the distribution

usage. real-time

network and enables rapid identification of

suspicious activities.

The collected data is then processed by the
Artificial Intelligence and Machine Learning
detection module. This module analyzes both
historical and real-time consumption patterns to
identify abnormalities that may indicate electricity
theft. Machine learning algorithms learn normal
consumer behavior and compare incoming data with

expected  consumption  characteristics. Any
significant deviation, such as wunusual load
variations, sudden consumption changes or

discrepancies between measured parameters, is
classified as a potential theft event. The Al-based
approach improves detection accuracy and reduces
false alarms compared to conventional rule-based
systems.
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The Advanced Metering Infrastructure
(AMI) serves as the communication and control
framework of the system. AMI facilitates two-way
communication between smart meters and the utility
control center, enabling remote monitoring, remote
data collection and system management. Utility
operators can continuously observe consumer
energy usage, analyze consumption trends and
respond quickly to theft-related incidents without
requiring physical inspections.

When the system identifies a theft event,
the alert and notification module generates warning
messages and sends them to utility personnel
through SMS, email or monitoring dashboards.
These alerts provide immediate information
regarding theft attempts, abnormal consumption
patterns or unauthorized connections, enabling
timely decision-making and corrective action.

To prevent further energy loss, the
proposed system incorporates an Automatic Power
Disconnection mechanism. Once electricity theft is
5.PROPOSED PROTOTYPE MODEL

PHASE
AC STATIC ENERGY METER

confirmed, a control signal is sent to a relay or
contactor unit. The relay automatically disconnects
the consumer from the power supply, thereby
isolating the illegal connection and preventing
continued unauthorized electricity consumption.
This automated response reduces revenue losses and
enhances the overall reliability of the distribution
network.

The integrated operation of Smart Meter-
Based Detection, IoT-Based Monitoring, Al
Analysis, AMI Communication and Automatic
Power Disconnection provides a comprehensive
solution for electricity theft management. The
system enables accurate theft detection, real-time
monitoring, intelligent decision-making, rapid
response and effective mitigation. Consequently, it
improves revenue collection, reduces non-technical
losses, minimizes manual inspections and enhances
the security and reliability of electrical power
distribution systems.

Figure 2. Hardware Prototype of the Proposed Electricity Theft Risk Assessment and Mitigation System

The proposed Electricity Theft Risk
Assessment and Mitigation System in Figure 2 is
designed to detect unauthorized electricity usage,
assess theft risk using intelligent analysis, provide
remote monitoring through IoT and AMI
communication and automatically disconnect the

power supply when theft is confirmed. The complete
prototype is assembled on a wooden base board
using commercially available electronic modules
and interconnected through jumper wires. At the left
side of the kit, a domestic digital energy meter is
used to represent the consumer electricity meter.
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This meter measures the electrical energy consumed
by the load and serves as the primary source of
consumption data. The meter readings are
continuously monitored by the system for theft
analysis.

The Arduino Uno located at the center of
the kit acts as the main controller. It collects
measurement data, coordinates communication
among different modules, performs preliminary
calculations and controls the protection mechanism.
All sensing, communication and decision-making
operations are synchronized through the controller.
The Raspberry Pi placed at the upper-right section
functions as the Al processing unit. It receives
electrical data from the controller and performs
intelligent analysis by comparing real-time
consumption patterns with expected behavior. The
Al module helps identify anomalies that may
indicate electricity theft, meter tampering or
unauthorized power extraction.

An JoT communication module is
connected to the system to enable cloud-based
monitoring. This module transmits real-time
electrical parameters, system status and theft alerts
to a remote monitoring platform. Utility authorities
can access the data remotely and monitor consumer
energy  usage continuously. The AMI
communication module provides communication
between the consumer meter and the utility server. It
supports remote meter reading, data transmission
and verification of consumption records. This
communication infrastructure helps validate theft
events and improves the reliability of the monitoring
process.

The relay module positioned below the
controller acts as the automatic power disconnection
unit. When the system confirms electricity theft, the
controller activates the relay. The relay opens the
supply circuit and isolates the load from the
electrical source, preventing further unauthorized
energy consumption. A 16x2 LCD display is
provided to display system messages and operating
conditions. During normal operation, the display
indicates that the system is functioning normally.
When theft is detected, the display shows warning
messages such as “THEFT DETECTED” and
“POWER CUT OFF.” The buzzer module is used for
audible alert generation. Whenever a theft event
occurs, the buzzer is activated to notify nearby
personnel and indicate that immediate attention is
required. The LED indicator panel provides quick

visual indication of system status. Under normal
conditions, the communication indicator remains
active while the alert indicator remains OFF. During
theft conditions, the alert indicator turns ON and
remains active after power disconnection, providing
a clear visual warning of unauthorized electricity
usage.

The push-button switches mounted on the
right side of the board are used for system control
functions such as initialization, testing,
acknowledgment and reset operations during
demonstration and experimentation. The SMPS
power supply unit located at the lower-left side
converts the incoming AC supply into regulated DC
voltage required by the electronic modules. It
supplies stable operating power to the controller,
communication modules, display unit and protection
circuitry.

During normal operation, electrical
parameters are continuously acquired from the
energy meter and processed by the controller. The
data is transmitted to the IoT and AMI modules
while simultaneously being analyzed by the Al
module. If the measured values remain within
acceptable limits, the system continues monitoring
without interruption. If abnormal energy
consumption or meter bypass conditions are
detected, the AI module identifies the theft risk and
generates an alert. The controller then activates the
relay module, disconnecting the electrical supply
automatically. The event is recorded, communicated
to the utility authority and displayed on the LCD
screen. After verification and corrective action, the
system can be reset and normal power supply can be
restored.

Thus, the developed kit demonstrates an
integrated solution for Electricity Theft Risk
Assessment and Mitigation Using Smart Meter, [oT,
Al, AMI and Automatic Power Disconnection,
providing improved energy security, reduced
revenue loss, enhanced monitoring capability and
safer power distribution.

5.1 MODES OF OPERATION

Figure 3 illustrates the operational
workflow of the proposed Electricity Theft Risk
Assessment and Mitigation System, which
integrates Smart Meter, [oT, Artificial Intelligence
(Al), Advanced Metering Infrastructure (AMI) and
Automatic Power Disconnection technologies for
effective electricity theft detection and prevention.
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The process begins with system initialization, where
all hardware and software modules perform self-
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Figure 3. Flowchart of the Proposed Electricity Theft Risk Assessment and Mitigation System
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5.1.1 Normal Mode Operation

When the system is powered ON, all
hardware modules including the energy meter,
voltage sensor, current sensor, [oT module, Al
processing unit, AMI communication module, LCD
display and relay control circuit are initialized and
checked for proper operation. Once the self-check
process is completed successfully, the system enters
the normal monitoring mode. Electrical energy from
the utility supply passes through the authorized
energy meter and is delivered to the consumer load.
The voltage and current sensors continuously
measure the electrical parameters and send the
collected data to the controller for processing.

During the data acquisition stage, real-time
values such as voltage, current, power and energy
consumption are collected and stored. The controller
calculates the power usage and compares the
measured values with the expected operating
conditions. Simultaneously, the IoT module
transmits the collected information to the cloud
platform, allowing remote monitoring of consumer
energy usage. The AMI communication module
forwards the meter data to the utility server, ensuring
that consumption information is available for remote
supervision and billing purposes.

The Al module continuously analyzes the
incoming data and compares it with historical
consumption patterns. Since the consumer is using
electricity legally, the measured energy consumption
matches the expected load demand. No abnormal
variations, sudden load changes, unauthorized
connections or meter bypass conditions are detected.
The AI algorithm therefore classifies the condition
as a normal operating state.

After the theft risk analysis stage, the
system follows the “No Theft Detected” path. The
LCD display indicates that the system is operating
normally and that no theft has been identified. The
communication module continues updating the
cloud dashboard with the latest consumption data.
Event records are stored periodically for future
reference and the monitoring process continues
without interruption. Since no suspicious activity
exists, the relay remains inactive, the power supply
stays connected and the consumer receives
uninterrupted  electrical  service. The entire
monitoring cycle repeats continuously to ensure that
any future abnormal condition can be detected
immediately.

5.1.2 Theft Mode Operation

When an  unauthorized  electrical
connection is made or an attempt is made to bypass
the energy meter, the actual power consumed by the
load becomes different from the energy recorded by
the meter. As the system continues monitoring, the
voltage and current sensors detect abnormal
electrical behavior. The collected measurements are
transferred to the controller, where power and
energy calculations are performed. The controller
identifies inconsistencies between the measured
electrical parameters and the expected operating
values.

The real-time data is simultaneously
transmitted to the IoT platform, AMI
communication network and Al processing unit. The
Al module compares the incoming readings with
historical consumption records and consumer usage
patterns. Significant deviations such as unusual
current flow, sudden load increases, abnormal
energy  consumption, meter tampering or
unauthorized power extraction are recognized as
indicators of electricity theft. Once the deviation
exceeds the predefined threshold, the Al system
classifies the event as a potential theft condition.

Following the theft risk analysis stage, the
system enters the “Theft Detected” path. The LCD
display immediately shows the message “THEFT
DETECTED” and “POWER CUT OFFE.” At the
same time, the alert indicator is activated and a
notification is generated. The IoT module sends
warning messages and event information to the
cloud platform, while the AMI module
communicates the theft event to the utility server. All
relevant details, including time, date, electrical
measurements and event status, are stored in the
event logging database for future investigation.

After the alert process, the controller
checks whether automatic disconnection is enabled.
If automatic protection is active, the controller
energizes the relay driver circuit. The relay driver
activates the relay or contactor, which opens the
power path between the supply and the consumer
load. This action immediately disconnects the
electrical supply, preventing further unauthorized
energy consumption. The load is isolated from the
power source, thereby reducing revenue loss,
preventing equipment overloading and minimizing
electrical safety hazards.
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Once power disconnection has been
executed, the system enters the Power Disconnected
state. Even though the load supply is cut off, the
communication modules remain operational so that
the theft event can continue to be reported to the
utility authority. The event details are permanently
stored in cloud storage or local memory for
documentation purposes. Utility personnel can then
inspect the installation and verify the cause of the
theft event.

6. EXPERIMENTAL RESULTS
6.1 LCD and LED Status Monitoring Results

After corrective measures have been taken
and the unauthorized connection has been removed,
the utility operator performs a manual inspection
and verification process. If the theft condition is
successfully resolved, the system follows the “Theft
Resolved” path. The relay or contactor is reset, the
supply connection is restored and the consumer's
electrical service returns to normal operation. The
system then re-enters monitoring mode and resumes
continuous surveillance of electrical parameters to
detect any future theft attempts.

LCD DISPLAY

HORMAL
HO THEFT DETECTED

LED INDICATORS (3 LED)

SYSTEM STATUS

0 Power Supply : ON

Q Communication  : ACTIVE

@ Theft Detection : NO THEFT
° System Mode : MONITORING

THEFT DETECTED

FOWER CUT OFF

LED INDICATORS (3 LED)

SYSTEM STATUS

0 Power Supply . CUT OFF
Q Communication : ACTIVE
A Theft Detection : DETECTED

& system Mode PROTECTION

Figure 4. LCD Display and System Status Indications under Normal and Theft Conditions

The output of the proposed Electricity
Theft Risk Assessment and Mitigation System in
Figure 4 can be observed through the LCD display,
LED indicators, buzzer alert, relay operation and
communication modules. The outputs vary
depending on whether the system is operating under
normal conditions or theft conditions.

During normal operation, the energy
consumed by the load matches the energy recorded
by the meter. The controller receives the measured
data from the sensing section and verifies that all
electrical parameters are within the acceptable

range. Since no abnormal consumption is detected,
the Al module classifies the condition as normal.

The LCD display shows a normal operating
message indicating that no theft has been detected.
The communication indicator remains active,
confirming that data is being transmitted
successfully to the monitoring platform. The alert
indicator remains OFF because there is no
unauthorized usage. The buzzer remains silent and
the relay stays in its normal state, allowing power to
reach the load without interruption. Simultaneously,
the IoT and AMI modules continue transmitting
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consumption data to the cloud and utility server for
monitoring and record keeping.

When an unauthorized connection, meter
bypass or abnormal power consumption pattern is
detected, the Al module identifies the event as a theft
condition. After verification, the controller initiates
the protection sequence.

The LCD display immediately shows the messages:
THEFT DETECTED
POWER CUT OFF

The alert indicator turns ON to provide a
visual warning of the theft event. The buzzer is
activated to generate an audible alarm and notify
nearby personnel. The IoT module sends theft
notifications and system status updates to the cloud
platform, while the AMI module forwards the event
information to the utility server.

The controller then activates the relay
module, which disconnects the electrical supply
from the load. As a result, the consumer load is
isolated from the power source, preventing further
unauthorized energy consumption. Even after

10:01 £ NEW ol 84% @ 10:06 £
< KSG-VG-SMARTMETER : <
Wednesday, 03 May 2023 « 10:01 AM

SMART METER STATUS 10T MONITORING

Voltage ?130/:/ Data Uploaded
Current 145 Successfully
Power 11035 W

Cloud Status : CONNECTED

Energy Usage
Within Normal Limit

Status : NORMAL Active

Date: 03-05-2023

Time: 10:01 AM Time: 10:06 AM
10:16 f Kifw il 84% @
& KSG-VG-SMARTMETER

Wednesday, 03 May 2023 - 10:16 AM
AMI NOTIFICATION
Utility Monitoring Active
Meter Status

Updated Successfully

Date: 03-05-2023
Time: 10:16 AM

KSG-VG-SMARTMETER : <

Wednesday, 03 May 2023 + 10:06 AM

Real-Time Monitoring

Date: 03-05-2023

disconnection, communication modules continue
operating so that event information can be
transmitted and stored.

6.2 Mobile Application Monitoring and Alert
Notification Results

The AMI (Advanced Metering
Infrastructure) module is responsible for providing
two-way communication between the electricity
meter and the utility monitoring system. Whenever
the system detects an abnormal condition or
electricity theft, the AMI module automatically
generates alert notifications and transmits the
information to the concerned authorities and
monitoring platforms shown in Figure 5.

In the proposed system, the AMI module
sends status updates at different stages of operation.
During normal operation, the AMI system
periodically  reports meter readings and
communication status to confirm that the consumer
connection is functioning properly. These messages
indicate that energy consumption data is being
transmitted successfully and that the monitoring
network is active.

KR Ml 84% @ 101 ¢ KW ol 84% &

KSG-VG-SMARTMETER

Wednesday, 03 May 2023 - 10:11 AM

Al ANALYSIS

Consumption Pattern
Analyzed

Risk Level : LOW
Result

NO THEFT DETECTED

Date: 03-05-2023
Time: 10:11 AM
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UTILITY ALERT
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Consumer ID : 100245

Power Supply
Disconnected
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Figure 5. Mobile Dashboard Outputs of Smart Meter, [oT, Al and AMI Modules
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When the AI module identifies suspicious
energy usage and confirms a theft condition, the
AMI module immediately generates a theft alert
message. The notification contains important
information regarding the detected event, including
the theft status and the protective action taken by the
system. This ensures that utility personnel are
informed without delay and can initiate verification
procedures.

After theft detection, the automatic power
disconnection unit isolates the supply. The AMI
module then sends another notification indicating
that the power supply has been disconnected to
prevent further unauthorized electricity
consumption. This message acts as confirmation that
the mitigation process has been executed

successfully.

The sequence of notifications shown in the
SMS  screenshots represents the complete
communication flow of the AMI module. Initially, a
normal system update is transmitted. This is
followed by theft detection alerts when abnormal
energy consumption is observed. Finally, a power
cut-off confirmation message is generated after the
relay disconnects the electrical supply. The time gap
between messages demonstrates the actual
operational sequence in which monitoring,
detection, verification and mitigation occur.

Thus, the AMI module serves as the
communication backbone of the proposed system by
enabling real-time monitoring, event reporting, theft
notification and confirmation of protective actions.
It improves utility awareness, reduces response time
and enhances the overall effectiveness of electricity
theft risk assessment and mitigation.

6.3 Voltage and Current Analysis and Power Disconnection Results

G . . fl —e— Meter Voltage
Sensor Voltage
200
— 150 A
>
- \
on %
= i
s 100
50 4
0 -
T T T T T
10:01 10:06 10:11 10:16 10:21

Time

Figure 6. Voltage Variation Analysis of Meter and Sensor Readings

This graph in Figure 6 shows the voltage
measured by the smart meter and the voltage
measured by the external sensor. From 10:01 AM to
10:16 AM, both voltages remain stable around 228—
231 V. The close agreement between the two
measurements confirms that the supply voltage is
healthy and the monitoring system is functioning
correctly. Unlike current, voltage does not show a
major variation during theft because illegal tapping
mainly affects the current drawn from the system
rather than the supply voltage level. Therefore, even

when theft occurs, the voltage values remain nearly
constant.

Once the Al module confirms the theft
condition and issues a power disconnection
command, the relay opens and isolates the consumer
connection. Consequently, at 10:21 AM, both meter
voltage and sensor voltage fall to 0 V. This indicates
complete removal of the supply from the load side.
The voltage graph therefore verifies the successful
execution of automatic power cut-off after theft
detection.
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Figure 7. Current Variation Analysis of Meter and Sensor Readings

This graph in Figure 7 compares the current
measured by the smart meter and the current
measured by the external sensor. During the initial
period (10:01 AM to 10:11 AM), both currents
remain nearly equal, around 4.5-4.8 A. This
indicates that all the current consumed by the load is
passing through the energy meter and is being
properly recorded. Therefore, the system considers
the operation to be normal and no theft is detected.

At 10:16 AM, a significant deviation
occurs. The meter current remains approximately
4.6 A, whereas the sensor current suddenly increases
to about 8.5 A. This mismatch indicates that
additional current is flowing through the line
without being registered by the energy meter. Such
a condition is characteristic of electricity theft
through illegal tapping or bypassing of the meter.
The Al module identifies this abnormal difference
and classifies it as a theft condition.

After theft confirmation, the automatic
disconnection mechanism is activated. At 10:21
AM, both meter current and sensor current drop to 0
A. This confirms that the relay or contactor has
successfully disconnected the power supply,
preventing further unauthorized energy
consumption. The sharp drop to zero demonstrates
the effectiveness of the proposed theft mitigation
system.

7. CONCLUSION

This work presented an Electricity Theft
Risk Assessment and Mitigation System that
integrates Smart Meter, Internet of Things (IoT),
Artificial Intelligence (Al), Advanced Metering

Infrastructure (AMI) and Automatic Power
Disconnection technologies to effectively detect and
prevent electricity theft. The proposed system
continuously monitors electrical parameters such as
voltage, current, power and energy consumption
through a smart meter and transmits the collected
data using IoT communication. The Al-based
analysis module evaluates real-time and historical
consumption patterns to identify abnormal behavior
and assess theft risk accurately. The AMI framework
enables remote monitoring, data collection and
communication between consumers and utility
providers. When theft is detected, the system
generates  instant alerts and automatically
disconnects the power supply to prevent further
unauthorized energy consumption. The
experimental results demonstrate that the proposed
system provides accurate theft detection, rapid
response, improved security, reduced non-technical
losses and enhanced operational efficiency.
Therefore, the proposed solution offers a reliable
and intelligent approach for modern electricity theft
management and revenue protection.

7.1 Future Enhancements

The proposed system can be further
enhanced by incorporating advanced machine
learning and deep learning algorithms to improve
theft detection accuracy under complex operating
conditions. Integration of blockchain technology can
be considered to provide secure and tamper-proof
storage of energy consumption data. The system
may also be expanded to support large-scale smart
city and smart grid applications through cloud-based
centralized monitoring platforms. Future versions
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can include predictive analytics for forecasting theft
risks before actual occurrences and enabling
proactive preventive actions. Renewable energy
monitoring, electric vehicle charging management
and demand-side energy optimization features can
also be integrated into the existing framework.
Furthermore, the implementation of mobile
applications with real-time dashboards, GPS-based
location tracking of theft incidents and automated
utility reporting can enhance system usability and
operational effectiveness. These improvements will
contribute to the development of a more intelligent,
secure, scalable and efficient electricity theft
detection and mitigation system.
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